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A standard for global application developed through the Clinical and Laboratory Standards Institute consensus process.



Clinical and Laboratory Standards Institute

Setting the standard for quality in medical laboratory testing around the world.

The Clinical and Laboratory Standards Institute (CLSI) is a not-for-profit membership organization that brings
together the varied perspectives and expertise of the worldwide laboratory community for the advancement of a
common cause: to foster excellence in laboratory medicine by developing and implementing medical laboratory
standards and guidelines that help laboratories fulfill their responsibilities with efficiency, effectiveness, and global
applicability.

Consensus Process

Consensus—the substantial agreement by materially affected, competent, and interested parties—is core to the
development of all CLSI documents. It does not always connote unanimous agreement but does mean that the
participants in the development of a consensus document have considered and resolved all relevant objections
and accept the resulting agreement.

Commenting on Documents

CLSI documents undergo periodic evaluation and modification to keep pace with advances in technologies,
procedures, methods, and protocols affecting the laboratory or health care.

CLSI’s consensus process depends on experts who volunteer to serve as contributing authors and/or as participants
in the reviewing and commenting process. At the end of each comment period, the committee that developed

the document is obligated to review all comments, respond in writing to all substantive comments, and revise the
draft document as appropriate.

Comments on published CLSI documents are equally essential and may be submitted by anyone, at any time, on
any document. All comments are managed according to the consensus process by a committee of experts.

Appeal Process

When it is believed that an objection has not been adequately considered and responded to, the process for
appeal, documented in the CLSI Standards Development Policies and Processes, is followed.

All comments and responses submitted on draft and published documents are retained on file at CLSI and are
available upon request.

Get Involved—Volunteer!

Do you use CLSI documents in your workplace? Do you see room for improvement? Would you like to get

involved in the revision process? Or maybe you see a need to develop a new document for an emerging
technology? CLSI wants to hear from you. We are always looking for volunteers. By donating your time and talents
to improve the standards that affect your own work, you will play an active role in improving public health across
the globe.

For additional information on committee participation or to submit comments, contact CLSI.

Clinical and Laboratory Standards Institute
P: +1.610.688.0100

F: +1.610.688.0700

www.clsi.org

standard@clsi.org
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Abstract
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Clinical and Laboratory Standards Institute AUTO11—Information Technology Security of In Vitro Diagnostic Instruments
and Software Systems specifies technical and operational requirements and technical implementation procedures related
to security of in vitro diagnostic (IVD) systems (devices, analytical instruments, data management systems, etc.) installed
at a health care delivery organization (HDO). The intended users for CLSI AUTO11 are medical device and IVD system
manufacturers, users (eg, laboratory personnel), and information technology management of HDOs.

Clinical and Laboratory Standards Institute (CLSI). Information Technology Security of In Vitro Diagnostic Instruments and
Software Systems. 3rd ed. CLSI standard AUTO11 (ISBN 978-1-68440-252-6 [Print]; ISBN 978-1-68440-253-3 [Electronic]).
Clinical and Laboratory Standards Institute, USA, 2024.

The Clinical and Laboratory Standards Institute consensus process, which is the mechanism for moving a document through two
or more levels of review by the health care community, is an ongoing process. Users should expect revised editions of any given
document. Because rapid changes in technology may affect the procedures, methods, and protocols in a standard or guideline,
users should replace outdated editions with the current editions of CLSI documents. Current editions are listed in the CLSI catalog

and posted on our website at www.clsi.org.

If you or your organization is not a member and would like to become one, or to request a copy of the catalog, contact us at:

P: +1.610.688.0100 F:+1.610.688.0700 E: customerservice@clsi.org W: www.clsi.org
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Consensus Council

The Consensus Council sets priorities for CLSI standards development and votes on Final Draft documents to confirm
that process requirements have been met. Consensus Council members are listed on the CLSI website: https://clsi.org/
standards-development/consensus-council/

Document Development Committee on Information Technology Security of In Vitro Diagnostic Instruments and
Software Systems

Ed Heierman, PhD Thomas J.S. Durant, MD James MclLean, MBA, PMP, CSSLP
Chairholder Yale University School of Medicine Siemens Healthineers
Abbott USA USA
USA

Philip R. Foulis, MD, MPH Enrique Terrazas, MD, MS
Riccardo Benedetti, Dr.sc.techn.ETH,  James A. Haley Veterans' Hospital Quest Diagnostics
Dipl.El.Ing.ETH USA USA
Vice-Chairholder
Roche Diagnostics International Ltd Anthony Gautier, BS Sheri Terrillion, MT(ASCP)“M,
Switzerland Beckman Coulter CQA(ASQ), MAOL

USA Sentara Healthcare
Richard Y. Wang, DO USA
Committee Secretary Derek Holzhauser, MAppSc, BSc
Centers for Disease Control and RCPA Quiality Assurance Programs Pty
Prevention Limited
USA Australia

Expert Panel on Automation and Informatics

Expert panel volunteers support the development of CLSI documents by providing technical expertise in specialty areas.
Expert panel members are listed by area of expertise on the CLSI website: https://clsi.org/standards-development/
expert-panels/

© © ¢ 0 0 0000000000000 00000000000 0000000000 0000000000000 000000000000 000000000000 000 0000 0




CLSI AUTO11-Ed3

Acknowledgment

© © ¢ 0 0 000000000 0° 0000000 0000000000 000000 0000000000000 00000000000 0000000000000 000 0000 0

CLSI, the Consensus Council, and the Document Development Committee on Information Technology Security of In
Vitro Diagnostic Instruments and Software Systems gratefully acknowledge the following volunteers for their important
contributions to the revision of CLSI AUTO11:

David Chou, MD Sean Kocur, PhD, C(ASCP), D(ABFT)FT Niklaus RUmmele, BSc

University of Washington Dept of Lab ~ Quest Diagnostics Roche Diagnostics International Ltd.
Medicine and Pathology USA Switzerland

USA

© © ¢ 0 0 0000000000000 00000000000 0000000000 0000000000000 000000000000 000000000000 000 0000 0



Discover How CLSI Can Improve &
U,
Your Organization 7CLSI.

The leading source for the latest medical laboratory standards.

CLSI membership lets you directly impact best practice
standards used to improve patient care worldwide—standards
you use every day. Membership provides you with standards
access, volunteering opportunities, influence in the standards
development process, networking opportunities, discounts,
and more.

Discover the membership option for you at clsi.org/join.

Our educational and training programs provide convenient, cost-
effective continuing education and training resources to help you
advance your professional development. We have a variety of
easy-to-use, online educational resources and in-person
trainings that make learning stress-free and convenient for you
and your staff.

See our current offerings at clsi.org/global-training.

Ensure high-quality laboratory testing with CLSI standards.
eCLIPSE Ultimate Access™, our complete online library of
standards, makes it easy for you and your staff to quickly

find the CLSI resources you need. Read, search, link, annotate,
bookmark, and share notes with your staff, all within one easy-
to-use platform.

Learn more at clsi.org/eCLIPSE.
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