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External User Self Service User Guide

Halliburton Okta provides the end users with the capability to perform self service activities for their Halliburton
Okta accounts. The self-service capabilities enable the end user to reset their password using the below reference
sections. The end users will no longer need to reach out to Okta team to perform these activities for them at
Halliburton Okta.

This document details the following processes:

1. Register to the Halliburton External User portal
2. Login to the Halliburton External User Portal

3. Self Service Password Reset

4. Self-service MFA Reset

NOTE:
e Account unlocks — Wait for 30 minutes, the account will be automatically unlocked. If there is an urgent need,
submit a service now incident and email to DL Infosec Okta@halliburton.com

e Users with @halliburton.com email addresses should go to Office.com and use their Halliburton credentials
for any password related issues. Personal domains like Gmail, Yahoo, Hotmail, etc. account registration and
usage is blocked in Halliburton without VP approval.

e Non-Halliburton accounts will expire after 110 days Inactivity. Users need to login to
https://myappstest.halliburton.com atleast once to avoid account login issues.

e Passwords for non-Halliburton accounts will expire every 90 days. Users must reset their passwords every 90
days

1. Register to the Halliburton External User portal

1. Navigate to https://myappstest.halliburton.com/
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2. The login page appears, click on Sign up.

Sign In

Remember me

Need help signing in?

Don't have an account? | Sign up



mailto:DL_Infosec_Okta@halliburton.com
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3. Complete the required fields and click on Register. HALLIBURTON

Create Account

4. A verification email is sent to your registered email
address.
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5. Click on the Activate Account button in the email HALLIBURTON
that you would have received from InfoSec_Okta
iam@oktastage.halliburton.com

Hi okta,

Note: If you do not activate your account, you will
not be able to access any further features.

Activate Account
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6. After successful activation, the portal will display e
the application(s) to which you have access. b = A B B A RS

2. Login to the Halliburton External User Portal

1. Navigate to https://myappstest.halliburton.com
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Sign In

Remember me

Need help signing in?
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2. Enter your email address and click Next.
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Note: If you click “Remember me”, the login
page would remember your email address Sign In
when you try to login next time.

oktatestuserexp@gmail comf

Remember me

Need help signing in?

Don't have an account? Sign up

3. Enteryour password and click Sign In.
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Verify with your password

® jips@deloitie.com

Password

Back to sign in

By logeing into this application, you are agreeing to the terms in the Halliburton Privacy Poliey which contains information about how your personal data i processed

For assistance, contact the Hallibuston [T Service Center

A Non-Halliburton accounts will expire after 90 days of inactivity
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4. After successful login, the portal displays the o
application(s) to which you have access.
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3. Self-service Password reset

1. Navigate to https://myappstest.halliburton.com

2. Click on Need help signing in? HALLIBURTON

Sign In

Username (Email Address)

user@xyz.com ‘

| Keep me signed in

Need help signing in?

3. The following options are displayed
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e Forgot Password?

e Enduserreference guide
Sign In

Username (Email Address)

4. Click on Forgot Password?

user@xyz.com ‘

| Keep me signed in

MNeed help signing ||1/
Forgot Password?

Don't have an account? Sign up
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5. Enter your username
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6. Three recovery options will be visible
‘Email’, ‘Google authenticator’, ‘Get a
push notification — Okta verify’

Reset your password

@ fips@deloitis.com

B Email Select

#  Google Authenticator Select

Get a push notification
Back to sign in

ontact the Halliburton IT Service Center

4 Non-Halliburton accounts will expire afier 110 days of inactivity
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Verify with your email

7. If you click email, email is sent with
instructions to reset password.

4 Non-Halliburton accounts will expire after 105 days of inactivity
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8. You will receive an email from
InfoSec_Okta
iam@oktastage.halliburton.com

Click on Reset Password in the email.

9. You will get verification code once click on ‘Reset
Password’

10. Enter the code in okta verification screen

11. On the reset password screen, provide the
New password and Repeat password.

12. Click on the Reset Password button to
complete this step.

Note: Reset password screen contains the
password policy guidelines. Your new
password should meet the guidelines.

Halliburton Password Reset Requested
Hi Jptestida2],

A password reset request was made for your Halliburton account.To
complete the password reset process, please click the link below to
reset your password. This link will be valid for 1 hour.

If you received this e-mail in error, simply delete it.

Please do not reply to this e-mail. This mailbox is not monitored and
you will not receive a response.

Reset Password

Need Help?

E-mail: Halliburton Service Centsr

Call: (866) 425-1919
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Verify with your email

® jips@deloitte.co

Enter Code

282457

Werify with something else

Back t sign in

ito this application, you are agrecing to the terms in the Halliburton Privacy Policy which contains information about how your person

stance, contact the Halliburton IT Service Center

#\ Non-Halliburton accounts will expire after 90 days of mactivity
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Reset your Halliburton password

New password

Re-enter password

t of all other devices

Reset Password

Back to sign in
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13. After successful login, the portal displays
the application(s) to which you have access.

you click google authenticator, it will ask you to © s
provide the code from the app you installed it on
your phone.

The same works for okta verify push, you will get a
push and that helps you to reset account.
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Warify with Google Authanticator
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4. Self-service MFA Reset Sign In

1. Navigate to https://myappstest.halliburton.com

Remember me

Need help signing in?
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2. Enter your email address and click Next.
HALLIBURTON

Sign In

oktatestuserexp@gmail comf

Remember me

Need help signing in?

Don't have an account? Sign up

3. Enteryour password and click Sign In.
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Verify with your password

® iips@deloitie.com
Password
ELLTTETETTLT TS L
Verify
Back 10 sign in

in the Halliburton Priva

ass; Halliburton IT Service Center

 NonHalliburton accounts will expire after 90 days of inactivity
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4. After successful login, the portal displays the A

application(s) to which you have access. "
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5. Click “Settings” from the right corner o
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& A section

Suppart

Holp: HalOHiaQ oaraionpsholburion com

Account

6. Here, you can add and remove the

multi-factor authenticator S —

First name John applications

Last name tester
Password Reset
Okta username Jips@deloitte com /
. Okta Verify setup
Primary email Jips@deloitte.com /
Mobile phone
Google Authenticator setup
UserPrincipalName Jis@delcitte com
User type XNET )
End All Sessions
Display name John tester
For securlty, you can end all active sesslions on every device that has accessed
your account.
Title

Sign out
TName
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