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Protect your business
from fraud at checkout
9 tips to fight fraud

Fraud and cybercrime are growing threats to business owners, totaling £12 bilion
stolen through fraud*

The good news? You can help protect your business—and your customers—from
falling victim to fraud.

Fraudsters can attack from many directions. Here, we share tips to help
protect your business at checkout.

one with security built in

Whether ssing onine or in person on a
point-of-sale (POS) device, youl want buit-n
payment securty using encryplionfokenization,
and password securty. S0 you can take
payments, knowing that cardhalder data s
protected.

1 Start with the right POS—

Restrict user access
on POS devices

et proper user permissions on your
POS devices and online payments

3 Don’t leave POS
devices unattended

And account for alldevices throughout
the day. Secure them in a place where

need access to all of your data—imit
employee acoess to sensitive
functionalty.

you have the latest protection against
Winerabilties ke malware attacks.

Don’t skip software updates

Reguiarly update your PO software to ensure

sight
when not i use.

4 Use strong pass-
words—and change

them often

Itmay seem obvious but choose your
passwords wisely. Remember to
change passwords as soon as you
receive & new POS device—and
‘whenever an employee leaves your
business.

Upgrade your POS
devices regularly

payment
arentt liable n the event

o if using outdated techn

’ Stay alert—review
your statements
frequently

Catch suspicious activty early by
reviewing your transaction statements

8 Keep your return
policy simple

A firm yet flexible return policy can
deter fraudsters. Ask for
identifcation. Make your retun

Disputes Management tools. This will
help you stay on top of any ilegitimate
purchases and help prevent losses.

po And cut
own on cash refunds by offering
exchanges or store credit nstead.

9 Educate your team
Be sure to train new and existing

staff about the importance of
handing and protecting
cargholder data. Educate your
employees on curent fraud trends
and make sure they know how to
spot and deter fraud.

Don'tfall victim to fraud. Talk to our experts.
today about protecting your business—and
Your customers. Or visit Payments in Focus to

t more tips and best practices to fight fraud.
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