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Rocket fuel for 
project teams
A deep dive into API integrations and 
automations with Smartsheet



Certain information set forth in this presentation may be “forward-looking information.” Except for statements of historical fact, 
information contained herein may constitute forward-looking statements. Forward-looking statements are not guarantees of 
future performance and undue reliance should not be placed on them. 

Such forward-looking statements necessarily involve known and unknown risks and uncertainties, many of which are and will be 
described in Smartsheet’s filings with the US Securities and Exchange Commission, and these risks and uncertainties may cause 
actual performance and financial results in future periods to differ materially from any projections of future performance or 
results expressed or implied by such forward-looking statements. Although forward-looking statements contained herein are 
based upon what Smartsheet management believes are reasonable assumptions, there can be no assurance that 
forward-looking statements will prove to be accurate, as actual results and future events could differ materially from those 
anticipated in such statements. Smartsheet undertakes no obligation to update forward-looking statements except as required 
by law.

This presentation is proprietary to Smartsheet and the content herein is confidential and intended for permitted internal use only.  
This content shall not be disclosed to any third party that is not under an obligation of confidentiality to Smartsheet.

Smartsheet is a registered trademark of Smartsheet Inc. The names and logos of actual companies and products used in this 
presentation are the trademarks of their respective owners and no endorsement or affiliation is implied by their use.
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Smartsheet’s API offerings



Smartsheet APIs
Products with API offerings

https://10kft.github.io/10kft-api/
https://smartsheet.redoc.ly/
https://developers.brandfolder.com/docs/?shell#getting-started


Resource 
Management
10kft.github.io/10kft-api



Brandfolder 
developers.brandfolder.com



Smartsheet REST API
Public documentation

What's available

How it works

Limits

Samples in different programming languages
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Get started with the Smartsheet API



API Documentation: Access

To make API calls, you’ll need:

● An API client (Postman/cURL).
● Access tokens.

Remember that tokens act on your 
behalf.

● Create one for each use case 
(each app, each project, etc.).

● Keep track of them somewhere 
safe and revoke/replace 
periodically.

● Use service account tokens 
when possible.



API Documentation: Access



The Astrocats* embark on integrations

Astrocats, Inc.

*We're not a real company



Astrocats, Inc.



Get Sheet - /sheets/{sheetId}

API Documentation: Sheets



Common endpoints

API Documentation: Sheets

● Get sheet (list rows, get 
holidays, aggregate data), 

● Get sheet version, 
● Copy sheet (save as new), 
● List sheets, 
● Get sheet as CSV, 
● List shares, 
● Share sheet



Standard Cell Data

Strings ABC 123 True/FalseNumbers Booleans

*value can be absent



Standard Cell Data

Dates

2024-10-08



Standard Cell Data

Start/End Dates (w/ Dependencies)

2024-10-23T16:59:59



Standard Cell Data

Dropdowns

"A, B, C"



Exceptional Cell Data
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A primer

Integrations and Advanced Automations



What can I do with the Smartsheet 
API?
So glad you asked…



Transfer data



If you've done it manually more than once, it should be automated.

Automate your Mondays



Quality checks



Manage permissions



power
With great

— “Ben Parker"

comes great responsibility.

— Sergio Dominguez



But, seriously, don't.

Be an agent of chaos



● Software development experience (Python, JavaScript, C#, Java, Ruby).
● Resources to develop the application(s).
● Resources to maintain the application(s).
● Hosting solutions (AWS, Google Cloud, Microsoft Azure).

Things you can do:

● Supercharge your Smartsheet projects

Things you'll need:

Developing API integrations
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Smartsheet Webhooks



Webhooks
Holler If You Hear Me



Using Webhooks

Registration Verification

Processing Events Duplicate Webhooks

Anatomy of a 
Callback Event

Callback 
Authentication



Registration & Verification



Webhook Management

Owned by Smartsheet user who created them

Can only be viewed/edited/deleted by owner

Not API token-dependent



Anatomy of a Callback Event



Group events by rowIdCheck for challenge

Group events by rowId

Webhook retries with exponential backoff

Processing Events



Duplicate Webhooks

Duplicate webhooks are defined as two or more webhooks that meet the following conditions:

● on the same sheet
● created by the same user
● have identical: callbackUrl and subscope properties.

As of January 2023, Smartsheet will deduplicate webhook callbacks. This means for every set of 
duplicate webhooks on a sheet, Smartsheet will no longer issue one callback per webhook, and will 
instead only issue one total callback, for only the oldest enabled webhook.

Recommendation: When creating a webhook, first check to make sure that the sheet doesn't 
already contain an identical webhook. If it does, and it's disabled, re-enable it. If it's already enabled, 
do nothing.



Callback Authentication
HMAC Validation

smartsheet-hmac-sha256: "xyz"

Callback URL parameter

https://www.myserver.com/endpoint?param=XYZ
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Smartsheet’s SDK offerings



Smartsheet Software Development Kits (SDKs)

Language SDK Sample application

C# smartsheet-csharp-sdk csharp-read-write-sheet

Java smartsheet-java-sdk java-read-write-sheet

Node.js smartsheet-javascript-sdk node-read-write-sheet

Python smartsheet-python-sdk python-read-write-sheet

Ruby* smartsheet-ruby-sdk ruby-read-write-sheet

Benefits include:

● Retry with backoff to automatically recover from network errors or rate limiting
● Request & response logging
● Native object models for request and responses (Java and C# only)

To use an SDK for development work, follow the instructions in the SDK readme to download and install the SDK. Then download the sample 
app and run it. Once you've run the sample application, you can clone it and use the structure it provides to start building your own 
applications.

*The Ruby SDK is no longer maintained. It is still usable, but new functionality may be missing.

https://github.com/smartsheet/smartsheet-csharp-sdk
https://github.com/smartsheet-samples/csharp-read-write-sheet
https://github.com/smartsheet/smartsheet-java-sdk
https://github.com/smartsheet-samples/java-read-write-sheet
https://github.com/smartsheet/smartsheet-javascript-sdk
https://github.com/smartsheet-samples/node-read-write-sheet
https://github.com/smartsheet/smartsheet-python-sdk
https://github.com/smartsheet-samples/python-read-write-sheet
https://github.com/smartsheet-platform/smartsheet-ruby-sdk
https://github.com/smartsheet-samples/ruby-read-write-sheet


Command Line HTTP Request

Add Rows (cURL)



Add Rows - C# Java
NodeJS



Add Rows - Python Ruby



Limits and error handling
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API limits

Rate Limits
There is a limit of 300 calls per 
access token per minute.

Concurrent updates
No single access token can 
perform parallel updates on 
the same sheet at the same 
time.

Attachment size (30MB)
The max file size for uploads 
through the API is limited to 
30MB.



Error handling



Error codes

Error handling



Exponential backoff

Error handling

Wait longer every time

wait 
10s

20s

40s

80s

try



Best practices
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Optimize your actions



Optimize your actions



Rapid-fire updates



Be mindful of your impact



Cache me if you can



And then test some more!

Test, test, test

V1

V2

V3
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Thank you8



Continue to expand your Smartsheet skills 
and connections by attending a User Group.

Smartsheet User Groups

● Discover how others are using 
Smartsheet

● Network with the Smartsheet team 
and your peers

● Virtual and in-person events around 
the globe

Register for upcoming User Groups



Take the survey
We’d love to hear your thoughts on the session. 

Open this session in the mobile app, click “Survey,” 
and answer two questions — it's that easy!

Thank you.

Next steps...
● Think of all the ways that your team can benefit from APIs.
● Review the documentation.
● Take a look for yourself.



by participating in the conversation on social media!
Use #SmartsheetENGAGE and tag Smartsheet 
in your posts all week long.

@smartsheet

@smartsheetplatform

@smartsheet

@smartsheet

@smartsheet

Share your experience 
at ENGAGE


