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Rocket fuel for
project teams

A deep dive into API integrations and
automations with Smartsheet
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Legal

Certain information set forth in this presentation may be “forward-looking information.” Except for statements of historical fact,
information contained herein may constitute forward-looking statements. Forward-looking statements are not guarantees of
future performance and undue reliance should not be placed on them.

Such forward-looking statements necessarily involve known and unknown risks and uncertainties, many of which are and will be
described in Smartsheet’s filings with the US Securities and Exchange Commission, and these risks and uncertainties may cause
actual performance and financial results in future periods to differ materially from any projections of future performance or
results expressed or implied by such forward-looking statements. Although forward-looking statements contained herein are
based upon what Smartsheet management believes are reasonable assumptions, there can be no assurance that
forward-looking statements will prove to be accurate, as actual results and future events could differ materially from those
anticipated in such statements. Smartsheet undertakes no obligation to update forward-looking statements except as required
by law.

This presentation is proprietary to Smartsheet and the content herein is confidential and intended for permitted internal use only.
This content shall not be disclosed to any third party that is not under an obligation of confidentiality to Smartsheet.

Smartsheet is a registered trademark of Smartsheet Inc. The names and logos of actual companies and products used in this
presentation are the trademarks of their respective owners and no endorsement or affiliation is implied by their use.
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Introductions

Sergio Dominguez
Senior Solutions Architect, Specialized Services
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Learning Objectives

1 2 3 &

Understand Smartsheet’'s API Learn how to get started with Gain insight into Integrations Understand Smartsheet
offerings the Smartsheet API and Advanced Automations Webhooks

5

Understand Smartsheet’'s SDK
offerings
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Smartsheet APIs

Products with API offerings

P smartsheet

Resource
Management

by 4 smartsheet

@andfolder
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https://10kft.github.io/10kft-api/
https://smartsheet.redoc.ly/
https://developers.brandfolder.com/docs/?shell#getting-started

Search

ReSO U rce Project Members

M a n a e m e n t e sl s L ey et
9 [ rssmenver |

10kft.github.io/10kft-api

Manage Members (4)
Project Settings Name o
Project Members Aviv Perez Editor Project Owne
Phase Brooklyn Jansen Editor
Research Devon Gomez Editor
Administration Olivia Carter Editor
Design
Production
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Smartsheet REST API

Public documentation

What's available
How it works
Limits

Samples in different programming languages
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smartsheet.redoc.ly

B smartsheet

Q Search...

Introduction

API Basics

Code Walkthrough

Error Code List

OAuth Walkthrough

Resources

Security

Smartsheet Gov

Smartsheet Regions Europe

Troubleshooting

Work at Scale

Authentication

ALTERNATE EMAILS

Alternate Email Addresses Basics

Objects

Methods

ATTACHMENTS

Attachments Basics

Smartsheet API Reference (2.0.0)
Download OpenAPI specification:

Updated 2023-07-20

Introduction

Smartsheet API 2.0 allows you to programmatically access and manage your organiz
and account information. The APl is restricted to users on a Business or Enterprise pl
do the following:

* Read and update sheets

* Manage folders and workspaces

« Administer user accounts and organization account
Once you scroll to the Developer Reference section, you can view code examples in th
of your choice by clicking the corresponding tab in the rightmost pane. Each tab corre
Development Kit (SDK) that Smartsheet provides to make working in that programmir
SDKs and Sample Code.
NOTES:

* For the introduction, the rightmost pane is blank. Code samples are visible there

+ If you have feedback on the documentation, you can reach us using the Smartsh

Category.
* Your use of the Smartsheet APIs and SDKs are governed by the Developer Agree

API Basics

Assume User

Allows an admin to act on behalf of, or impersonate, the user to make API calls. You r
troubleshoot a user problem or cover for vacations and sick time. As with cURL, the e
identify the user must be URI-encoded.

An admin cannot impersonate another admin.

NOTE: You must manually generate a token to assume user.

Authentication and Access Tokens




Get started with the Smartsheet API
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APl Documentation: Access

To make API calls, you'll need:

e An APl client (Postman/cURL).
e Access tokens.

Remember that tokens act on your
behalf.

e Create one for each use case
(each app, each project, etc.).

e Keep track of them somewhere
safe and revoke/replace
periodically.

e Use service account tokens
when possible.

Raw Token Requests

If you want to get started quickly, or are developing a standalone application that can run with your
credentials, follow these instructions:

1. Click the "Account”
"Personal Settings".
2. Click the "ap) Access" tab.

3. Click the "Generate new access token" button to obtain an access token.
The access token must be sent with every APl call in an HTTP authorization header (except for the
requests to Get Access Token or Refresh Access Token). Once you have an access token, include it
in the Authorization header for every request you make:

AULhOrlZaL;On: Bearer

JKlHHOpO;ZRS;UwaYzAbcdeRFquhlfK;M?E9

clear text, all APl calls are done over HTTPS.

NOTE: A best practice is to

use a shared account
than your individual work 3

, Such as ticket-processor
ccount.

@example.com, rather
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APl Documentation: Access

Endpoint
API| Host and Version

Get Server Info

A
s
GET v https://api.smartsheet.com/2.0/serverinfo
Params Authorization Headers (8) Body Pre-request Script Tests Settings
Headers < 6 hidden
Key Value
Content-Type application/json

>  API| Token
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Astrocats, Inc.

The Astrocats* embark on integrations

smartsheet

*We're not a real company E N GAG E



Astrocats, Inc.

System A

System A SIT

System A UAT

System A Prod

System B

System B SIT

-
System B UAT

System B Prod |

(Middleware

*| | Middieware
sIT

*| | Middleware
UAT

*| | Middleware
Prod

|-

Smartsheet Integration Environments High Level Design

Nightly

@ AWS
L

Custom Code
s

Nightly

“ Smartsheet

ST

- vy
| SIT Workspaces
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‘ Config Sheet i Summary Sheet | |
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i
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Config Sheet i Summary Sheet | !
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> = Control
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i
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APl Documentation: Sheets
Get Sheet - /sheets/{sheetld}

1 g
2 "id": 4225731770247044,
3 “name": “test",
4 "version”: 19,
5 “totalRowCount”: 6,
6 "accesslLevel”: "OWNER",
% > "effectiveAttachmentOptions”: [ =
16 1,
17 "ganttEnabled”: false,
18 "dependenciesEnabled": false,
19 "resourceManagementEnabled": false,
20 "resourceManagementType”: "NONE",
21 "cellImageUploadEnabled”: true,
22 > "userSettings": {-
25 .,
26 > "userPermissions": { -
28 t
29 "hasSummaryFields": false,
30 "permalink": “https://app.smartsheet.com/sheets/VIMVXQpaxmCgcX7Xphc7GWhpgP3J7C6XVHEXIM31",
31 "createdAt": “2021-07-23T18:17:27Z2",
32 "modifiedAt": "2023-01-11T15:29:25Z",
33 "isMultiPicklistEnabled”: true,
34 > "columns®: [=
105 1.
106 > "rows": [ M smartsheet

o g ENGAGE




APl Documentation: Sheets

< C @ smartsheet.redoc.ly/ta

Common endpoints

Get Sheet
B4 smartsheet

Gets a sheet in the format specified, based on the sheet Id. Request samples

Q search ( APIToken ) OR ( OAuth2 ( reap_sEETs )) c# Nodejs [| Python || Ruby

e Getsheet (list rows, get e e e
holidays, aggregate data),  =mus e

ETD Create Sheet in "Sheets” Folder

Get sheet version,

=B Get Sheet

&

1

accessApiLevel number

Default: 0 :
CO py S h eet (Save asn eW) ' e tete shext Allows COMMENTER access for inputs and return values, For backwards- o output.

compatibility, VIEWER is the default. For example, to see whether a user

List S h eets, I8 Update Sheet has COMMENTER access for a sheet, use accessApilevel=1

&3 Copy Sheet {H include string

G t h t C SV A comma-separated list of optional elements to include in the response:
et sneet as , B end Sheet via Email

attachments - includes the metadata for sheet-level and row-level
attachments. To include discussion attachments, both attachments

. EXZB Move Sheet d di t b tin the lude list.
List shares, o b G e oo L o SO
Share sheet

=B Get Sheet Publish Status indicating the type of the column the cell resides in
crossSheetReferences - includes the cross-sheet references
discussions - includes sheet-level and row-level discussions. To
include discussion attachments, both attachments and discussions
must be present in the include list.

filters - includes filteredOut attribute indicating if the row should be
displayed or hidden according to the sheet's filters

filterDefinitions - includes type of filter, operators used, and criteria
format - includes column, row, cell, and summary fields formatting. m
ganttConfig - includes Gantt chart details.

objectValue - when used in combination with a level query parameter, Content type
includes the email addresses for multi-contact data.

ownerlnfo - includes the owner's email address and the owner's user

Id

rowPermalink - includes permalink attribute that represents a direct
link to the row in the Smartsheet application.

source - adds the Source object indicating which report, sheet Sight
(aka dashboard), or template the sheet was created from, if any.
writerinfo - includes and i y attril on the row or
summary fields, indicating the row or summary field's creator, and last

@I Set Sheet Publish Status

G5B Share Sheet

Response samples

T List Sheet Shares

B Get Sheet Share.

@I Delete Sheet Share application/json

W@ Update Sheet Share.

@I Get Sheet Version

&= List Org Sheets

B4 smartsheet
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Standard Cell Data

Strings ABC Numbers ]23

Text Numbers

Hello, world 1 123.456

"columnId": 5028694178615172,
"value": 123.456,

"columnId": 525094551244676,

“value": "Hello, world 1",

“displayvalue": "Hello, world 1" “displayvalue": "123.456"

*value can be absent

"columnId": 120343275720580

=oens TrUe/False

Boolean

“"columnId": 2776894364929924,
"value":

B4 smartsheet
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Standard Cell Data

Dates Standard Date

2024-10-08 10/08/24

{} no params © ?level=2&include=objectValue ® {} Unt

"columnId": 1896707389607812,

"value": "2024-10-08"

"columnId": 1896707389607812,
“value": "2024-10-08"

"objectValue":
"objectType": "DATE",
"value": "2024-10-08"

B4 smartsheet

ENGAGE



Standard Cell Data

Start/End Dates (w/ Dependencies) End

2024-10-23T16:59:59 12

10/23/24

{} Untitled-1 @ {} no params © ?level=2&include=objectValue @ {} Unt

"columnId": 1650994458087300, “"columnId": 1650994458087300,
7 “value": '2024-10-23T16:59:59",

"objectValue":
"objectType": "ABSTRACT_DATETIME",
"value": "2024-10-23T16:59:59" "value": "2024-10-23T16:59:59"
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Standard Cell Data

Dropdown Multiple
Dropdowns

IIlzx\’ EEB’ (::II

A B C

{} no params ¢ ?level=2&include=objectValue ® {} Unt

"columnId": 894167533440900, "columnId": 894167533440900,
“value": "A, B, C" 2 "objectValue":
"objectType": "MULTI_PICKLIST",
"values": [
Lf
ng
ek lip d

ne

"displayvalue": "A, B, C" "displayvalue": "A, B, C"
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Exceptional Cell Data

"columnId": 120343275720580, "columnId": 6435560108543876,
"value": "1", “value": "sergio.dominguez@smartsheet.com",
"objectvValue": "objectValue":
"objectType": "PREDECESSOR_LIST", "objectType": "CONTACT",
"predecessors": [ “email": "sergio.dominguez@smartsheet.com",
( "name": "Sergio Dominguez",
"rowId": 6795987509546884, "imageId": "u!l!aUsrmj4dccs!nhEqv54nF2s!bc4z3Y5NOMr"

"rowNumber": 1, 4
“type": "FS", "displayvalue": "Sergio Dominguez"

"inCriticalPath":

"columnId": 4183760294858628,
"objectValue":

3 "objectType": "MULTI_CONTACT",
"displayvalue": "1" /2 &
values": [

"objectType": "CONTACT",
"email": "sergio.dominguez@smartsheet.com",
"“name": "Sergio Dominguez",
"i e W Y=t ¥ InhEavSanE? e 473) M
“columnId": 4623942903091076, j imageId": "u!l!aUsrmjddccs!nhEqv54nF2s!bc4z3Y5N9
"value": "6d", {
"objectValue": “objectType": "CONTACT",
"objectType": “UUR}'\TION", "email": "Scrmo.domnqucz»mtcmal,admn-@smartshcet.com“,
“name": "sergio.dominguez+internaladmin@smartsheet.com"
"days": 6.0

|
’ B4 smartsheet

"as Wy ngAn ’
dlsplayValue . bd "displayValue": "Sergio Dominguez, sergio.dominguez+internaladmin@smartsheet.com" E N GAG E




Integrations and Advanced Automations

A primer
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What can | do with the Smartsheet
API?

So glad you asked...

smartsheet

ENGAGE



Transfer data

[_j - fL\’) import >
CSv

Custom Sheet
Code

Il

Custom Sheet
Code

B smartsheet
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Automate your Mondays

If you've done it manually more than once, it should be automated.

Copy rows
SheetA SheetB
A A
L Sync Sync )
Holidays

B smartsheet
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Quality checks

Sheet

#UNPARSEABLE

> #REF

» #BLOCKED

%34

Custom
Code

|

TEMPLATE

Log
Sheet

Sheet Sheet Sheet Sheet
Empty Cells l Project Settings
~ > -
Columns Not updated
Missing in 6 months
Log
Sheet
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Manage permissions

Day 1

Onboarding
User

e Gy e n
| WorkspaceA ('~ — = = - T T T T TNy T T T T T T T T T |
| | | | | |
i | Sheet Report | | Sheet Report | i
Editor ‘ : : ' : !
»| | | | | |
! : Dashboard : 1 Dashboard : !
| |
i | I 1 | i
i N s G e v S s J e i e £ e e e = i
L J
- - - s s s s s s e I
| Workspace:B o e P ER L S e e |
| | | | | |
i | Sheet Report | | Sheet Report | |
Viewer ‘ : : ' : !
»| | | | | |
| | 1 |

! ‘ Schedule i i Dashboard i :

|
| ! ! [ | i
i O Y P P U PP J i
O T R J
B e Tttt TS
i Worlspace €, ff . = = v o= e (R s e e |
| | | | | |
| | Sheet Report | | Sheet Report | |
Admin ! : ‘ : : !
> I I i I i

I | 1 [

: : Dashboard ‘ i Dashboard | :
| ! | [ | i
i Rosgpmsnpss s s rpp s s J Cosespmr e e e s =) i
L S J
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1
With great

power

comes great responsibility. 5y

— “Ben Parker"

— Sergio Dominguez M smartsheet
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Be an agent of chaos

But, seriously, don't.

A

b Cet Sheet

Custom Code Sheet
i
. _ o ___ 3
randomize Rows:
__ rowlds rowld],
- rowld2,
rowld3,
Custom Code row!|d1000
|
|
|
|
b DELETE
/sheets/{sheetld}/rows?ids
=[randomListOfRowIlds]
Sheet

Custom Code

B smartsheet
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Developing API integrations

Things you'll need:

Software development experience (Python, JavaScript, C#, Java, Ruby).
Resources to develop the application(s).

Resources to maintain the application(s).

Hosting solutions (AWS, Google Cloud, Microsoft Azure).

Things you can do:

e Supercharge your Smartsheet projects

M smartsheet
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Webhook

- Client
Service

Webhooks

Hey, something's different Holler If You Hear Me

Y

Nice, I'll check it out

Webhook

Service clignt

B smartsheet
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Using Webhooks

Anatomy of a
Registration Verification Callback Event

Callback
Processing Events Duplicate Webhooks Authentication Emla\]mh(egt AGE



Registration & Verification
Creating a Webhook

An API client can create a webhook by using the Create Webhook operation. A newly created webhook is disabled by
default. After successfully creating a webhook, the API client must subsequently initiate and complete the verification
process before the webhook is enabled. The following diagram illustrates the process of creating and enabling a

webhook.

API Client

Send Request: Create webhook

POST /webhooks

Send Request: Update webhook

PUT /webhooks/{id}
{ "enabled": true }

webhook.enabled: false
webhook .status: NEW_NOT_VERIFIED

webhook,enabled: true
webhook . status: ENABLED

Respond
(webhook created but not enabled)

Send 'Verification Request’

wi Header:
Smartsheet -Hook-Challenge

)

Respond
(webhook enabled)

A

Subscriber
(callback URL)

B

Respond (HTTP Status 200)

w/ Header:
Smartsheet -Hook -Response

B smartsheet
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Webhook Management

Owned by Smartsheet user who created them

User A User B
Can only be viewed/edited/deleted by owner l l
webhookld: 000001, webhookld: 000006,
webhooklid: 000002, webhookld: 000007,
webhookld: 000003, webhookld: 000008,
Not API token-dependent webhookld: 000004, webhooklid: 000009,
webhooklid: 000005 webhookld: 000010

B smartsheet
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Anatomy of a Callback Event

Callback Event

L F
2 "nonce": "f0377980-ba92-43cd-8dcd-443414347967",
3 "timestamp": "2024-07-17T23:54:38.660+00:00",
4 "webhookId": 3163967318189956,
5 "scope": "sheet"
6 "scopeObjectId":] 1636581748199300, } » Sheetld
7 "events": [
8 %
9 "objectType": "cell",
10 "eventType": "updated",
41 "rowId": 7663406202064772,
i3 "columnId": 607709735899012, Acell has changed
13 "userId": 4316535717160836,
14 "timestamp": "2024-07-17T23:54:33.000+00:00"
15 it
16 g
17 "objectType": "cell",
18 "eventType": "updated" ,I
19 "rowId": 7663406202064772,
20 "columnId": 8429653726285700,
21. "userId": 4316535717160836,
22 "timestamp": "2024-07-17T23:54:33.000+00:00"
23 )
24 ] B smartsheet
25 i
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Processing Events

Check for challenge Group events by rowld

Callback Event - Group
By Sheetld/Rowld

1 4

2 "nonce": "£0377980-ba92-43cd-8dcd-443414347967",

3 "timestamp": "2024-07-17T23:54:38.660+00:00",

4 "webhookId": 3163967318189956,

5 “scope": "sheet"

6 "scopeObjectId" :l 1636581748199300, I Sheetld
7 "events": [

8 i

9 "objectType": "cell",
10 “eventType": “"updated”
11 "rowId": 7663406202064772, ]
12 "columnId": 607709735899012,
13 "userId": 4316535717160836,
14 "timestamp": "2024-07-17T23:54:33.000+00:00"
15 g
16 i > Group by rowld
17 "objectType": "cell”,
18 "eventType": "updated" ,|
19 ("xowId": 7663406202064772, |
20 "columnId": 8429653726285700,
21 "userId": 4316535717160836,
22 "timestamp": "“2024-07-17T23:54:33.000+00:00"
23 3
24 ]
25 1}

Webhook retries with exponential backoff % smartsheet
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Duplicate Webhooks

Duplicate webhooks are defined as two or more webhooks that meet the following conditions:

e onthesame sheet
e created by the same user
e have identical: callbackUrl and subscope properties.

As of January 2023, Smartsheet will deduplicate webhook callbacks. This means for every set of
duplicate webhooks on a sheet, Smartsheet will no longer issue one callback per webhook, and will
instead only issue one total callback, for only the oldest enabled webhook.

Recommendation: When creating a webhook, first check to make sure that the sheet doesn't
already contain an identical webhook. If it does, and it's disabled, re-enable it. If it's already enabled,
do nothing.

B4 smartsheet
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Smartsheet
Webhook
Service

_—
=

WebServer

Callback Authentication

Create ol
Webhook
HMAC Validation P

body: {name, callbsckUn, ste) T
L o e e { Send ’
Response
n " Usa IP pool + header key | 3
smartsheet-hmac-sha256: "xyz smarnestnookenalenge s ,
critariz header: (smantsheet-hook<hallenge}

body: {webhookld, challenge}

,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Includes sharedSecret

{ | Callback sent
Update | 1 | |

Webhook
with

Challenge to
enable

Webhook

Response

https://mwww.myserver.com/endpoint?param=XYZ

Callback URL parameter [ { o ’

| [ Webhook
I Event
Store palr
Use
-l sharedSecret < neader: {smartsheel-nmac-sha2s6}
+ body to body: (webhookld, svent duts, utr.)
calc hmac

Smartsheet
WebServer Webhook
Service

v smartsheet
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Smartsheet’s SDK offerings

B4 smartsheet
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Smartsheet Software Development Kits (SDKSs)

Language SDK Sample application

C# smartsheet-csharp-sdk csharp-read-write-sheet
Java smartsheet-java-sdk java-read-write-sheet
Node.js smartsheet-javascript-sdk node-read-write-sheet
Python smartsheet-python-sdk python-read-write-sheet
Ruby* smartsheet-ruby-sdk ruby-read-write-sheet

Benefits include:

° Retry with backoff to automatically recover from network errors or rate limiting
° Request & response logging
° Native object models for request and responses (Java and C# only)

To use an SDK for development work, follow the instructions in the SDK readme to download and install the SDK. Then download the sample
app and run it. Once you've run the sample application, you can clone it and use the structure it provides to start building your own
applications.

B4 smartsheet
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*The Ruby SDK is no longer maintained. It is still usable, but new functionality may be missing.


https://github.com/smartsheet/smartsheet-csharp-sdk
https://github.com/smartsheet-samples/csharp-read-write-sheet
https://github.com/smartsheet/smartsheet-java-sdk
https://github.com/smartsheet-samples/java-read-write-sheet
https://github.com/smartsheet/smartsheet-javascript-sdk
https://github.com/smartsheet-samples/node-read-write-sheet
https://github.com/smartsheet/smartsheet-python-sdk
https://github.com/smartsheet-samples/python-read-write-sheet
https://github.com/smartsheet-platform/smartsheet-ruby-sdk
https://github.com/smartsheet-samples/ruby-read-write-sheet

Add Rows (cURL)

Command Line HTTP Request

"message": "SU
"resultCode":
- "result":
i L
"sheetId":
"rowNumber" :
curl https://api.smartsheet.com/2.0/sheets/{sheetId}/rows \ "expanded"
-H uthorization: Bearer JKIMNOpQ12RStUVwxYZAbcde3F5g6hijkl "createdAt": "2019-08-24T14:15:

"modifiedat"

-H "Content-Type: application/json" \

=X POST \
-d '[{"toTop":true, "cells": {"columnId": 7960873114331012, "value": true}, {"columnId": 642523719853956,
status", "strict": false} ¥, itrue, "cells": {"columnId": 7960873114331012, "value": true}, {"columnId":

642523719853956, "value": "New status", "strict": false} 1 }1'

"columnId"”: 7

“"columnType" :

"value": "stri

"displayValue":

1

"version":

B4 smartsheet
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Add Rows - C#

Cell[) cellsTolnsert
Cell

Columnld addedColumns | .1d,
ObjectValue new MultiPicklistObjectValue

Row rowA

ToTop ’
Cells cellsTolnsert

Cell[] cellsB new Cell[])
new Cell

ColumnId
Value

new Cell

ColumnId

Value

Row rowB

ToTop '
Cells cellsB

IList<Row> newRows smartsheet.SheetResources.RowResources.AddRows

rowhA, rowB

Cell[] cellsToInsert

Cell

ColumnId
ObjectValue = ne

Row rowA

ToTop

addedColumns |

.1d,

MultiPicklistObjectValue(ne

Cells cellsTolnsert

cell[] cell

new Cell

{

sB

ColumnId

Value

Cell

ColumnId

Value

Row rowB

ToTop

cell[]

"New status"

Cells cellsB

IList<Row>

Row| |

newRows

rowA,

smartsheet.

rowB

SheetResources.RowResources.AddRows

NodelS

"toTop":
"cells
"columnId" :

"value":

"strict":

“toTop":
"cells":

"columnId":

"value":

"columnId" :

"value": New status”

"strict":

var options
sheetId:
body: row

ri

smartsheet.sheets.addRows (options
.then(f n (newRows )

console.log(newRows) ;

.catch(function(error)
console.log(error);




Add Rows - Python

rov_a smartsheet.models.Row( )
row a.to_top
row_a.cells.append

‘column_id':

row b smartsheet.models.Row( )

row_b.cells.append

‘column_id'

value': 'New Status',

ratrick’s

response smartsheet_client add_rows(
'

[row_a, row b])

body {
to_bottom

cel

\

column_id:

value: 'New Status'

’

locked:

response smartsheet.sheets.rows.add(

sheet_id:
body: body

B4 smartsheet
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Limits and error handling




API limits

Rate Limits

There is a limit of 300 calls per
access token per minute.

—1

Concurrent updates

No single access token can
perform parallel updates on
the same sheet at the same
time.

Attachment size (30MB)

The max file size for uploads
through the APl is limited to
30MB.
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Error handling
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Error handling
L .

Error Code List

Error codes

B4 smartsheet

For an explanation of the logic behind Smartsheet error codes and error handling, see the HTTP and
REST portion of the Introduction.

400-Level Error Codes

Q Search

Error Code List v

400-level error codes generally indicate that there is something you should fix or add to your request

400-Level Error Codes before you try the request again.

500-Level Error Codes

:t:::s Smartsheet Smartsheet message
OAuth Walkthrough > code errorCode 9
TR 401 1001 An Access Token is required.
401 1002 Your Access Token is invalid.
S it
et > 401 1003 Your Access Token has expired.
Smartsheet Gov 403 1004 You are not authorized to perform this action.
401 1005 Single Sign-On is required for this account.
Smartsheet Regions Europe
404 1006 Not Found.
Troubleshooting 404 1007 Version not supported.
Work at Scale N 400 1008 Unable to parse request. The following error occurred: {0}
400 1009 A required parameter is missing from your request: {0}.
giltcsboy 405 1010 HTTP Method not supported.
400 1011 A required header was missing or invalid: {0}
ALTERNATE EMAILS
400 1012 A required object attribute is missing from your request: {0}.
Alternate Email Addresses Basics
The operation you are attempting to perform is not supported by
403 1013 S TlaR
Objects > y pian:
403 1014 There are no licenses available on your account.
Methocs > 403 1015 The user exists in another account. The user must be removed [ smartsheet
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Error handling

Exponential backoff
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Optimize your actions

Update Row 1

I

Custom Code

\/

o

Custom Code

o

Custom Code

o

Custom Code

Sheet
Update Row 2
Sheet
Update Row 3
Sheet
Update Row 1000
Sheet
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Optimize your actions

Update Rows 1-500

Custom Code

Update Rows 501-1000

\/

Sheet

o

Custom Code

\

Sheet

B smartsheet

ENGAGE



Rapid-fire updates

Sheet

Barrage of Updates

sayepdn jo abelreg
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Be mindful of your impact
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Cache me if you can

Check sheet version
>
Custom Code Sheet
If unchanged,
use cached sheet
\J
Cached
Sheet B smartsheet
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Test, test, test

And then test some more!

Custom Code

Mockup
Sheet

Mockup
Sheet

Mockup
Sheet

Mockup
Sheet

V2

o

Custom Code

V3

Custom Code

Test Test
Sheet Sheet
Test Test
Sheet Sheet

Live
Sheet

Live
Sheet

Live
Sheet

Live
Sheet
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Learning Objectives

1 2 3 &

Understand Smartsheet’'s API Learn how to get started with Gain insight into Integrations Understand Smartsheet
offerings the Smartsheet API and Advanced Automations Webhooks

5

Understand Smartsheet’'s SDK
offerings
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Thank you
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Register for upcoming User Groups Continue to expand your Smartsheet skills
and connections by attending a User Group.

Smartsheet User Groups

e Discover how others are using
Smartsheet

e Network with the Smartsheet team
and your peers

e Virtual and in-person events around
the globe
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NeXxt steps...

e Think of all the ways that your team can benefit from APIs.

° Review the documentation.
e Take a look for yourself.

Take the survey

We'd love to hear your thoughts on the session.

Open this session in the mobile app, click “Survey,”
and answer two questions — it's that easy!

Thank you.
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Share your experience
at ENGAGE

by participating in the conversation on social media!
Use #SmartsheetENGAGE and tag Smartsheet
in your posts all week long.

’ @smartsheet

@smartsheetplatform

in @smartsheet
@smartsheet

J @smartsheet
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