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Enable flexible management
Understand common data security threats and choose the Smartsheet governance model 
that best fits your organization’s needs

Secure your data
Protect company data with secure login policies and access controls

Ensure safe collaboration
Collaborate confidently with protected data sharing and role-based access
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By the end of this session, you will be able to describe how to…

About this session

Manage advanced security settings
Acknowledge the additional Smartsheet security capabilities intended for customers 
working with sensitive data or in regulated industries
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Why security is important
Common threats to your data and how to be a good corporate citizen
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Common threats to your data

Why is security important?

Social engineering
Cybersecurity threats use 
deception to trick people 
into revealing sensitive 
information or performing 
an action that they 
wouldn’t normally do.

Example: Phishing

Third-party exposure
Clients must be confident 
that partners and 
collaborators are handling 
information securely and 
sensitively.

Example: Sharing assets 
outside of permitted 
domains

Data exfiltration
Clients need to protect 
against theft and 
unauthorized removal or 
movement of sheet data 
and assets.

Example: Assigning 
privileges that allow data 
to be removed from the 
environment.

Other data vulnerabilities
Cyberattacks can take 
place through any 
weakness in the system.

Example:  
Behaviors/actions that put 
client data at risk - 
intentionally or 
unintentionally.



Security begins with being a good corporate citizen

Integrating Smartsheet into your corporate 
environment

Security is a shared 
responsibility
Security should never be 
the sole responsibility of 
the app owner.

External teams have the 
expertise for corporate 
security policies and 
configurations .

Engage your IT 
partners
External teams have the 
expertise for certain security 
configurations:

● Integration into Identity 
Provider solution

● SSO configurations 
● Corporate cloud storage 

solutions for 
attachments

● Safe sharing

Reduce risk 
Smartsheet implements a 
variety of controls to 
reduce the risk of exposure 
to different types of cyber 
attacks.



Smartsheet governance models
Flexible plan management options to support your company’s needs 
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Shared model 
Shared management by IT and BUs

● Enables business units to 
administer, manage, and 
govern Smartsheet 
individually & 
independently 

● Each business unit pays 
directly for their 
subscription

Decentralized model
Independent management by BUs

Smartsheet governance models

● Enables IT to administer, 
manage, and govern 
Smartsheet subscriptions 
company-wide

● IT centrally governs the 
subscription

Centralized model 
Centrally managed by IT

● Enables IT to centrally 
manage and govern 
multiple Smartsheet 
subscriptions

● Each business unit 
maintains control over 
their plan and billing



Login security
Ensure only the right individuals can access your Smartsheet items
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Meet Daniel
IT Security Specialist

● Needs to:
○ Ensure that all users are using secure login methods 

like TOTP
○ Integrate SSO/SAML for seamless user experience
○ Push for domain validation to strengthen login 

security

● Managing user authentication methods
● Ensuring secure access to company systems
● Implementing and enforcing sign-on policies



Default, EU Plan-based Adv: N/A

Supported authentication 
types
Control how users can login to Smartsheet

Smartsheet supports a variety of methods for 
authentication.

● Only Enterprise plans can define specific 
authentication types for their plan or 
domain

● System Admins should consider HOW 
their users should authenticate into 
Smartsheet

● Consider removing authentication types 
that are not part of your company’s best 
practices



Domain-level login policy
Centralize control, standardize login, and secure 
your users and data

Centralize login methods across plans by enforcing 
SAML-based Single Sign-On (SSO) at the domain level.

Default, EU Enterprise Adv: N/A

● Already launched:
○ Domain-level SAML SSO configuration
○ Simplified Okta-based SAML setup
○ Strict domain-level SAML SSO enforcement

● Coming soon:
○ Domain-level Google & Microsoft SSO login options
○ Automatic ISP user redirection to Google/Azure SSO 

pages



Email-based TOTP (time-based 
one-time passcode) login
“Send me a code”

Secure access to Smartsheet with stronger email TOTP 
authentication.

Default, EU All Plans Adv: N/A

(example)

● Enhanced Security:
○ Each login requires a unique TOTP sent to the 

registered email
○ Reduces unauthorized access; no passwords to 

manage

● Compliance:
○ Aligns with industry best practices
○ Meets higher compliance standards

TOTP emails will come from: system@system.smartsheet.com 

mailto:system@system.smartsheet.com


Embracing a safer future by moving away from passwords

Why Password are unsafe

Planned

Default, EU All plans Adv: N/A

 Reusing passwords across platforms 
means one breach can compromise 

multiple accounts.

Reuse across many sites
Common passwords are widely used 

and easily cracked by advanced 
algorithms

Easy to guess
Even strong passwords are 

compromised if users fall for 
phishing scams

Phishing vulnerability



Directory services integration 
Automate user management in Smartsheet

Save time and increase data security by automating user 
provisioning, deprovisioning, and profile updates by 
connecting to your organization’s existing directory service.

Default, EU Enterprise Adv: N/A

For customers with Okta, group support via SCIM 
enables you to sync user groups from your directory to 
Smartsheet, simplifying group management.

● Microsoft Entra ID (formerly Azure Active Directory)

● Okta



POP QUIZ #1

Which Smartsheet feature can help reduce the 
risk of weak passwords by requiring a unique 
code sent to a user's registered email during 
login?

a. Single Sign-On 
(SSO)

b. Send me a Code 
(Email TOTP)

c. Password 
complexity rules
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POP QUIZ #2

How can Smartsheet domain-level login feature 
help protect against phishing attacks?

a. By ensuring 
users in verified 

domains use 
their corporate 
authentication 

policy

b. By sending 
security alerts to 

users

c. By offering 
password 

recovery options
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Collaboration security
Ensure worry-free collaboration with trusted internal and external stakeholders
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Meet Alice

● Overseeing use of collaboration tools 
within the org

● Managing permissions and access 
control for internal and external users

● Ensuring secure data sharing 
practices

Collaboration Tools Administrator

● Needs to:
○ Ensure only authorized access to 

sensitive information
○ Align with industry regulations
○ Balance security with user-friendly 

collaboration



Secure External Access
Extra security when working with 
external collaborators

Enables System Admins to enforce work 
accounts and/or multi-factor authentication 
(MFA) policies for external collaborators wanting 
to access your plan’s Smartsheet items.

Default, EU Enterprise Adv: N/A



Secure External Access
Extra security when working with 
external collaborators

Require corporate accounts:

● Corporate account or Single Sign-On (SSO) is enforced at the 
entire plan level

● Enforcement verification box appears when external 
collaborator attempts to access items in your plan

Default, EU Enterprise Adv: N/A



Secure External Access
Extra security when working with 
external collaborators

Require MFA:

● MFA can be enforced at plan or workspace level

● Enforcement verification box appears when external 
collaborator attempts to access items in your plan

● Email-based MFA will be requested if Identity Provider (IdP) 
based MFA completion cannot be completed

Default, EU Enterprise Adv: N/A



Identity provider (IdP) managed 
access
Streamline and secure user asset management

Smartsheet Administrators will soon be able to map Identity 
Provider (IdP) user roles with IdP managed groups within 
Smartsheet at the domain level. 

Default, EU Enterprise Adv: N/A

Coming soon

Finance Manager

HR Manager

This is a highly adaptable system that supports easy 
modifications to IdP user role-based access rights as the 
company’s needs evolve.

Customers can manage user asset access in Smartsheet based 
their user role based from their own IdP.

Example roles



Offering more flexibility and security for your core Smartsheet assets

New Manager permission set

New permission level between “Admin” and “Editor 
- can share” creates a "trusted second-in-command" 
role that may effectively assist the asset Admin in 
most building and maintenance functions. 

Planned

Admin

Editor - can share

Editor - cannot share

Commenter

Viewer

Manager

Default, EU All plans Adv: N/A

Managers will be able to:

● Hide/unhide columns
● Edit conditional formatting rules
● Create and edit shared filters
● Create and edit automated workflows
● And more…



POP QUIZ #3

How does Smartsheet IdP managed access 
enhance collaboration security?

a. It assigns permissions 
based on user roles, 

limiting access to only 
what is necessary

b. It disables access 
to all external 
collaborators

c. It allows 
everyone full 
access to all 

data.
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Advanced security measures
Be safe. Sleep well.
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Meet Chris

● Defining and implementing the organization’s 
security strategy

● Overseeing advanced security measures and 
compliance

● Ensuring data protection and regulatory 
adherence

Information Security Manager (CISO office)

● Needs to:
○ Streamline and automate security processes
○ Align security policies with overall business 

goals
○ Reduce the likelihood of data breaches and 

unauthorized access
○ Meet regulatory standards and avoid penalties



Data egress
Prevent confidential data from leaving your 
Smartsheet ecosystem

SysAdmins define company egress policies for 
users with control over the following actions:

● Save as new
● Save as template
● Send as attachment
● Publish
● Print
● Export

Data egress policies applicable to:
● Sheets, reports, and dashboards
● Internal and external users

Default, EU Enterprise Adv: Platinum



Data retention
Ensure only current, relevant data is stored in your 
Smartsheet account

SysAdmins can set organisation-wide data 
retention policies to automatically remove 
unused Smartsheet sheets.

● Run on a defined schedule, based on your criteria 
of when assets were created or last modified

● Reports showing impacted sheets and their 
attachments are generated automatically

● Email notifications are sent to non-compliant 
sheet owners so they can take action

Default, EU Enterprise Adv: Platinum



POP QUIZ #4

Why is controlling data egress important in 
Smartsheet?

a.  It speeds up the 
processing of large data 

sets.

b. It prevents 
unauthorized data 

from being 
exported or shared 

outside the 
organization

c.It allows 
unrestricted 

sharing of data 
across all 
platforms.
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Session recap

1. Enable flexible management of 
Smartsheet

2. Secure your data

3. Ensure safe collaboration

4. Manage advanced security settings 

You now know how to…



Smartsheet Help & Learning Centre
Online resources

● Knowledge base
● Help Center Articles
● Free tutorials and webinars
● Community forums
● Smartsheet University



● Take our eLearning path; System Admin
● Get SysAdmin certified!

○ Minimum of 3-6 months of experience as a 
SysAdmin recommended

● Earn Professional Development Units (PDUs) 
with the Project Management Institute (PMI)

Test your knowledge



Take the survey
We’d love to hear your thoughts on the session. 

Open this session in the mobile app, click “Survey,” 
and answer two questions — it's that easy!

Thank you.

Next steps...
● View recordings of:

○ SEA33: Smartsheet Administration: Creating an efficient experience for everyone
○ SEA34: How to talk to your IT and security teams about Smartsheet


