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Carbonite® Endpoint and HIPAA

How our endpoint backup solution supports
compliance with federal legislation

Carbonite Endpoint supports compliance with the Healthcare Insurance Portability
and Accountability Act (HIPAA) by preventing unauthorized access to protected
health information (PHI) and preventing accidental or malicious deletion of patient
medical records.

Security for PHI

A key component of HIPAA is ensuring the security of electronic medical records
(EMR), no matter where they reside. Carbonite Endpoint uses 256-bit AES encryption
for data at rest on a protected device, and Transport Layer Security (TLS) for sending
data over the wire. Our endpoint protection also performs global deduplication of
data, ensuring that patient data never exists in a decrypted state: not while at rest on
the hard drive, not while in transit and not during the global client-side deduplication
process. The encryption is transparent to employees, so there’s no need for additional
passwords, and data remains protected whether the laptop is on or off. Carbonite
Endpoint also lets you use multiple encryption keys across data sets so that if a single
key is compromised, only a subset of PHI is affected.

Hidden threats

Many healthcare organizations are unaware of the risks employees introduce
unintentionally when they copy EMR to thumb drives or burn them onto CDs or DVDs.
Carbonite Endpoint helps you control read and write access, and create policies to
lock down a port completely so that unauthorized users can’t remove files.

Central management
Carbonite Endpoint helps system administrators define, deploy and manage
data backup and protection policies remotely. Working within the administrative

dashboard, the solution lets you determine which files are backed up, how
frequently, what time of day and how long they’re retained before being purged.
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Administrators can also trigger security features if a device containing PHI is lost
or stolen. With Carbonite Endpoint, an IT admin can remotely delete all protected
data on a lost or stolen laptop by an administrative command, or via a poison pill,
which can be scheduled via policy. Carbonite Endpoint also lets you delete files
when a hacker tries to crack the administrative passcode. With Carbonite, files
remain protected while the user is on unprotected Wi-Fi networks. Anyone trying
to access the laptop will not be able to open any files since they won’t have the
correct encryption keys. Carbonite Endpoint also facilitates device recovery with
automatic device tracking.

Contact us to learn more - Carbonite US
Phone: 877-542-8637

Email: carb-data_protection_sales@opentext.com

About Carbonite and Webroot

Carbonite and Webroot, OpenText companies, harness the cloud and artificial intelligence to provide comprehensive cyber resilience solutions for businesses, individuals, and managed
service providers. Cyber resilience means being able to stay up and running, even in the face of cyberattacks and data loss. That's why we’ve combined forces to provide endpoint protection,
network protection, security awareness training, and data backup and disaster recovery solutions, as well as threat intelligence services used by market leading technology providers
worldwide. Leveraging the power of machine learning to protect millions of businesses and individuals, we secure the connected world. Carbonite and Webroot operate globally across North
America, Europe, Australia, and Asia. Discover cyber resilience at carbonite.com and webroot.com.
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