
If it talks like a duck,
it’s probably qakbot

Qakbot/Pinkslip bot/Qbot has been 
especially active this year.

Did someone
order Doordash?

Delivery methods pivoted to 
OneNote files and shortcuts .lnk 

to deliver payloads.
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Five years of malware intel
We’ve seen a steady increase in the number and 

sophistication of malware attacks over the five years 
we’ve made this list. As malware gets nastier, our security 

methods and tools must evolve to keep up.

Nastiest, most costly, dangerous threats in 2023:

(AKA TA505)

Gha�ly Goings-on

Mobi� Me�ons

� Ransomware-as-a-service (RaaS) 
with double extortion leaks sites

� Delivered via phishing emails from 
botnets—also available for hire

� Exploited MoveIT platform, hitting 
3 of the top 4 accounting firms

� Easily customizable RaaS built 
on Rust programming language

� Believed to be the successor to 
the REvil ransomware group (#1 
in 2021)

� Made headlines in Sep. 2023 for 
taking down MGM Casino resorts

� New RaaS platform—targets small 
to medium-sized businesses

� Believed to be the successor to the 
Conti ransomware group

� Uses web-based terminal emulator 
for a retro 80s look

� Uses partial encryption to evade 
detection and changes file 
extension to “.royal”

� Believed to be the successor to 
the Ryuk ransomware group

� Targets IT, finance, materials, 
healthcare, and government

� Third epoch is more modular and 
evasive than previous versions

� Pioneered triple extortion 
(leak site & DDOS) and offers 
extensive bug bounties

� Targets small- to medium-sized 
businesses

� Steals sensitive data via 
phishing or vulnerabilities 
for initial infection vector

� Spreads laterally with white 
hat pen-testing tools

� Targets many different types 
of industries indiscriminately

Learn about the latest tactics 
from this year’s nastiest malware.

Survival �ps
f�m our use�

They’re getting
smarter

Chat GPT and similar LLMs have 
likely made phishing and malware 

lures more sophisticated.

It’s not safe
to talk here

A data breach at Discord leaked the 
data of 750k users—now we’re 

seeing malware specifically targeting 
Discord and its users.

This year we’re highlighting some of 
the nastiest mobile malware.

GravityRAT 
• New Android malware targeting WhatsApp backups

• Steals messages, contacts, and other data from devices

• Uses two-factor authentication codes to control WhatsApp accounts

FakeCalls 

• Android Trojan targeting South Korean banks

• Can mimic 20+ financial applications and imitate phone conversations
with employees

• Extracts private data from devices.

Breaking Bad 
• Legitimate app secretly recording users' screens and exfiltrating data

• Available on Google Play, has over 100,000 downloads

• Collects sensitive data such as passwords and credit card numbers

Businesses: 
• Lock down Remote Desktop

Protocols (RDP).

• Educate end users.

• Patch or die!

• Install reputable cybersecurity
software—layered security plan.

• Set up a strong backup and
disaster recovery plan.

Individual users: 
• Develop a healthy dose of

suspicion toward messages.

• Protect your devices with
antivirus and VPN.

• Keep your antivirus software and
other apps up to date.

• Use a secure cloud backup.

• Create strong, unique passwords
(and don’t share them).

• Use passphrases to increase
password characters and defend
against brute force.

• Don’t enable macros if a
downloaded file asks you to.

Get more intel
This infographic is just a taste of our thorough 

report on the nastiest malware of 2023. Check out 
our post for more details and survival tips.

https://community.webroot.com/threat-reports-176/nastiest-malware-2023-355907


Accessibility Report

		Filename: 

		Nastiest Malware Infographic 2023_v1_AMER_EN.pdf



		Report created by: 

		Sar Dugan

		Organization: 

		



 [Personal and organization information from the Preferences > Identity dialog.]

Summary

The checker found no problems in this document.

		Needs manual check: 0

		Passed manually: 2

		Failed manually: 0

		Skipped: 2

		Passed: 28

		Failed: 0



Detailed Report

		Document



		Rule Name		Status		Description

		Accessibility permission flag		Passed		Accessibility permission flag must be set

		Image-only PDF		Passed		Document is not image-only PDF

		Tagged PDF		Passed		Document is tagged PDF

		Logical Reading Order		Passed manually		Document structure provides a logical reading order

		Primary language		Passed		Text language is specified

		Title		Passed		Document title is showing in title bar

		Bookmarks		Passed		Bookmarks are present in large documents

		Color contrast		Passed manually		Document has appropriate color contrast

		Page Content



		Rule Name		Status		Description

		Tagged content		Passed		All page content is tagged

		Tagged annotations		Passed		All annotations are tagged

		Tab order		Passed		Tab order is consistent with structure order

		Character encoding		Skipped		Reliable character encoding is provided

		Tagged multimedia		Passed		All multimedia objects are tagged

		Screen flicker		Passed		Page will not cause screen flicker

		Scripts		Passed		No inaccessible scripts

		Timed responses		Passed		Page does not require timed responses

		Navigation links		Passed		Navigation links are not repetitive

		Forms



		Rule Name		Status		Description

		Tagged form fields		Passed		All form fields are tagged

		Field descriptions		Passed		All form fields have description

		Alternate Text



		Rule Name		Status		Description

		Figures alternate text		Passed		Figures require alternate text

		Nested alternate text		Passed		Alternate text that will never be read

		Associated with content		Passed		Alternate text must be associated with some content

		Hides annotation		Passed		Alternate text should not hide annotation

		Other elements alternate text		Passed		Other elements that require alternate text

		Tables



		Rule Name		Status		Description

		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot

		TH and TD		Passed		TH and TD must be children of TR

		Headers		Passed		Tables should have headers

		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column

		Summary		Skipped		Tables must have a summary

		Lists



		Rule Name		Status		Description

		List items		Passed		LI must be a child of L

		Lbl and LBody		Passed		Lbl and LBody must be children of LI

		Headings



		Rule Name		Status		Description

		Appropriate nesting		Passed		Appropriate nesting




Back to Top

