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Attackers persistently adapted their email-based 
techniques throughout 2022, cycling through new and 
old tactics in the hopes of evading human and cyber 
security measures. 

Phishing remains the dominant strategy — but 
attackers are introducing more nuances into their 
methods. For example, they are relying more heavily 
on living off the land (LotL), building messaging around 
trending topics, including cryptocurrency and Russia’s 
invasion of Ukraine, and incorporating technology 
that users find reassuring, such as CAPTCHA and 
password-encrypted zip folders.

Although the aims of phishing campaigns vary, many 
are still being used to deploy malware, sometimes 
as a precursor to a ransomware attack. Microsoft’s 
move against deploying macros in emails has forced 
malware users to diversify the file types they use. In 
less positive news, the notorious malware gang and 
software Emotet made an unwelcome return.

Based on reporting through OpenText Cybersecurity’s 
Advanced Email Threat Protection (AETP), here’s a 
review of email-based cyberattacks in 2022.

Introduction
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AETP quarantined nearly 7.3 billion emails that were classified as bulk spam, scams, 
and non-targeted phishing threats in 2022 — a 12.5% increase over 2021. As you can 
see below, this traffic hit its peak in March of 2021.

Spear Phishing
Potentially even more concerning than this batch-blast approach are highly targeted 
attacks known as spear phishing. Attackers are increasingly adding layers of 
complexity, personalization, and obfuscation to their tactics to increase the likelihood 
of fooling end users. In 2022, we detected roughly 1.14 billion spear phishing attacks 
targeting businesses of all sizes, a 16.4% increase over 2021. Several factors, including 
the further proliferation and widespread availability of phishing tools, likely drove the 
increase. 

Below is a chart depicting the monthly spear phishing traffic observed by our 
Advanced Email Threat Protection:

Figure 1:  URL and text-based threats

Figure 2:  Spear Phishing Attacks



Business Email Compromise (BEC) Attacks 
Perpetrators of business email compromise (BEC) attacks use spear phishing tactics 
to deceive victims into believing they’re involved in a real business transaction, with 
the aim of convincing them to send sensitive account details or to wire money. A 
popular BEC technique involves registering a domain with a very similar name to a real 
company or creating one or more email addresses similar to those of real employees in 
the hopes that recipients of emails from these addresses won’t notice the difference.  

Compared to other types of phishing or malware attacks, BEC attacks potentially yield 
huge windfalls while requiring minimal time, money, and technical expertise. In a 2022 
Congressional report, the FBI described business email compromise (BEC) attacks 
as “one of the fastest growing, most financially damaging internet-enabled crimes.”1  
They pointed out that according to data from the Internet Crime Complaint Center 
(IC3), yearly losses attributable to these kinds of attacks had increased from $360 
million in 2016 to over $2.4 billion in 2021. 

1  https://www.fbi.gov/file-repository/fy-2022-fbi-congressional-report-business-email-compromise-and-real-estate-wire-fraud-111422.pdf/view

https://www.fbi.gov/file-repository/fy-2022-fbi-congressional-report-business-email-compromise-and-real-estate-wire-fraud-111422.pdf/view


This example shows a type of BEC attack called real estate wire fraud (REWF), in 
which perpetrators specifically target real estate transactions, often by pretending 
to be one of the parties involved. Here, the BEC attacker created a fake email from 
a real mortgage company loanDepot, including the final loan closing disclosures, 
wire instructions, and other related mortgage documents as attachments. They even 
created a signature with a photo. The link destination preview was designed to trick 
users by showing our Delivery Slip secure email service. However, the actual link was 
to a subdomain located at a Saudi Arabian TLD. Recipients who followed the link were 
directed to an Office 365-themed credential-harvesting site.

Channel Switching
Channel switching is a common BEC technique in which the attacker convinces the 
target to change from email to mobile communications in order to avoid email security 
filters. While most channel switching attacks involve moving to text messaging, 
attackers have also leveraged messaging apps, perhaps in response to more 
restrictive text filtering. In the example below, the attacker is posing as a company 
executive and attempting to convince their mark to channel switch to WhatsApp.

Living Off the Land (LotL)
Over the last few years, phishing has become increasingly popular as a way to execute 
a type of cyberattack known as living off the land (LotL), in which attackers infiltrate 
a legitimate system and use its tools to mask and conduct malicious activities. Since 
these services are frequently used for legitimate purposes, they cannot be simply 
blocked outright in most cases and are harder for end users to detect.



Top 20 most abused services for malicious LotL links 

1.  storage.googleapis.com (Google) 11. web.app (Google)

2.  appspot.com (Google) 12. glitch.me (Fastly)

3.  page.link (Google) 13. wetransfer.com (WeTransfer)

4.  amazonaws.com (Amazon) 14. list-manage.com (Mailchimp / Intuit)

5.  docs.google.com (Google) 15. azureedge.net (Microsoft)

6.  windows.net (Microsoft) 16. rebrand.ly (Rebrandly)

   7.  cloudfront.net (Amazon) 17. azure.com (Microsoft)

8.  blogspot.com (Google) 18. surveymonkey.com (Momentive)

9.    sendgrid.net (Twilio) 19.  my.sharepoint.com (Microsoft)

10. azurewebsites.net (Microsoft) 20. sites.google.com (Google)

The following chart shows the frequency at which the top 10 most abused services 
were used in LotL attacks, broken down across each month of 2022. In 2022, these 10 
services were invoked in 123 million phishing emails intended to launch LotL attacks.

Figure 3:  Top 10 abused services



Examples of LotL Phishing Attacks
Example A: Capitalizing on current events to pose as NATO

In February of 2022, a large LotL phishing campaign targeted customers with an 
emergency warning supposedly from NATO. The attacker was leveraging geopolitical 
events around Russia’s pending invasion of Ukraine to urge recipients to click a Google 
link (.web.app) and “Read more.”  

The link leads to a credential-harvesting page posing as Microsoft’s OWA (Outlook 
Web App), hosted on the frequently abused Google App platform.



Example B: Squarespace and Image Phishing 

While not ranked in our top 20, the website-building and hosting company 
Squarespace, Inc. has also been used in LotL attacks. In this example, the attacker 
deliberately avoided using text in the body of the message as a way to escape 
detection by email filters, instead inserting an image with a hyperlink that led to a 
Microsoft Word-themed credential harvesting page.  



Example C: Fake security update for Chase Bank

Banking-themed phishing attacks have been popular for years. A recent version 
that AETP filters captured purported to be a security update, letting the recipient 
know that their account had been temporarily disabled. To restore their account, the 
recipient was told to click on a bit[.]do shortened URL, which redirected them to a 
[.life] TLD hosting a corresponding Chase-themed credential harvesting page. In this 
example, not only is the attacker masking the ultimate destination of the link by using 
a shortener, bit[.]do also provides them with real-time click metrics, allowing them to 
monitor the progress of their attacks.  



Analyzing the source code, we can see this threat actor utilized URL-encoded 
scripting to hide from web scanners. We have observed phishing actors increasingly 
using this tactic on phishing sites and within hyper-text markup file attachments. This 
example used a free tool provided by Pingler to encode this page.

CAPTCHA in Phishing Attacks
Attackers continue to integrate CAPTCHA technologies into their phishing attacks. 
Since security products like web scanners are not able to solve CAPTCHAs (as they 
are, in fact, a type of robot), they are prevented from accessing and scanning the next 
page, which attackers can therefore use to host threats. As a recognizable security 
tool, a CAPTCHA may also deceive end users by giving the page an air of credibility. 

Phishing attackers used this technique to target financial corporation Truist in an 
expansive campaign disguised as suspicious activity alerts. Victims were sent an email 
that included a hyperlink labeled “Finish To-Do List.” This took the user to a page with 
a Truist-branded CAPTCHA and a box for a phone number — potentially another way 
to add credibility, and/or to capture the number to use in future mobile attacks. One 
the user entered the CAPTCHA code and phone number, they were taken to a Truist-
branded credential-harvesting page.





Callback Phishing/Call Center Scams 
The ultimate aim of a callback phishing scheme is to gain remote access to the victim’s 
computer and install software that allows the attacker to continually harvest sensitive 
information or demand a ransom. 

Callback phishing typically begins with the perpetrator sending an email with a fake 
invoice directly attached or accessed through a link. The email states that a payment 
has been processed for a subscription to whichever service they are posing as and 
includes a number the recipient should call with any questions about the transaction. 
Common examples of services perpetrators imitate include online learning platform 
MasterClass, language learning software Babbel, and — ironically — McAfee, Norton, 
and Geek Squad, all of which are involved in computer security.

When the recipient of the email calls the number to query the charge, the scammer 
on the other end of the line tries to convince their target to allow them to establish 
a remote session. Once they are granted access to the end user’s machine, they 
typically try to install remote access software.

In worst-case scenarios, attackers combine callback phishing with malware and 
ransomware. For example, the ransomware group Royal (which includes former 
members of the notorious Conti ransomware gang) have been observed using remote 
access to infect devices with Qakbot and Cobalt Strike, exfiltrating stolen data before 
deploying their ransomware payload.



Another call center scam claimed that child pornography was accessed from the 
user’s IP address, and they had therefore violated the Information Technology Act 
of 1996. This example included a fictitious IP and MAC address in an attempt to add 
authenticity. 

Clones
Since most attacks require the victim 
to believe that they’re interacting with 
a legitimate service, attackers have 
increasingly tried cloning web pages and 
emails. This is often used in conjunction 
with other tactics like LotL and BEC.

The following example imitates a 
Microsoft-generated secure message 
from Huntington Bank. One noticeable 
feature is that it was sent from a North 
Macedonian government email account 
and server — an attempt to capitalize on 
their good reputation.

Once the user clicks on the link, they’re 
directed to a webpage that contains a 
cloned Huntington online banking login 
designed to trick users into disclosing 
their account credentials.



One of the more 
convincing cloned 
messages posed as a 
Microsoft quarantined 
email report. This threat 
actor commonly uses VPS 
servers for their phishing 
campaigns: this one 
originated from a Contabo 
server, a German cloud 
provider which offers 
both VPS and dedicated 
servers. 

The message pretended 
to alert the recipient to a 
quarantined email with the 
subject “Wiring Instructions 
(Remittance Advise [sic])” 
and included a hyperlinked 
button marked “View All 
Emails.”

If the user clicked the 
button, they were directed 
to a similarly themed site 
that claimed to conduct a 
security scan. Of course, 
the fake scan declared the 
link to be safe.

After clicking the 
“Continue” button, the 
user would be sent to 
a Microsoft-themed 
credential-harvesting 
site located on Google 
Firebase (web[.]app). This 
is one of the platforms 
most commonly used for 
phishing attacks.
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Cryptocurrency Scams 
Unsurprisingly, cryptocurrency-related phishing scams tend to increase in popularity 
when crypto prices are rising. The following example purported to be WalletConnect, 
offering users a way to connect their wallet to decentralized apps. The message 
instructed the recipient to open an [.]html attachment in order to claim $250 in 
Binance Coin (BNB) and synchronize their wallet. 

If the recipient opened the attachment, they were presented with a selection of 
different crypto wallets they could supposedly synchronize using WalletConnect. At 
the bottom of the file, there’s a space for the user’s wallet name and recovery phrase. 
Also known as a seed phrase, the recovery phrase is a private key for the wallet that 
uses a series of words rather than numbers. Turning it over would give the attacker 
control of the wallet.



In another example, the attacker posed as popular crypto exchange platform Coinbase 
and attempted to dupe users into granting them access to their crypto holdings. This 
campaign used a Coinbase DeFi yield farming email as the lure. However, the link in 
the email led to the illegitimate site coinbasedefi[.]pro. If the user clicked the URL, they 
were redirected to coinbasefinance[.]tech — a cloned copy of the real Coinbase site 
— which prompted the user to connect their wallet. From there, the attacker would be 
able to transfer the holdings to their own wallet.



One crypto scam took advantage of NFT marketplace OpenSea’s contract migrations 
and upgrade announcement. During this migration — between February 18 to 
25, 2022 — these attackers swindled millions of dollars in Ethereum by spoofing 
OpenSea’s migration announcement email.

Recipients who clicked “Get Started” were taken to a clone of OpenSea’s home page, 
where they were prompted with two buttons labeled “Explore” and “Connect.” These 
both opened a prompt asking the victim to authenticate their crypto wallet, connecting 
it to the attacker. 



Crypto-Based Phishing Attacks Leveraging Current Events 
As the OpenSea example shows, scammers always attempt to monetize major news 
and world events. Russia’s invasion of Ukraine was no exception. The following 
examples show attackers attempting to solicit Bitcoin or Ethereum “donations” they 
claim will go to help victims of the war. In this first example, the sender attempts to 
masquerade as a children’s clinic to obtain Ethereum. 

Another attacker posed as the United Nations High Commissioner for Refugees 
(UNHCR) — a legitimate agency. It asked for emergency Bitcoin donations to support 
Ukrainian refugees.



Tax-Themed Phishing 
In addition to developing news stories, attackers also weaponize annual events. The 
weeks leading up to the U.S. tax-filing deadline — on or within a few days of April 15 — 
always see a spike in phishing attacks, and 2022 was no different. One attacker sent a 
fake Microsoft OneNote document with a tax audit theme.

Upon clicking, the user would be redirected to a phishing site soliciting credentials 
hosted on Cloudflare’s (workers[.]dev) service. This service allows for up to 100,000 
free requests per day along with a subdomain, such as the one in this example, 
office10.off1ce-update.workers[.]dev.



Looking at the source code, we can see that this attacker used a combination of URL 
encoding and base64 for their JavaScript in an attempt at obfuscation — hiding from 
web bots and scanners that might detect the malicious script in plain text.

We occasionally capture 
malicious messages 
originating from and/
or abusing government 
networking infrastructure. 
For example, we 
encountered an Australian 
phishing campaign that 
actually originated from 
the official Australian 
Taxation Office (ATO) 
servers. All the links in the 
email led to the official 
ato.gov.au website — but 
an attached HTML file led 
to a credential-harvesting 
page with a Microsoft-
branded login.



Sextortion 
The portmanteau “sextortion” refers to attacks in which perpetrators threaten to 
publish explicit images or videos of their victim unless the victim sends money or more 
sexual content. Although these phishing attacks take place across many platforms, 
email-based examples typically involve attackers claiming to have installed malware 
on the victim’s system that recorded them through their own webcam. They usually 
demand payment in Bitcoin.  
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Top Malware Threats 
In 2022, our Advanced Email Threat Protection detected and quarantined over 165 
million emails with malware attachments — a 3.41% increase over 2021. Volumes 
peaked early in the year, before Microsoft implemented stricter default settings in 
April, a move that pushed more attackers to shift to URL-based techniques.

As of 2021, the United States remained the top origin location for email-based 
malware attacks.

Figure 4:  Attached malware
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Figure 5:  Top 10 malware attack country of origin (in millions)
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In 2021, .xls (Excel spreadsheet) files were by far the most prevalent file type used 
for malware delivery. However, .xls use declined significantly throughout 2022, while 
the combined use of .htm and .html attachments increased by double digits over the 
prior year. In 2022, archive files were also popular mediums for malware, with usage 
increasing roughly 80% over 2021. The content of those archives varied greatly, but 
there was a substantial uptick of virtual disc file types within the ZIP archives, such as 
.img & .iso.

Next, we will look at some of the most popular malware families we observed 
throughout the year and some techniques malicious actors employed to manipulate 
end users into facilitating their attacks.  

Figure 6:  Malware attachment by file type



Remote Access Trojan (RAT) Attacks
As in previous years, the most commonly used malware attachments in 2022 were 
readily available malware-as-a-service (MaaS) products such as remote access 
Trojans (RATs) and info-stealers. Recognizable names included Agent Tesla, 
Formbook, Ave Maria (Warzone), ASYNCRAT, NJRAT, Adwind, Quasar, Remcos, 
and Nanocore2. The image below shows different MaaS plan options for the Snake 
Keylogger, with licenses available for varying price points based on how long they last 
(ranging from one month to a lifetime) and the services and features included.



Examples of Email-Based Malware Attacks
Example A: Imitating Cosco Shipping

We quarantined a large number of RAT attacks targeting the shipping industry in 2022. 
In one incident, the attackers attempted to imitate Cosco Shipping. They created an 
email stating that payments submitted for a shipment had been rejected and urging 
the recipient to confirm the correct banking information in the attached transfer 
request form. However, the attached .zip archive file contained only an executable file 
that initiated the Formbook infection chain.



Example B: Fale Harbor Freight Request for Quote (RFQ) 

The cybercrime group we refer to as Master X uses PowerPoint malware loaders 
to conduct attacks. One of their campaigns posed as tool and equipment retailer 
Harbor Freight. The email appeared to be a request for quote (RFQ), with the aim of 
convincing the recipient to open the macro-enabled PowerPoint file (.ppam). The 
macro would automatically execute upon closing the file to kick off the infection chain. 
Master X prefers to live off the land, abusing legitimate services to host their attacks. 
This one reached out to Atlassian’s Bitbucket source code repo service, enabling it to 
retrieve the Agent Tesla remote access Trojan payload. 



Example C: Targeting Tax Firms

Attackers often use malware attachments to execute business email compromise 
(BEC) attacks. For example, a trend we’ve noticed over the last couple of years has 
seen attackers targeting chartered public accountants (CPAs) and law firms with BEC 
attacks that use malware. (We’ve even been able to turn the scam back against some 
of these actors.)  

The attacker starts by sending a few emails containing realistic tax questions. After 
some back-and-forth, having gained the victim’s trust, they follow up by sending 
malware disguised as documents they claim are tax files for the recipient to download 
and review. 

A recent example contained a link to the mega[.]nz file sharing service that downloads 
an .iso (disc image) file. Inside this example was an encrypted “2021 Tax Documents” 
PDF, along with a supposed password file to open the PDF. However, the password file 
was designed to retrieve and execute the Netwire RAT payload that would download 
from Pastebin.  

https://appriver.com/sites/default/files/2020-02/20_APR022 Scamming a Scammer Report_v2.pdf
https://appriver.com/sites/default/files/2020-02/20_APR022 Scamming a Scammer Report_v2.pdf


Notorious Malwares 
Emotet

The Emotet malware gang has been considered one of the most prolific and 
dangerous operators since it was first detected in 2014. In an Emotet attack, a 
Cobalt Strike beacon is typically deployed on the compromised machine, creating an 
opportunity for ransomware gangs such as Conti, Quantum, or BlackCat. In March, 
Bleeping Computer reported that Emotet had infected 130,000 systems in 179 
countries since it re-emerged in November 2021, when Trickbot began reseeding it. 
Emotet attacks appeared in multiple languages in 2022, including Italian, German, 
Japanese, Spanish, Portuguese, and English. 

As in previous years, Emotet users continued to rely on conversation hijacking attacks 
(CHAs), replying to messages from compromised victims’ contacts in the hope that the 
recipient would trust and open the attachment. They often kept the body of the replies 
very simple, such as “Please see attached!”    

https://www.bleepingcomputer.com/news/security/emotet-growing-slowly-but-steadily-since-november-resurgence/


If the recipient opened the attachment, they were greeted with a simple message 
in the Excel worksheet that stated: “Most features are disabled. To view and edit 
document, click Enable Editing and click Enable Content.” Clicking these would 
disable Microsoft’s protected view and allow the macro to execute the Emotet payload 
modules. Users should be extremely suspicious of any file that asks them to disable 
security features such as this.

Another Emotet campaign we captured used password-protected encrypted ZIPs 
containing malicious XLS files. For example, the attackers sent an email posing as 
the Internal Revenue Service (IRS) with a subject line claiming that the recipient 
had selected the wrong tax form. They attached a fictitious K-1 form and included a 
password in the email body.



Qakbot/Qbot

While RATs continue to make up most malware attacks, Qakbot/Qbot is one of the 
most destructive and convincing types of email attacks. As with Emotet, it’s usually 
followed up with a CobaltStrike attack, priming it for ransomware operations.

Some of the most convincing and aggressive attacks of 2022 were sent by an actor 
who is tracked under the identifier TA577 and known as “TR” based on their Qakbot 
affiliate tag. In a typical attack, they use Qakbot to scrape trusted email conversations 
that they can respond to — the same MO as Emotet. TA577 is known to sell access 
to compromised accounts to ransomware groups such as Conti and Black Basta, the 
latter of whom has been linked to FIN7/Carbanak, a Russian APT group responsible for 
some of the most sophisticated and highest-profile attacks in the world. Over the past 
decade, they have stolen over $1.2 billion USD. 

TA577 recently changed the infection chain in the following CHA campaign to use a 
URL that isn’t hyperlinked in the message. It requires the victim to copy and paste it in 
a browser to initiate the download of an encrypted zip file that requires the password 
from the body of the message. Upon extraction, the zip contains an .img archive that 
contains a visual basic script that retrieves the Qakbot payload.

https://www.sentinelone.com/labs/black-basta-ransomware-attacks-deploy-custom-edr-evasion-tools-tied-to-fin7-threat-actor/


IcedID

The actors behind the IcedID modular banking Trojan remained active in 2022, even 
though their activities were often overshadowed by higher volume campaigns from 
Emotet and Qakbot actors using similar techniques. Multiple threat actors used IcedID 
as brokers through which they could sell access to victims’ accounts to ransomware 
operators such as Conti. Given this activity, it remained a top email threat in 2022 and 
will continue to be so in 2023. 

For years we’ve been capturing IcedID CHAs. In this recent example, they are replying 
to a conversation with an encrypted zip file and the password to open it in the body of 
the email. Receiving this kind of message with no context should be a red flag — but 
sending it from a trusted contact as part of an established conversation makes it more 
convincing to even well-trained users. This attack also uses an .iso file within the zip 
in order to bypass mark-of-the-web security controls and execute the IcedID payload 
without warning to the user. 
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Conclusion



Email has long been considered a cybersecurity hot spot — and the trends we saw 
in 2022 justify these concerns. Attackers recognize that email serves as a direct link 
to end users. Many of their tactics rely on convincing those users that the link or 
attachment they’ve received is safe and genuine, when in fact, it gains the attackers’ 
access to their system, other accounts, and sensitive information.

Combatting email attacks requires cybersecurity and human awareness. Email filters 
can pick up on and quarantine suspicious messages, and cyber training teaches 
people not to automatically trust any email they receive. It’s important that they verify 
email addresses, attachments, and links, report hacked accounts, and follow strong 
password policies. 

Attackers adapt their tactics to suit changing changing technology 
and societal trends. By monitoring their behavior, we can react to and 
defend against their strategies.



OpenText Cybersecurity provides comprehensive security solutions for companies and partners of all sizes. From prevention, detection and response to recovery, investigation and 
compliance, our unified end-to-end platform helps customers build cyber resilience via a holistic security portfolio. Powered by actionable insights from our real-time and contextual 
threat intelligence, OpenText Cybersecurity customers benefit from high efficacy products, a compliant experience and simplified security to help manage business risk. 
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