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FINANCIAL SERVICES FORUM EVENT RECAP AND KEY TAKEAWAYS

On 31 October 2024, Gilbert + Tobin hosted the inaugural Financial Services Forum,
featuringinsightful presentations and discussions on current and emerging regulatory
issuesin financial services. The forum began with opening remarks from Elizabeth Avery,
Partnerand Head of Gilbert + Tobin’s Competition, Consumer, and Market Regulation
group. This was followed by a compelling keynote address from ACCC Chair Gina Cass-
Gottlieb and afireside chat with Commissioner Peter Crone.

Expert panel discussions throughout the day featured prominent speakers from the
Department of Treasury, key regulators, and industry leaders, including Professor Philip
Marsden, ASIC Commissioner Kate O’Rourke, and Australian Banking Association (ABA)
CEO AnnaBligh.

Here we share an event recap of key takeaways and practicalimplications. With
transformative industry developments and critical reforms on the horizon, nowis the
perfecttimeforfinancial services institutions to leverage the Forum’s insights and
perspectives on these pressing topics:

~1.emergingtrendsshapingfinancial services M&A activity;




KEYNOTE ADDRESS BY ACCC CHAIR

GINA CASS-GOTTLIEB

Key takeaway: The ACCC is committed to navigating the significant transformation in the financial services sectorin a
way that promotes competition, protects consumers, and ensures that the benefits of innovation are shared widely.

ACCC Chair Gina Cass-Gottlieb opened her keynote address by acknowledging “itis clear that the financial services sector is on the cusp of
significant transformation”. Ms Cass-Gottlieb noted that the rise of digital technologies has enabled faster, more efficient transactions,
and has created new opportunities forinnovation. However, with these opportunities come significant challenges such asensuring the
benefits of the digital economy are shared equitably, particularly among consumers and businesses that may be less digitally savvy or

locatedin areas with limited accessto digitalinfrastructure.

Inemphasising thatthe ACCC “must also continue to actively monitorinnovations and developments to ensure that we continue to protect

consumers and promote fair competition in this evolving landscape”, Ms Cass-Gottlieb highlighted the following examples of work,
reformsand developments, with a strong focus on competition and consumer protectionissuesin retailbanking markets:

1.ACCCinquiries and recommendations: Through its retail
depositsand home loan pricinginquiries, the ACCC found that
consumerengagementin financial services remains low, largely
duetofriction, obstacles such ascomplexand opaque pricing
strategies, alack of consistency between banks’ websites and
conflicted commercialarrangements with comparison websites.
In Junethisyear, the governmentannounced its supportfora
number of recommendationsinthe ACCC’sinquiriesincluding
improving disclosure requirements for basic deposit products,
notificationsto consumerswheninterest rates change on
transaction orsavings accounts and requiring financial product
comparison websites to disclose what determines how products
areranked and thefinancial relationships they have with
recommended product providers.

2. Review of smalland medium banks: In June 2024, the
Treasurer also tasked the Council of Financial Regulators, in
consultation withthe ACCC, to undertake areview of the smalland
medium-sized banking sectors. Thisincludes how smalland
medium banks compete in the market, as well as detailed
consideration of theregulatory and market trends affecting them.

3. Payment card surcharges: On 15 October 2024, the Prime
Ministerannounced the government’s plans to reduce payment
card surcharges for consumersand small businesses, including
$2.1million of new funding to the ACCC for the balance of this year
and the next to tackle excessive card surcharging.

4. Competition law cases: The ACCCis preparingfortrialinits
case against Mastercard whichis set down for March 2025. Ms
Cass-Gottlieb cautioned, “Businesses across the banking and
financial sector should be mindful that the ACCC will not hesitate to
take action where necessary to protect competition including
through courtaction.”
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5. Mergerreforms: Ms Cass-Gottlieb also noted the ACCC’s
advocacy for merger control reforms to betteridentify and
prevent anti-competitive transactions before they happen. The
ACCCiscommitted to arisk-based approach underpinned by
enhanced data and economic analysis, with resources prioritised
toacquisitions more likely to harm the community.

6. Prohibition on unfairtrading practices: The ACCC has
continued to advocate fortheintroduction of a prohibition on
unfairtrading practicesin the Australian Consumer Law, noting
that similar prohibitions existinthe EU. The ACCCalso callsfora
mirror reform beingimplemented inthe ASIC Actto cover
financial productsand services as well.

7.Scams: Whilst the ACCC has seen some encouraging early signs
thatscam losses are trending down, it strongly supports the
government’s commitmentto introduce mandatory and
enforceable scam codesunder the new scams prevention
framework legislation. Banks, together with telcos and digital
platforms, willbe amongthe first businessesto be designated by
the Minister, requiring them to have systemsin place to prevent,
detect, report, disrupt,and respond to scams.

8.0ther proposed reforms: Ms Cass-Gottlieb noted
amendments to the payment systems regulatory framework that
would enable regulation of digital wallet services—among other
things - are currently before Parliament. The ACCC continuesto
work closely with Treasury to progress government consideration
ofthe ACCC’srecommended reforms for digital platforms,
including new mandatory competition codes of conduct.


https://www.accc.gov.au/about-us/news/speeches/framing-the-future-of-financial-services-strengthening-competition-and-consumer-engagement
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FIRESIDE CHAT WITH ACCC CHAIR GINA CASS-
GOTTLIEB AND COMMISSIONER PETER CRONE

Ms Cass-Gottlieb and ACCC Commissioner Peter Crone also shared
theirinsightsinto the ACCC’s focus areasin the financial services
sector,and upcomingindustry developmentsin afireside chat with
Gilbert+Tobin Partner, Elizabeth Avery. Asto the proposed
prohibition against unfairtrading practices, the ACCC considers:

1.any prohibition should be economy wide, and that both the ACL
and the ASIC Act should be amended to introduce an unfair
trading practices prohibition;

2.arange of unfairtrading practices fall outside the scope of
existing regulation including prohibitions on unconscionability
and misleading and deceptive conduct - forinstance, practices
(such as subscription traps and manipulative sales practices such
asfalsescarcity) that may be considered unfair but do not meet
the threshold of unconscionable conduct or misleading and
deceptive conduct are not prohibited. The ACCC considers there
should be amuch clearer prohibition on an overall system thatis
unfairor manipulated, creates undue pressure and makes
misleading representations, based on acommunity
understanding of ‘unfairness’; and

3.anunfairtrading practices prohibition is necessary to protect
consumers from the harms such practices cause and from new
risks that willemerge as market conditions change.

Astothetake up of the consumerdataright (CDR), Mr Crone
emphasiseditis “inescapable that data sharing and portability will
be partofoureconomy” and the CDR system s secure and
facilitating high volumes of data sharing, with consistent growth
in consumer update. Ms Cass-Gottlieb observed that,asat 15
October2024, there were 99 banking and energy data holdersin
the CDR, aswellas41 accredited datarecipients. There were alsoa
further 154, mostly fintechs, providing CDR services to consumers
through representative arrangements. Mr Crone acknowledged
thatdespite arecent uptickin use by fintechs and smallerenergy
companies, the CDR needs to shift focus from being supply-driven
tomore of aconsumerdemand-driven scheme. He noted areas
with potentially strong consumerinterestinclude consumer
finance and borrowing, energy switchingand accounting services.
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AN INDUSTRY AT THE CROSSROADS - WHERE TO
NEXT IN FINANCIAL SERVICES SECTOR M&A?

Key takeaway: Noting M&A activity has been driven by regulatory intervention, it can be critical to engage with
regulators in a careful and collaborative way, especially in the context of transactions involving formal regulatory
approval processes where the regulator’s role is to ensure that members’ interests are protected in the transaction.

Ithasbeenjustoverfiveyearssincethe
Final Reportinto the Royal Commission
intothe Banking, Superannuation and
Financial ServicesIndustry was tabled to
parliament. Now that the aftermath of the
Royal Commission hasimpacted M&Ain
thefinancial services sector, such as
accelerating furtherthe exit of big banks
from financialadvice, it’san opportune
timeto consider the role M&Awill playin
the next phase of the sector.

Apanelofleading M&Aindustry playersand
sectorleaders, chaired by Gilbert + Tobin
Partner Adam D’Andreti, explored the ways
thatemergingtrendssuchastheneedto
facilitate broaderaccesstofinancial advice,
the heightened expectations of regulators
andtheroleof alternative funding sources
totraditional banking may influence
financialsector M&Ainthe future.

Mr D’Andreti started the discussion by
highlighting that the role of the Royal
Commission’sfindings driving trendsin
M&Ain thefinancial services sector have
now fully played out. Rather, in the past

fiveyears, financial services M&A has also
beensignificantly influenced by a raft of
regulatory changes, heightened regulatory
expectations, therole of technology and
desire for growth.
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The panel,comprising Kelly Power, CEO Superannuation of Colonial First State, Anthony
Brasher, Founding Partner and Head of Financial Services & Technology Group of
Barrenjoey Capitaland Alex Kauye, Partnerat Gilbert + Tobin, discussed the following:

1. Thecurrentregulatorylandscape for M&Atransactionsis “alot clearer” when
compared with the complexity of regulatory unchartered watersin theimmediate
aftermath of the Royal Commission and during the COVID pandemic.

2. Themajorbanks have responded to the Royal Commission by returningto their core
business with adomestic focus by way of divestments, particularly in relation to
financial advisory businesses.

3. Theincreasingchallenge faced by smaller superannuation funds to stay competitive
and meettheincreasingregulatory demands and to provide the level of customer
servicerequired.

4. Unlike M&Ain other sectors where priceis the most determinative factor, successful
execution of regulated financial services M&A calls fora much more nuanced
assessmentduetothecriticalimportance of early, carefuland collaborative
engagementwith the regulators whose roleisto safeguard the interests of members.
Navigatingthe foreign investment frameworkis also challengingand involves
additional considerations.

5. With the banks potentially poised fora “back to the future” return to wealth
management in their new environment post-Royal Commission, their ability to
compete with bigtech companiesand non-bank lenderswill be closely linked to
their ability to quickly develop user-friendly technology platforms and tools to
enhanceservice delivery.

6. Legislative reforms comingoutoftranche2 ofthe Federal Government’sresponsetothe
Quality of Advicereview are expected to movein adirection that facilitates greater
accessto “simple advice” as part of acomplementary service offering by financial
institutions. Thisis expected to drive M&A or complementary activities (like
partnerships) asfinancial sector players look toincorporate afinancial services offering.

Interms of M&A hot spots over the comingyears, the panel’s predictionsincluded:

1. continued role of private equity and foreign investment;

2.investmentin technology to ensure scalability of new financial advice ecosystems;
3.interesting partnershipsto emergeinfinancial advisory business;

4.continued superfund mergers; and

5.forbig4 banks, increasing appetite for opportunities to diversify their offering by
providing complementary products and services for customers.
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DIGITAL DISRUPTION AND FINANCIAL SYSTEMS -
CHANGING REGULATORY PARADIGMS

Key takeaway: In navigating digital disruption, the regulatory context is very important given the constant change
of payment regulations and in very different markets. Businesses may wish to build in regulatory controls and

environments accordingly.

Payments are the essential rails above which oureconomy
operates. Digitaldisruptionin paymentsincluding the growing
prevalence of mobile platforms and applications have challenged
traditional regulatory paradigms that were relatively ‘stable’ for
the two decades since our payment regulation wasintroduced in
1998. The need to ‘modernise’ regulatory settings to account for
thesetrendsisnotlimited to the payments space but there have
been key developmentsin this partofthe industry. In Australia,
this has led to two significant reforms beingintroduced to the
Payment System Regulation Act (PSRA) and the Payment
Licensing Scheme (PLS).

Chaired by Andrew Low, Gilbert + Tobin Partner, the panel
discussed the commercial experience of those at the forefront of
the digital shift, the drivers behind payment reformsin Australia,
how they may be effectivelyimplemented, and bringing an
international comparative perspective on how other countries are
addressing these challenges.

Professor Philip Marsden, Deputy Chair, Enforcement Decisions at
the Bank of England, highlighted that the areas of focusin the UK are
interoperability and access, with the approach to pro-competition
regulation being expressed as “we’re not breaking them up, we’re
opening them up”.He acknowledged that it can be difficult to
innovatein avery complicated regulatory environmentand the
UK’s approach hasinstead opened competition and access.

Sally Etherington, Acting Head of the Payments and Financial
Innovation Branch of the Department of Treasury, outlined
Australia’s payment modernisation journey, including the 2020
Farrell review which made the following critical recommendations

that were ultimately adopted by the Government: for Government
totake amore leadingrolein the payment system; more
coordination between regulators (the RBA,ACCC, ASIC and APRA)
and an updated regulatory architecture; and asimpler licensing
regime. The two key legislation reforms coming from that review
include, firstly, updating the PSRA to broaden the definition of
what a payment systemis, and the introduction of a power for the
Ministertointervenein paymentservices or payment systems
and, secondly, updating and simplifying the PLS. Ms Etherington
explained thatthe goal was to ‘future-proof’ the PSRA and for the
two systems towork together, noting that many regulators play a
differentrole and co-regulate a lot of different spaces.

From anindustry perspective, Ethan Teas, Executive General
Manager, Payments at the Commonwealth Bank of Australia, said
the most significant digital disruptions and trendsin how
consumers and businesses make and receive payments are: as
discussedinthe 2021 Furman report, there are more parties
involved in any payment than ever before; the revolutionin
account payments, which centres on the data and having more
structured data and on real-time payments; the fall of fraud but
rise of scams; and the structural role change for ‘big tech’ and how
they’re participatingin payments.

The panellists agreed the regulatory contextis very important
given the constant change of paymentregulationsandinvery
different markets. They highlighted the need to build in regulatory
controls and environments accordingly - without losing sight of
the need to maintain economic sustainability for those investing
inthe paymentinfrastructure.

-
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WE HAVE REGULATORY GRID! NOW WHAT?

Key takeaway: The financial services regulatory grid, if implemented effectively, will enable industry participants to
manage their response effectively and focus resources on building their businesses. For regulators, the grid will
improve transparency and facilitate a more coordinated consideration of timing and implementation of initiatives.

Lauren is the Acting
Reguiators and -y
of the Treasury. In [
responsible for
ersight

of the financiale

Therearefewindustriesinany economy as highly regulated from as
many policy perspectives asfinancial services. Theannouncement
from government of the financial services regulatory grid, to be
based onthe UKmodel, hasbeenwarmly received acrossthe
industry. Effectiveimplementation will be critical for the grid to
achieveitsobjectives of reducing regulatory burden and costs for
business, regulatorsavoiding duplication, building shared strategic
priorities,and focussing on how to bestimplement reforms.

Moderated by Gilbert + Tobin Partner Tanya Macdonald, the
session explored the practicalimpact of the grid on the financial
servicessectorand how the grid and its supporting processes
should be setup forsuccess.

Mike Lawrence, Chief Executive Officer of the Customer Owned
BankingAssociation (COBA), who was instrumentalin advocating
forthe developmentofthe grid, explained that the genesis of
advocacy forthe grid began by reflecting the sheer volume and
scale of upcoming policy, legislative and regulatory initiatives
facingthefinancial sectoron a page, aptly titled the “death star”.
While theimpact of regulation becomes more disproportionate
forsmaller businesses, eventhe larger businesses have finite
resources for beingacross the various forms and timing of
regulation. The grid will help manage risks and provide better
feedback.

LaurenHogan, Assistant Secretary, Regulatorsand Capital
Markets Branch at the Department of Treasury, said the purpose
ofthe gridistoincrease coordinationand transparency. The grid
will coverthe entire financial sectorand the activities of agencies
including the ACCC,APRA, ASIC,ATO and RBA across policy and
legislation development, regulatory guidance,implementation
work and reviews, and material data collection. It will not cover
confidential or market-sensitive information, enforcement
activities of the regulators, whole-of-economy activities affecting
othersectors (such aschangesto the privacy law) and usual
engagement pieces. The grid will evolve over time, takinginto
account market feedback. Ms Hogan emphasised that Treasury is
notlookingto underminethe activities of the agencies; rather, the
aimistoimprove coordination.
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Kate O’Rourke, ASIC Commissioner, said ASICisenthusiasticabout
thegrid andisalready taking steps that achieve similar objectives.
Forexample, ASIC has been publishingaforward work planandis
coordinating with otherregulators, but this will be more powerful
with the developmentofthe grid. The grid will support ASIC’s
prioritiesand initiativesto play a greaterrolein determining the
“whenand how” ofitsregulatory guidance, ASIC instruments, and
thematicsurveillance and data collection. Ms O’Rourke cautioned
thatthe grid has a materiality threshold and so there are some
initiativesthat ASIC willundertake that will not meet that threshold.
While there may be aspects of the grid that won’tachieve all of the
goalsimmediately, itisaveryvaluableinitiative.

AnnaBligh, Chief Executive Officer of the ABA, said that the grid is
agood placetostart. She highlighted the most powerfulimpact
ofthe grid willhopefully be what happens around the table
betweenregulatorsindiscussingthe grid,and mostimportantly
challenging each otheron prioritiesand the most optimal timing
foractivities. Both Ms Bligh and Mr Lawrence emphasised the
importance of focusing on consumers, and urged agencies to
continue considering theimpact of regulation on businesses of all
sizesto enhancetheirability to compete. Ms Hogan said the grid
should improve the outcomes for consumers and Ms O’Rourke
noted the grid willenable agencies and businesses to start
planningahead of time.

Sincetheannouncementofthe grid, Treasury hasfinalised the
generaldesign of the grid (with consultation and input from
regulatorsand industry), which will comprise areport providing
introductory comments, aninteractive dashboard to be published
online,and aspreadsheet containingrelevantinformation. Next
stepswillinvolve goingouttoindustry on design, usability and the
type of contentand activities listed in the grid.

Theregulatory grid is an exciting development,anditsimpacton
industry will beinterestingto watch. The success of itsadoption
may pave the way for similarinitiativesin other highly regulated
industries.
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CPS 230: ELEVATING YOUR OPERATIONAL RISK

GAME

Key takeaway: Implementing CPS 230 should be an exercise led by the business or with business input, especially
with respect to tolerance setting and developing business continuity arrangements. APRA will not be providing any
more guidance and emphasises that CPS 230 is not a compliance checkbox and requires continuous monitoring and
improvement in operational risk management practices.

CPS230isarguably one ofthe mostsignificant prudential ‘bar
raisings’in recentyears. This session, facilitated by Gilbert + Tobin
Partner SilvanaWood, explored the key issues relating to
operationalrisk management currently being faced by theindustry
ahead of the looming commencement date of 1 July 2025. Inthe
words of Australian Prudential Regulation Authority (APRA)
Executive Board Member Therese McCarthy Hockey, CPS230is set
to‘lightafire’under APRAregulated entities so that they act with
heightened urgency to addressemerging operationalrisks posed
by new technologies, innovation and evolving cyber threats.

Mike Devine, Head of Operational Resilience and Transformation,
Non-Financial Risk,at APRA, indicated that critical operations,
tolerance settingand material service providers are key areas of
focus. Herecommended getting the business engaged earlyin
settingtolerance levelsfor critical operations and clarifying
accountability to understand what should be monitored and
adjusted to avoid, ratherthan to simply react to, an event. He also
clarified that APRAwill not be releasing additional guidance and
noted that APRA has already engaged extensively with industry
and provided acompliance checklistand material service
providerregister template to assist entities toimplement the
standard. Heindicated that it was unlikely APRAwould provide a
further extension for compliance with the requirements relating
to material service provider contracts.

Gemma Kyle, Chief Risk Officer of Rest Super, highlighted several
differencesinthe approachesto managing operationalriskin
Australiaand the UK, including that the UK views determining
critical operations through an operations, not through arisk lens.
Shealso highlighted that collaboration among regulated entities
inthe UKis fantasticand recommended that Australian entities
also collaborateto ensure that resilience across theindustryasa
wholeisachieved,and notjustforindividual regulated entities. As
Ms Kyle observes, CPS230isan opportunity for managersto
understand their business end to end, including how their
business deliversvalues and how the business can be optimised,
through anunderstanding of key controls.

Cameron Pelling, Chief Risk Officer of TAL, noted that determining
tolerance levelsisanongoing process which will require continual
review and improvement. He suggests that there should be a
common understanding across the companyinrelationto
tolerance levelsforcritical operations, given that processes are
interconnected. Similarly, with respect to business continuity,
thereshould be a shiftin mindset to a horizontal view (to
understand where processes are interconnected), whereas
previously business continuity tended to be viewed vertically for
individual business divisions and functions. Finally,asan
APRA-regulated entity subjectto CPS 230 and as a material
service provider, headvocates that there should be consistencyin
assurance models acrossstakeholders to ensure efficienciesin
compliance costs are achieved and a higher quality of assuranceis
delivered.

Jane Couchman, Chief Risk Officer of Aware Super, said the
standard takes operationalrisk to awhole different leveland as it
should, because of theimpacts of getting it wrong. Ms Couchman
highlighted that CPS230isa culturaljourney and thatitshould be
led by critical operations ownersinthe businessrather than by
legal,compliance andrisk stakeholders. She considersitis
importantto ensure theimplementation of this new standard is
notapproached asa ‘setand forget’ compliance checkbox
exercise.

Andrew Hii, Gilbert + Tobin Partner, noted that CPS 230 presents
anopportunity for businesses to uplift their service provider
contracts. Thisis because CPS 230 provides a perspective for
entities to consider whethertheirinternal standard form
contractsarestillappropriateinaCPS230world and alsoin light
of broader conceptssuch asservice levelsand service reporting.
He emphasised that thisisa much more tailored exercise and
noted that entitles will need to consider how to go about updating
these contracts.
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NAVIGATING SCAMS: INDUSTRY ADVANCES AND
REGULATORY DEMANDS

Key takeaway: Scams are an economy wide issue, and rightly require a cross-sectorial, co-regulatory, adaptive and
data-led approach to regulation. Businesses involved in any part of a scam’s lifecycle should consider what they can do to
make themselves more resilient to scams, and use this period of pre-commencement of the “Scams Prevention Framework
legislation” to bolster practices and get the house in order. The challenge will be how far must a business compromise
innovation and customer experience in the name of “reasonable steps” to prevent, detect and disrupt scams.

Thefightagainstonline scams haslongbeen a game of catand mouse, with cybercriminals continually outpacing regulators using
increasingly sophisticated techniques. Today’s financial services sectoris disrupted and disintermediated, making products and

services more accessible and personalised, butalso leaving the fragmented operators more vulnerable to scams. When scammed,
consumersdon’tknow where orfromwhomto seek redress. Additionally, today’s scammers have aformidable arsenal, leveraging

artificialintelligence and other emerging technologies to deceive unsuspecting victims.

Chaired by Gilbert+ Tobin Partner Catherine Kelso, the panellists outlined the latestindustry and regulatory developmentsin
combating scams, including the role of the new National Anti-Scam Centre (NASC) in uniting the ecosystem to disrupt scams before

they reach consumers.

Currentlegalframework

GeorginaWillcock, Special Counsel at Gilbert + Tobin, explained
thatthelawis currently fragmented and until recently, there
hasn’tbeen much harmonisation across sectorsorregimes. She
acknowledged the existing broad normative obligations could be
said by regulatorsto create some level of responsibility for
financial service providersto detect, disruptand respond to
scams. However, the laws generally haven’t kept pace with the
digitaleconomy and without specific anti-scam requirements,
thereisdeviation across some marketsasto how these measures
areinfactimplemented.

Establishmentofthe NASC

Jayde Richmond, Executive Director of the NASC, explained that
the NASC has been setup tofacilitate public/ private partnership
and collaboration acrossthe ecosystem, including enablers and

regulators of scams as well as those who supportvictims of scams.

Akey principle wastointegrate, ratherthan duplicate,as much as
possible with existinginitiatives, to makeitas hard as possible for
scammers to be successful.

Whether financial services firms should be held responsible
forscams

Andy White, Chief Executive Officer of AusPayNet, said he does not
considerthe paymentand bankingsectors are proneto scamactivity
—everyscaminvolvesapaymentbutnotevery scamisapayment
scam. Paymentservice providersand banks havearoleto play within
thescam’s broader life cycle. He suggested that the focus should be
onstoppingscamsatthesource,includinginterms of digital
platformsandtelecommunicationsratherthanjustthe banks.

Rhonda Luo, Head of Strategy & Engagement at the Australian
Financial Crimes Exchange (AFCX), observed that consumersin
Australia are quick adopters of digital payments andinteractions
which makes Australians easier forscammersto attack. However,
every partofthe chain of eventsinascam’slife cycle has
vulnerabilitiesfor scammersto perpetuate that part of the scam.
Shehighlighted thateveryone hasa partto play, and that we should
notjustfocusononesector. She suggested consideringwhateach
sectorineach partofthe chain can do to make themselves more
resilient, notingthe new ABAand COBA Scam Safe Accordisan
example of initiatives designed to make the system safer.

Head of Strategy & Engagement - Australian
Financial Crimes Exchange
mn.uosmnauusy"

Engagerment at the Ausraiy
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Scam prevention framework

Ms Richmond explained the proposed scam prevention
framework willinvolve the ACCC having some overarching
obligations on designated sectors, which willinitially be digital
platforms, thefinancial services sectorand telecommunications,
whilstalso putting stepsin place so that parts of the ecosystem
canbedesignated. Governance will require regulated entities to
have policies and procedures to prevent scams and proposed
significant penalties of up to $50 million willapply, supported by a
co-regulatory modelinvolving sector-specific codes for the
designated sectors.

Ms Luo considersthat the strengths of the framework are the
intentionand mechanism to apply responsibility where they should
sit,and the ability to take some kind of action to stop ascam from
happeningorto preventordisruptitinflight. The mandatory codes
should beflexible and designed to prevent firmsfrom adapting
theirscams, given that scams can change rapidly. Mr White noted
scammersshould be called ‘criminals’and said thereis a need for
greater clarity (perhapsin the mandatory codes) on the obligations
and liabilitiesthatapply acrossthelifecycle of ascam.

From alegaland compliance perspective, Ms Willcock observed
thattherewillbe a period of learning and growth in terms of
understanding the new obligations. The principles-based
regulation creates amodel for flexible, proportionate and
risk-based arrangements but with a potential for significant
financial penalties, regulated businesses may desire some
certainty thatwhat they aredoingisenough.

FINANCIAL SERVICES FORUM EVENT RECAP AND KEY TAKEAWAYS

More specifically, Ms Willcock referenced the proposed definition ofa
scam-adirectorindirectattempttoengageaconsumerinvolvingan
attempttodeceive whichresultsin consumerlossorharm. Thisisa
far-reaching concept, requiring regulated entitiesto apply the
framework principles notonly todirect customersbutalsoindirect
customerswho may use oraccessaregulated serviceviaathird party.
It’'llbeinterestingtoseehow courtsand regulatorsapply conceptslike
proportionate liability and reasonable stepsin this context.

The framework will be tabled at the end of the year with a view to
havingthe obligationsin place early nextyear. Ms Richmond
encouraged business towork with the NASC to share data, noting
the NASCisbuildinga portaltocommence attheend of the year
and the NASC’s current priorityis regulated entities. Ms Luo
indicated thatthe AFCXhopesto playaroleininformation-
sharingand finding therightinformation to share.

Ms Willcock provided the following tips for financial services firms
to best prepare forthe reforms:

1. speakwith Gilbert+Tobinto getacrossthereformsand placeitin
the broader context of modernisation of financial services laws;

2. read ASIC’sreportsonitsreviewsintotheanti-scam measures
ofthe banks, which are likely to be indicative of the direction
that ASICwilltake in approachingregulation underthe scam
prevention framework; and

3. doaninventory of current frameworks and map these against
the proposed framework principles to identify vulnerabilities
inthe chain (noting the proposed framework requires an

enterprise-wide approach).

10
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THE
COMPETITIVE

EDGE

Get the lowdown on developments in competition law in
Australia and around the world with The Competitive Edge
with Gilbert + Tobin. Each fortnight Moya Dodd and Matt
Rubinstein explore insights and trends with our resident
experts and special guests to give you the competitive edge.

Listen on
I @ Apple Podcasts

Listen on
*e/1" Google Podcasts
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THE COMPETITIVE EDGE CRYPTIC CROSSWORD #5

ON THE OCCASION OF THE INAUGURAL FINANCIAL SERVICES FORUM

Here at The Competitive Edge with Gilbert+ Tobin we appreciate adecent grid,and when theinaugural Financial Services Forum

introduced usto the Financial Sector Regulatory Initiatives Grid we knew we had to commemorate the occasion with afinancial-

services-skewed competition-law-themed cryptic crossword.

Pleasefeel freetofillin this crossword online, or print, fill, scan and e-mail to edge@gtlaw.com.au. Thefirst person to submit a correctly

solved crossword will be an answerin the next one. You can see the previous crosswords at crossword.info/edge.

6 . 7 8 Down
Quick pickups, the laws of the land (8)

Cultorindustry? (6)

Almost normal, conservative,

controlling (10)

Iranian notes about five competitors (6)

Jettison worth, cryptically (5,3)

Wildly encirclea group of squares (4)

Rollintestcourt (8)

Also atoff (2,4)

Removingsecret status? Notifyou
startremovingsocial stratum (10)

Singbadly after meagreinclinations (8)

Be confidentifyou mostly say whoyou
are (8)

Second person, reflexive, singular,

23 24

25 regards sprite (8)

Was | moved? Partly, robotic writer (6)

Witches gatherin these cold, hot places

(6)

Unusualformerendless notice (6)

Withoutfanfare, infectious proteins

26 27

Across
Hethrew it wildly, legally with that (9)

(e}

10 Reportswithoutrecord scams (5)
11 Addasmallvolume (3)

12 AnovelDubai novelcan’tbe helped
(11)

13 Shoutsaround, hotelmightnotbe
understanding (7)

14 Akind of number, notachurch official?

(7)

16

20
21

23
25
26
27

I’llsayit’s glycol, maybeas partofan

arecharged (4)

argument (15)
Study any seal carefully (7)

Man, French water goesbeforea
subsection! (7)

Commences about four measures (11)
Headless police could beblack (3)
Partcyborg/android heartorbrain (5)

Relating to money confused last
Quechua(9)
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