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Introduction: Counterfeiting Risks
and Awareness

Counterfeit products—goods

or packaging that bear a
trademark that is virtually the
same as one registered to an
authorized owner—are one of
the most significant global risks
to intellectual property rights
owners (Wilson, 2017). Their
effects can harm consumers, rights
owners, and governments. For
consumers, counterfeit products
can pose risks to health and safety.
For rights owners, counterfeit
products can pose risks to profit
and innovation. For governments,
counterfeit products can pose at
least two types of risks. The first
of these is loss of tax revenue.
The second is expenses to
combat counterfeiting, either

in enforcing anti-counterfeiting
laws or in mitigating its health
and safety effects, including the
support counterfeiters offer to
other criminal activity, including
terrorism.

There are many strategies to respond to and prevent
counterfeiting. Among these are

- education

- enforcement

- supply chain security
- awareness.

This paper focuses on public awareness regarding counterfeiting and
ways to increase it. Awareness has long shaped the risk of and response
to product counterfeiting. Previous research (Wilson, 2015) found

one reason for a lack of awareness is the lack of understanding that
intellectual property rights violations are crimes with victims. Yet buyers
are becoming more exposed to counterfeit products and their harms as
commerce, particularly online, grows.

Increasing “the public’s general consciousness” about counterfeiting,
one law enforcement official noted, “can make counterfeiters’ jobs

much more difficult” (Wilson, 2015). This paper seeks to increase that
awareness—and to explore why it may not always exist. To do so, we

first examine available information on product counterfeiting. We briefly
review counterfeit products by type and intent of counterfeiter. We
review the sources of counterfeiting risks, including demand for and
acceptance of counterfeit products. We then turn to industry and
product issues, including how harms of counterfeit products may vary
by the type of product, and what this means for awareness efforts. We
explore different messages that might be conveyed in anti-counterfeiting
efforts, and who might be best positioned to deliver such messages most
effectively. We conclude with a summary of what may be done now to
increase consumer awareness of product counterfeiting.
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The Size — and Growth — of Product Counterfeiting

Product counterfeiting is a large and growing problem.
The most recent global estimate by the Organisation for
Economic Co-operation and Development (OECD) and
the European Union Intellectual Property Office (EUIPO)
shows that counterfeit and pirated products in 2016 may
have amounted to as much as $509 billion, representing
3.3 percent of world trade (OECD and EUIPQ, 2019). This
was an increase from 2013 estimates of $461 billion and
2.5 percent of world trade.

Counterfeiting is a widespread activity. In estimating the
propensity of different national economies to export
counterfeit products, the OECD and EUIPO (2019)
found counterfeiting activity in nearly 150 different
nations. While China has long been of concern to anti-

Figure 1: Counterfeiting Propensity Score, 2016
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counterfeiting efforts, other nations with relatively high
propensity to export counterfeit products are scattered
throughout the world, including Africa, the Americas,

and Europe (Figure 1).1 Other nations may also serve as
centers for distributing counterfeit goods to other nations
(Macolini, 2019). And counterfeiters may produce goods
for domestic consumption that do not appear among
seized imports.

Counterfeits are present in a remarkable variety of
products. The top 20 categories of counterfeit and
pirated goods that the OECD and EUIPO (2019) identify
include items as disparate as electrical machinery, jewelry,
furniture, foodstuffs, perfumes, pharmaceutical products,
watches, and tobacco (Table 1).

¢

"A high counterfeit propensity score implies “that a given economy is reported to be a provenance of high values of counterfeit and pirated products
in absolute terms (e.g., USD) or that a large share of total imports from that economy is counterfeit and pirated products” (OECD and EUIPO, 2019, p.
40). For more information, see OECD and EUIPO (2019), especially Appendix A.

2Counterfeit goods are tangible goods that infringe trademarks, design rights or patents; pirated goods are tangible goods that infringe copyright

(OECD and EUIPO, 2019).
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Table 1: Estimates of Main Counterfeit and Pirated Product Categories, 2016

Product category

Electrical machinery and electronics
Jewelry

Optical, photographic, medical apparatus
Clothing, knitted or crocheted
Machinery and mechanical appliances
Footwear

Clothing and accessories, not knitted
Toys and games

Furniture

Vehicles

Articles of leather; handbags

Other made-up textile articles
Foodstuffs

Plastic and articles thereof
Perfumery and cosmetics
Miscellaneous manufactured articles
Pharmaceutical products

Watches

Knitted or crocheted fabrics
Tobacco

Source: OECD and EUIPO, 2019

Types of Counterfeit
Products — and Consumer
Understanding of Them

Counterfeit goods vary in how they are presented to the
consumer. In particular, they may be deceptive or non-
deceptive (Berman, 2008; Cesareo, Pastore, and Williams,
2017). Deceptive counterfeit goods are those that
consumers think are genuine. Non-deceptive counterfeit
goods are those that consumers likely understand are
not genuine articles of the brands whose trademarks the
goods bear.

The least-deceptive counterfeits may be those with

the lowest prices relative to authentic goods, lack of
traditional packaging, or unusual distribution channels
(Berman, 2008). Purchasers of luxury watches, handbags,
or accessories at low prices in open-air markets
understand the products are not the genuine item. In one
recent case, a seller of counterfeit goods used social
media sites and clandestine meeting spots to sell fake
Rolex watches for $200 to $300 that, if real, would be
worth $17,000 to $20,000 (Roustan, 2019).

Other counterfeits may be “reverse-engineered” or

Share in global trade of fake goods

Value of fake exports (USD billion)

35.0 138.0
12.6 498
6.7 26.7
6.3 24.8
5.0 19.7
35 139
34 13.6
3.0 1.8
29 1.5
25 10.0
21 8.5
20 81
1.6 6.2
1.5 61
14 54
1.2 4.6
11 44
11 4.2
07 2.6
0.6 2.3

produced from copied design files, often in an attempt

to deceive consumers. In one case, hackers obtained
disposed hardware or loosely guarded software to devise
counterfeit versions of computer games (Koerner, 2018). In
another, an engineer stole components of his employer’s
software to produce a copied version for a firm operating
wind turbines (Mayers and LeMieux, 2018).

Deception may increase further with improper labeling
of goods that were not properly labeled as second-
quality or for destruction. For example, a semiconductor
company may mislabel its inferior parts with the logo of
a more reputable company whose products commands
higher prices (Rako, 2017). Such goods are then sold to
an unsuspecting manufacturer that did not see the chips
in production. Subsequent failures are then blamed on
the more reputable manufacturer, whose logo the faulty
products bore.

Finally, current or former suppliers may produce surplus
products and and sell these without knowledge of the
rights owner. Because these goods are made on the same
equipment used to produce versions authorized for sale,
they can be indistinguishable from genuine articles. Such
versions may not, however, be customized for regions

in which they are ultimately sold, and leave consumers
without warranty rights (Menon, 2016).



WHITE PAPER

Harms of Counterfeit Goods

Harms of counterfeit goods can vary by entity and type of
product. Obviously, purchasers of deceptive counterfeits

are defrauded from receiving genuine products. They are

victims of counterfeit trade.

Purchasers of non-deceptive counterfeits may not see
themselves as victims, and it is more difficult to see

their victimization. Yet the harms from such counterfeit
products are still real. While purchasers of “knockoffs”
might not purchase a genuine good, the genuine product
manufacturer still suffers damage to its image from a large
supply of knockoff goods.

More generally, counterfeit goods can pose three levels of
harms: to individuals, to legitimate businesses, and to larger
entities such as governments and societies. These may
vary by product and intended use, but they may overlap.
Table 2 summarizes these levels of harms, which we
discuss below. Many harms can affect more than one level.

Table 2: Levels of Harms from Counterfeits

Level Examples

Individual . Fraud
- Health and Safety
Business - Loss of sales
- Harm to reputation
- Possible warranty, liability, and legal costs
« Fraud from unwitting purchases of
counterfeit supplies
Government, - Loss of tax revenues otherwise accrued
economy, from sale of legitimate goods
society - Expense of tax revenues for enforcement

- Loss of innovation
- Threats to public health
- Threats to public security

Individual consumers who purchase counterfeit goods are,
especially if they believe they are purchasing legitimate
goods, denied the use of legitimate product. Of course,
some consumers may still choose to purchase counterfeit
goods for other reasons, such as their lower prices. But
many direct harms can result from use of counterfeit
goods. Counterfeit vaping products, for example, may be
responsible for some recent vaping-related deaths in the
United States (Kuznia and Sun, 2019).

Legitimate businesses suffer a wide variety of harms from
counterfeit products. Both brand owners and authorized
retailers may suffer loss of income for legitimate products.

Counterfeits can also affect sales of brands that

are less heavily counterfeited. Consumers buying
counterfeits of more expensive brands may substitute
the counterfeits for purchases of lower-priced
genuine brands (Bian, 2018). Brands may suffer loss of
reputation from poorly performing counterfeit goods
that illegitimately bear their trademark, and even
warranty, liability, and legal costs for them. Given that
the 100 most-valuable brands in the world are worth
an estimated $2.33 trillion, damage to brand reputation
can be immense (Badenhausen, 2019). Counterfeiters
also undermine the investments that brands make

in research and development. This amount can

also be substantial; in 2018, the 1,000 largest global
public companies spent $782 billion in research and
development (PwC Strategy&, 2018). Counterfeits
cause companies to compete at some level against
their own proprietary products offered at lower

costs (Macolini, 2019). Businesses themselves can be
unwitting purchasers of counterfeit goods and suffer
harms from subsequent poor performance of these
goods. Contractors for the U.S. Department of Defense,
for example, have inadvertently purchased counterfeit
goods from suppliers, with these goods then being
used as components for products sold to the military
(Sullivan and Wilson, 2017).

Finally, larger entities such as governments, economies,
and societies may all suffer from product counterfeiting.
In addition to being unsuspecting consumers of
counterfeit goods, governments must use resources

to pursue counterfeiters while losing tax revenues that
legitimate products might contribute (for an overview of
all the levels of law enforcement that may be involved
in pursuing product counterfeit cases, see Heinonen
and Wilson, 2012). Governments may have particular
vulnerabilities to products in their purchases of goods
and services, in part because of the information that
counterfeiters can glean from prior public tenders.

Economies are deprived of jobs and innovation when
legitimate manufacturers lose the ability to overcome
the losses they suffer from counterfeiting. While
counterfeit manufacturers may employ workers, such
labor is typically unregulated, low-paid, and sometimes
even forced, with workers not having the same
protections they enjoy in more regulated employment
(United Nations Office on Drugs and Crime, 2019).
Societies may suffer risks to national security through
poorly performing military hardware, public safety
through links to criminal activity (United Nations
Office on Drugs and Crime, 2019; Sullivan, Wilson, and
Kinghorn, 2017), and public health through counterfeit
health and safety products (Joshi, 2018).
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Assessing Levels of and Means for
Improving Consumer Awareness

This paper reviews a sample of research and other publications
on what is known about levels of counterfeiting awareness, their
harms, and possible future directions for action. The focus is

on identifying the need and developing content for proactive
awareness, communication, and education to consumers who may
buy counterfeit products.

In the next section, we explore sources of demand and supply for
counterfeit products. These may include demand for products that
can be fulfilled by legitimate or counterfeit manufacturers, cultural
acceptance of counterfeit products, characteristics of counterfeit
goods such as their profit margins and low risk of detection, and
technological advances that are increasing the capabilities of
counterfeit manufacturers, particularly in making products more
difficult to distinguish from those of legitimate manufacturers.

After reviewing the sources of counterfeit risks, we note some
specific industry and product issues. Counterfeit harms can vary by
product. Such harms might be direct and immediate, both direct and
indirect, or not immediately seen. As a result, different counterfeit
products might require different tactics to reduce demand.
Consumers, for example, may need more awareness than persuasion
to avoid counterfeits that can cause direct and immediate harm. For
counterfeits whose harms are more diffuse, consumers may need
more persuasion than awareness.

We then discuss identifying and delivering anti-counterfeiting
messages. Messages should be both general and specific.

Some messages, for example, could cite the general harms of
counterfeiting. Others can inform buyers the specific ways they can
avoid counterfeits. Different stakeholders have different roles to play
in delivering anti-counterfeiting messages. Manufacturers should
focus on awareness, product education, and market monitoring,
while public bodies should focus on general education, reporting,
and enforcement.
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Sources of Counterfeiting Risk

Counterfeit risks arise from
myriad sources and can be
affected by broader trends.
Perhaps foremost of these

is the demand for products.
Counterfeiters, like legitimate
manufacturers, seek to fulfill
inherent or instilled demand for
products. Cultural acceptance
may also aid counterfeiters in
selling their products. Many
consumers knowingly purchase
counterfeits, and often do

not see why purchasing such
products is wrong.

Counterfeiters may be drawn to
the field because they can realize
the same profits that legitimate
manufacturers do—or even more,
given that they do not incur all the
costs of legitimate manufacturers.
Counterfeiting often has a low risk
of detection and has been treated
leniently as a criminal offense,
making the field attractive to
criminal organizations.

Finally, technology can facilitate
counterfeiting in multiple ways.
Low-cost technology, such as 3-D
printing, can make counterfeiting

easier to accomplish. Internet
technology also expands markets
for legitimate and counterfeit goods
alike. At the same time, technology
may help increase detection of
counterfeit products.

The Demand
for Counterfeit
Products

Among the most-cited reasons

for counterfeit purchases is price.
Counterfeiters, not having the
costs that legitimate manufacturers
have, can sell their wares at lower
prices. Stolen or counterfeit

goods can represent a cost or
benefit advantage to the consumer
(Albers-Miller, 1999). Quality may
only be a minor consideration. For
example, nearly three-fourths of
respondents to a European survey
suggested low price was the main
reason for counterfeit cigarette
purchases; only 1 percent suggested
counterfeit cigarettes tasted
better (European Commission,
2016, but see also Macolini, 2019,
for a case involving counterfeit
tobacco products that were more
comparable to legitimate ones).

Consumer preferences for legitimate
or counterfeit products may depend
on how comparable products are. For
example, among products for which
there is low parity between counterfeit
and legitimate products, that is
products for which counterfeits are
clearly inferior to genuine products,
consumers buying counterfeits

are likely to be price-sensitive,

while consumers who do not buy
counterfeit products are likely to be
risk-averse (Tom et al., 1998). Among
products for which counterfeits are
more comparable to genuine goods,
counterfeit purchasers may view
themselves as sly shoppers, or enjoy
“the hunt” (Bian et al., 2016), while
those who avoid counterfeit goods
do so for ethical reasons. Motivations
for buying (or not buying) counterfeits
may vary by the perceived quality of
the counterfeit product.

The relationship between product
price and counterfeit preference can
be nuanced. There is some evidence
that while those knowingly purchasing
counterfeit goods may be sensitive

to price, they may also believe that
higher-priced counterfeit goods are of
higher quality (de Matos, Ituassu, and
Rossi, 2007).
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Finally, those who buy counterfeits may become more
favorable to future counterfeit purchases (Tom et

al,, 1998). Being in the presence of other counterfeit
shoppers may also boost likelihood of purchasing
counterfeits (Albers-Miller, 1999). For some products,
conversion from counterfeit to legitimate products
may be possible. Buyers of counterfeit luxury goods,
for example, may shift from using counterfeit goods

as a means to access the community surrounding a
brand to acquiring a mix of legitimate and counterfeit
goods to becoming an owner solely of legitimate goods
(Stottinger and Penz, 2015; Wilcox, Kim, and Sen, 2009).

Cultural Acceptance of
Counterfeit Products

Consumers may be willing to purchase counterfeit
goods if they are with others who are doing so
(Albers-Miller, 1999). In some extreme cases, entire
marketplaces are devoted to the sale of counterfeit
goods. In the United States, guides have been published
to counterfeit goods for sale on Canal Street in New
York (Staley, 2013). In Canada, sales of counterfeit
goods at Pacific Mall in Markham, Ontario, have been so
widespread that they helped land Canada on counterfeit
market watchlists (Office of the United States Trade
Representative, 2019). La Salada market in Buenos Aires
provides one example of how illicit trade is socially
engrained in some areas (Betti, 2017).

More typically, cultural acceptance of counterfeit
products may be more diffuse or related to other
attitudes. Researchers have long noted consumer
attitudes toward lawfulness and the legality of
purchasing counterfeit products are associated with
consumer likelihood of buying counterfeits (Cordell,
Wongtada, and Kieschinick, 1996). Buyers of counterfeit
goods may be less likely to view such goods as

risky or unethical and more likely to think they can
benefit society (Ang et al., 2001). In some nations,
leaders can be complicit in counterfeiting, viewing

it as a replacement for social programs, and even
seeking to force legitimate manufacturers to work with
counterfeiters (Macolini, 2019).

Altogether, consumer attitudes toward counterfeits are
influenced by perceived risk, previous purchases of
counterfeits, attitudes of relatives and friends, personal
integrity (e.g., honesty, politeness, responsibility), and
need for personal gratification (de Matos, ltuassu, and
Rossi, 2007). Recent research (Fejes, 2016) has also
found approval of counterfeits by friends and family,
opportunity to purchase counterfeits, and positive
attitudes toward counterfeit products contribute to the
decision to buy counterfeit products.

Lures for Counterfeiters

While the overall counterfeiting trade is small, it is
substantial and can be attractive to some producers.

Product counterfeiters are largely unseen competitors who
leverage the investments of legitimate manufacturers in
research, development, marketing, and distribution to their
own advantage (Kinghorn and Wilson, 2013). Counterfeiters
have fewer requirements to enter a market than a legitimate
producer does. To be successful, legitimate producers
need to fund research and development, manufacturing,
and marketing and advertising. These generate brand
recognition, product demand, and marketplace entry.

By providing these for itself, legitimate producers also
provide them for counterfeit producers. As legitimate
manufacturers expand opportunity for themselves, they
also expand them for counterfeiters. Opportunities

for counterfeiters can be particularly great when the
popularity of a legitimate product exceeds supply.

While counterfeiting is a criminal activity, it can have a

low risk of detection and is often treated leniently. Many
counterfeiting penalties may be appropriate for individuals
producing and distributing counterfeits on their own, but
be inadequate for large-scale operations (Macolini, 2019).
Counterfeiters may diversify their wares to minimize

their risks (Ellis, 2017). They may shift their manufacturing
locations (e.g., making counterfeits domestically rather
than risk detection of counterfeit goods as they cross
borders). In some cases, counterfeiting operations can
change locations quickly, evading enforcement (Macolini,
2019). Counterfeiters may also use private courier services
to ship their wares, particularly for smaller items (Gibbins,
2017). Tax stamps on some products (e.g., tobacco) might
help curb counterfeiting, or provide another means for
identifying authentic product, but such stamps themselves
may be counterfeit (Chaudhry and Zimmerman, 2017).

The low risks of detection, lenient penalties, minimal
investments required, and potential for high profit make
counterfeiting an attractive target for criminal activity,
including terrorists who may rely on it for financing of their
activities (Union des Fabricants, 2016).

Efforts to make counterfeiting more difficult can be
complicated or time-consuming (Betti, 2017). Legislation
can target counterfeiting activities and make penalties for
them stronger, but passing legislation is time-consuming.
Law-enforcement operations provide a more rapid
response but may only address part of the problem or
pose only a temporary obstacle. Many counterfeit goods
cross borders, but trade treaties often do not consider
counterfeiting. Some of these efforts could be made more
comprehensive. Trade treaties, for example, could offer

a means to address counterfeiting through mutual legal
assistance, police cooperation, or joint investigative teams.
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Technological Advances

Counterfeiters may benefit from technological
advances in two ways. First, low-cost technology makes
counterfeiting easier to accomplish. Second, while
Internet technology expands markets for legitimate
businesses, it also does so for illegitimate ones. At the
same time, technology may help increase detection of
counterfeit products.

Use of Technology in Making

Counterfeit Goods

One of the greatest technological concerns in product
counterfeiting is three-dimensional (3D) printing. Some
brand protection professionals have noted that this
could enable parts printing, which in turn would lower
the barriers to entry for counterfeiters (Wilson, 2017).
Most respondents in an online poll with participants
from multiple industries indicated 3D printing is a
threat to their brand; respondents from the electronics
industry and the medical devices and pharmaceutical
industry were most likely to say so (Temperature test:
3D printing, 2018). In extreme cases, individuals can
“outsource their whole counterfeiting operation” to
suppliers offering to counterfeit brands on business-to-
business marketplaces (Macolini, p. 37).

Electronic Commerce and

Markets for Counterfeiters

A still greater concern is the expansion of markets for
counterfeit goods through electronic commerce. Just
as electronic commerce enables legitimate commerce,
so it enables illicit commerce. lllicit commerce has
been present on electronic commerce since its advent
(Tanji, 2017). The global scale of the problem and speed
of Internet markets make it difficult to address illicit
electronic trade, as do outdated legal regulations.

Counterfeit products might be sold on their own sites
(Wilson and Fenoff, 2014) or through legitimate thirdparty
marketplaces (Brumley, 2019; Segran, 2019). Buyers who
are older or who have higher ethical standards are less
likely to buy online counterfeit products, although for
some products, such as fashion, customer bases for
counterfeit products are growing older (Edwards, 2017).
Among U.S. shoppers, persons 18 to 50 are more likely
to deliberately visit rogue websites than are persons

of younger or older ages (Figure 2). For regulated

goods such as tobacco and pharmaceutical products,
online purchases are relatively less frequent, but the
proportion of illicit online purchases (both counterfeit
and others) of such products is relatively high (Kennedy
and Wilson, 2017).

Figure 2: Distribution by Age of U.S. Population and
Rogue Website Visitors, 2016

40%

Age <18 18-31 31-50 50+

. Total population Adapted from Edwards (2017)

B Rogue website visitors

Third-party marketplaces are of increasing concern for
product counterfeiting. One trade group recently sought
to place foreign sites of a leading third-party marketplace
on an official U.S. list of notorious markets for counterfeits
(Kim, 2019). Legitimate third-party marketplace sites are
increasingly recognizing the risk, including statements

in regulatory filings. Some also seek to outline
responsibilities for marketplaces, sellers, and buyers, with
best practices including clear terms of service for sellers
and stronger enforcement by platform owners (see, for
example, Online platforms, 2017).

An increasing proportion of counterfeit sales is occurring
on social media sites. Recent research finding most
online transactions of counterfeit goods were complicit
found nearly half these purchases involved social media
communications, particularly in closed groups (Collopy,
2017). Social media presents a two-fold challenge to anti-
counterfeiting efforts: both closed communications and
open marketing of counterfeit products may take place
on social media sites. Closed communications that leave
no traces may be increasing most among younger users
(Grammich and Wilson, 2018).
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More clandestine counterfeit sales may occur on the “deep’
and “dark” web not indexed by regular search engines
(Grammich and Wilson, 2018). Only about 10 percent of the
Internet is indexed by regular search engines; the remainder
is in the deep web. While most of the deep web is legitimate
information and activity (e.g., legal documents, organization-
specific repositories), the dark web subset, accessible only

by certain browsers designed to ensure anonymity, is home to
illicit activity, including counterfeit marketing. Botnets, adware,
and remote access “trojans” can complicate still further efforts
to stem the tide of counterfeiting on the internet (Chaudhry,
2017b).

Finally, cryptocurrencies can enable counterfeiting. When the
online “Silk Road” black market was shut down, for example,
authorities seized more than 25,000 bitcoins from users, many
of which were untraceable (Engle, 2016). Such markets trafficking
in counterfeit and other illegal goods could not operate without
bitcoins.

How Technology Can Thwart Counterfeiting
Technology can also increase ways to thwart counterfeiters.
Technology offers ways for firms to protect their wares
throughout the supply chain and to allow consumers to verify
product authenticity (Friedmann and Struxness, 2017, Downey,
2017). Artificial intelligence and machine learning can offer
legitimate manufacturers more efficient ways to monitor online
markets (Grammich and Wilson, 2018). Online education efforts,
such as lists of authorized retailers, have been increasing.
Rights holders may find some success in scaling efforts for
botnet identification, increasing collaboration, or pursuing
alternative business models such as voluntary collective
licensing (Tanti, 2017). More generally, rights holders may move
from reactive activities and toward identifying and offsetting
new methods of piracy and leveraging value-added features
that only rightsholders can provide. Developing more traditional
relationships with online customers may also help (Kinghorn,
2017). Indeed, some new forms of “traditional” relationships may
even be formed online. Online groups of product consumers
and supporters can offer virtual guardianship for genuine
products, including tips on how to identify genuine and avoid
counterfeit products (Adams, 2016).
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Industry and Product Issues

Virtually any product can be
counterfeited. Commonly
counterfeited products include
electrical machinery, jewelry,
furniture, foodstuffs, perfumes,
pharmaceutical products,
watches, and tobacco.

Just as the use of these products
varies, so do the harms that
counterfeit versions may pose.
Some of the harms may be direct
and immediate to consumers or
businesses. Others may be more
diffuse to society.

Because the harms that counterfeit
products may pose can vary,
awareness and education should
vary as well. For some products
that pose immediate harm and
danger, awareness and education—
teaching buyers about the presence
and danger of counterfeits—may

be most important. For others
whose harms are more diffuse,
persuasion—convincing consumers
not to purchase counterfeits they
may be willing to buy—may be more
important.

Table 3: Counterfeit Harms and Communication Strategies

Product Communication

Nature of Harm Examples Strategies

Direct and immediate Pharmaceuticals Eduction & awareness

Machinery and

Both direct and indirect . .
mechanical appliances

Awareness & persuasion

Indirect Luxury goods Persuasion

Consumers are unlikely to willingly ingest fake food or medicine whose
harms can be immediate. They may only need to know how to identify such
fake goods. But they may be more willing to purchase counterfeit luxury
products whose harms are not immediately evident. They may need more
persuasion than anything else on not buying such objects.

Previous research has suggested that consumers are less likely to purchase
counterfeits that represent high investment-at-risk products (Cordell,
Wongtada, and Kieshnick, 1996). That is, consumers are less likely to
purchase counterfeits of products whose quality can only be evaluated

by use. Hence, all else equal, they may be more willing to buy counterfeit
footwear, a product with low performance risk, than a watch, a product with
higher performance risk.

We consider industry and product issues by the immediacy and directness
of risks that counterfeit products may pose. Table 3 summarizes our
approach, which we discuss further below. Some products, e.g., counterfeit
electronic goods, can cause multiple types of harm depending on the
specific good counterfeited.

™y
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First, we consider products that can pose direct,
immediate harm to consumers. Counterfeits of such
products are more likely to be deceptive. Hence,
anti-counterfeiting efforts should focus on educating
consumers how to identify counterfeits. Second,

we consider products, such as electronics, whose
counterfeits may pose direct or indirect harm to
consumers or businesses. The balance of direct or
indirect harm for a given product in this category should
shape awareness and education efforts for it, including
the balance between awareness and persuasion. Third,
we consider products, such as luxury goods, for which
counterfeiting harms may not be immediately seen or may
be tolerated by the consumer. Communication efforts
regarding such counterfeits may require more persuasion
than awareness.

After reviewing the more specific issues regarding these
different types of counterfeit products, we discuss in the
next section identifying and delivering anti-counterfeiting
messages to alert consumers on the dangers of
counterfeit products.

Counterfeit Products Posing
Direct and Immediate Harm

Among all counterfeit products crossing U.S. borders,

the U.S. Department of Homeland Security identifies a
subset as posing health, safety, and security concerns
(U.S. Customs and Border Protection Office of Trade,
2018). These include personal care goods, consumer
electronics, eyewear, pharmaceuticals, critical
components, automotive and aerospace goods, batteries
and machinery, lights and lamps, and perfumes.

We divide these further into two categories: those that
consumers may ingest or use directly on their person
(e.g., pharmaceuticals) and those that consumers may use
in other ways (e.g., consumer electronics). Of the goods
most prevalent in the global trade of counterfeit products
(see Table 1), four types belong in the category that may
cause direct and immediate harm. These are foodstuffs,
perfumery and cosmetics, pharmaceutical products, and
tobacco. Other items that the OECD and EUIPO (2019)
identifies among counterfeits and that we place in this
category include beverages and soap.

Counterfeit pharmaceuticals have long been of concern.
Substandard, spurious, falsely labeled, falsified, and
counterfeit medical products are most prevalent in Asia
and Africa, but some dimensions of the harm of the
problem remain difficult to measure (Chaudhry, 2017a). A
recent review suggested that in low- and middle-income
countries the prevalence of substandard and falsified
medicines was 13.6 percent overall (and 191 percent for
antimalarial drugs and 12.4 percent for antibiotic drugs),
with estimates of economic impact varying from $10
billion to $200 billion (Ozawa et al., 2018). Porous supply
chains and networks can exacerbate the problem, as can
rogue internet pharmacies. Counterfeit pharmaceutical
manufacturing and distribution, with its profits and low
barriers to entry in some countries, attracts both formal
and informal criminal groups. Within the United States,
one analysis found occupational counterfeiters leverage
their position as health care providers to abuse patient
trust and conceal their deviant acts; some health care
professionals use their access to legitimate processes
that facilitate counterfeiting (Kennedy, Haberman, and
Wilson, 2017).

Though less analyzed, counterfeit beverages and
foodstuffs are also prevalent and sold deceptively. One
notable case of recent years involved counterfeit shots of
an energy drink (Flemming, 2017). The conspiracy originally
involved relabeling of product but evolved to include
manufacturing. Ultimately, the scheme placed four million
counterfeit shots of the energy drink on the market. More
recently, counterfeit alcohol, tainted with methanol, jet
fuel, or embalming fluid, has been suspected in dozens of
deaths in Costa Rica, the Dominican Republic, India, and
Nigeria (Eves, 2019; Swahn, 2019).

Food, agricultural, and pharmaceutical firms seeking to
address product counterfeiting recognize the challenges
they have, as well as the tactics and issues they need to
emphasize (Grammich and Wilson, 2018). Such firms are
more likely to emphasize customer safety than those in
other industries, as well as to emphasize activities such
as legal cases, physical inspections, seizures, and training
sessions. Previous research has found reducing illicit trade
for similar goods increasingly relies on creating consumer
awareness, authentication technology, and stronger
enforcement (Chaudhry, 2017a).
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Counterfeit Products Posing
Direct or Indirect Harm

A broader variety of products may pose direct or
indirect harm. Such products may include electrical
machinery and electronics; optical, photographic,
and medical apparatus; machinery and mechanical
appliances; and vehicles (see Table 1). Together, these
four categories account for nearly half of the global
trade of fake goods.

We classify these products together because of the
mixture of their harms. Products in this middle category
may fail catastrophically or may seemingly function well
while posing larger indirect problems.

Counterfeit electrical machinery and electronics is the
most prevalent product category in the global trade of
fake goods (OECD and EUIPQ, 2019). Among counterfeit
electronics, integrated circuits, often stripped from
recycled electronics, are among the most commonly
counterfeited items (Wix and Mahadeo, 2017). Other
sources of counterfeit electronics include unauthorized
production and fake products (Wagner, 2015). Such parts
may sell from $0.10 to $100 each—and thereby not draw
scrutiny that more expensive parts might (Smith, 2015).

Counterfeit electronic products can pose both
immediate and long-term harms. Faulty electronic
products pose risks of overheating, fire, or electrical
shocks (McCoy, 2018). They may only be detected later
in a supply chain or use.

Counterfeit electronic products may falsely bear
approval markings (Wagner, 2015). In one case, self-
balancing scooters bore a certification mark of a

firm that, at the time, did not certify this product
(Daniels, 2016). Other cases have included counterfeit

certification labels affixed to phone chargers for which
legitimate certifications are available (O’Brien, 2019).

Counterfeit vehicle products offer other examples

that may not be immediately detected but can pose
catastrophic consequences later. In one recent case,

a parts dealer sold 360 counterfeit airbags on eBay,
contending the airbags might work in some circumstances,
though subsequent testing showed they typically did not
inflate properly (Fairbanks, 2019). Other fake car parts may
not have immediate catastrophic performance but can
lead to lower performance or more expensive repairs later.
For example, drivers who use fake spark plugs—which can
account for as many as 60 percent of spark plugs for sale
over the Internet—may notice decreased engine power,
with some such plugs even melting and causing extensive
engine damage (Braithwaite-Smith, 2019).

Counterfeit batteries are another product whose faulty
performance may not be detected immediately but

can still cause larger products to fail catastrophically
(Semuels, 2019). Such batteries may work acceptably in
larger goods ranging from computers to hoverboards
before failing catastrophically, sometimes leading to fires
or explosions. Batteries themselves can have multiple
components or be sold with genuine products, making
detection of counterfeits more difficult.

The balance of possibilities here between direct
immediate harm and indirect long-term harm suggest
communication efforts here should focus both on
awareness and persuasion. Awareness efforts should help
consumers identify counterfeit parts and the dangers
their use can pose. Persuasion efforts should focus on
broad public safety and security effects (for example,
sales of counterfeit parts to the military) as well as
connections between counterfeiting and other criminal
activity, including terrorism and human trafficking.
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Counterfeit Products
Posing Indirect Harm

Counterfeit products that may not pose immediate
harm may comprise the broadest array of counterfeit
products. Among the 20 most-counterfeited product
categories, for example, are categories such as jewelry,
clothing, furniture, handbags, and watches (see Table

1). Other items in this category that are prevalent in
counterfeit markets may include tanning or dyeing
extracts, furs, carpets, umbrellas, ceramic products,
musical instruments, and works of art (OECD and EUIPO,
2019). While a counterfeit umbrella may ultimately fail, it
does not pose the same immediate danger to users that
counterfeit pharmaceuticals or counterfeit electronics
do. Some products in this category—e.g., children’s
pajamas made of flammable of toxic material—can
ultimately pose direct harm (Macolini, 2019).

This category of counterfeit goods is prominent for
younger consumers. A recent survey found apparel,
shoes and accessories, and sporting goods (including
apparel and merchandise) to be the categories of goods
that young consumers in ten nations were most aware
of and most likely to have seen counterfeits being

sold (International Trademark Association, 2019). Many
young consumers cited morals as a reason not to buy
counterfeits but more cited low income as a reason to
do so. Young purchasers of counterfeits also cited the
ability of fake brands to help them “express” themselves
as a reason for buying them. At the same time, young
consumers avoid counterfeit electronic and cosmetic
products because of safety concerns.

Counterfeit luxury goods are perhaps the most analyzed
type of counterfeit goods. Counterfeit luxury goods
may be deceptive (e.g., overruns, gray-market goods)

or non-deceptive (Cesareo, Pastore, and Williams,

2017). Personal and social characteristics, product
image, and situational context all influence the demand
for counterfeit luxury goods. Counterfeiters exploit
meanings associated with authentic brands, particularly
those regarding image and status. Counterfeit luxury

goods may yield large profits for small investments

and little chance of detection or punishment. Previous
managerial responses included hands-off (e.g., avoiding
letting consumers know) approaches, prosecution,
withdrawal from markets rampant with counterfeits,
and warning consumers. More recent approaches have
included increasing awareness, creating an action plan,
asserting rights, and integrating multiple strategies.

Counterfeits can have mixed effects on legitimate
products. Consumers may use counterfeits to substitute
for lower-priced genuine brands rather than the higher-
priced ones that counterfeiters mimic (Bian, 2018).
Counterfeits may also effectively advertise for higher-end
brands while substituting for lower-end ones (Qian, 2014).
Such counterfeits may compete directly with lower-priced
brands while diluting the reputation and value for higher-
priced ones.

Recent research has identified marketing appeals that
may diminish intent to buy counterfeit goods (Sharma
and Chan, 2017). Marketing appeals most likely to reduce
intent to purchase counterfeit are those that appeal to
consumers wishing to express their central values, who
seek to thwart feelings of insecurity, and who seek to
organize and categorize their attitudes toward products
in a meaningful and consistent manner. Advertising for
products that is utilitarian, by contrast, can increase
acceptance of counterfeits.

Such appeals go beyond the immediate use of a product.
They may also complement broader persuasion appeals
on the broader harms of counterfeits. The harms of
counterfeit luxury and similar products may not be
immediately evident, but they can be widespread,
particularly if produced in substandard labor conditions
or by those using counterfeit profits for other criminal
activity. Anti-counterfeiting messages for such products
must focus on broad persuasion.

In the next section, we discuss identifying and delivering
anti-counterfeiting messages. Past research has shown
how anti-counterfeiting messages should vary in content
and delivery, include both general and specific messages,
and give different stakeholders different roles to play.
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ldentifying and Delivering
Anti-Counterfeiting Messages

Anti-counterfeiting messages
should vary in content and
delivery. In some cases,
manufacturers of legitimate
goods will need to provide
specific information on how to
identify authentic versions of
their products (changing this
information as necessary to
thwart counterfeiters who learn
and adapt). In others, larger
associations or governments
should stress the broader
harms of counterfeit products.

We explore two topics relevant

to identifying and delivering anti-
counterfeiting messages. First, we
discuss how messages to raise anti-
counterfeiting awareness should be
both general and specific. General
messages should stress the broader
harms of counterfeiting, such as links
to other crimes. Specific messages
should stress how purchasers,
including businesses themselves,
can avoid counterfeits. Second, we
discuss how different stakeholders

have different roles to play. While manufacturers should focus on product
education, and public bodies should focus on general education, mixed
strategies can also help target messages to specific audiences.

Message Content

Often the first step in reducing counterfeit activity is ensuring the targeted
firms are aware of the activity (Berman, 2008). Metrics that firms may use to
identify possible counterfeiting include sharp decreases in sales; availability
of products at discounters or e-commerce platforms; and increases in
orders for proprietary components, gray-market activity, returns and
warranty claims, or product failure rates. Organizations seeking to respond
to counterfeiting incidents should consider (1) pre-crisis planning such

as identifying and probing signals of possible incidents, (2) crisis-stage
responses of damage containment and recovery, and (3) post-crisis actions
of learning what did and did not work well in responding to the incident and
how future responses can be improved (Grayson and Evert-Burks, 2016).

Rights-holders need to communicate internally about the counterfeiting
risks they face and how to address them. This includes identifying and
communicating risks between functions within an organization and
partners external to it (McGreevy and Harrop, 2015). Firms should also
enlist cooperation from and communicate anti-counterfeiting goals with
employees, dealers, and distributors (D’Amato and Papadimitriou, 2013;
Kennedy, 2016). Suppliers should be trained to identify counterfeits among
their own suppliers and on possible diversion of goods (Stevenson and
Busby, 2015). Staff members should be trained to identify suspicious
products both within a firm and in the marketplace (Harvey, 1988).
Private-public collaboration can help train law enforcement to identify
counterfeiters and their product (Liberman, 2012). Because public officials
can change, such training may need to be repeated often (Macolini, 2019).
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Communications, education, and awareness efforts
should encompass nearly every function of a firm.
Leading brand protection professionals report that
multiple functions should implement communications,
education, and awareness techniques (Wilson,
Grammich, and Kaeser, 2018; Wilson and Grammich,
forthcoming). These functions include not just brand
protection, sales, and security functions, but also
government affairs, human resources, packaging,
procurement, quality assurance, and warehousing and
distribution.

Messages for external audiences can focus on product
or more general issues. Product messages can show
the dangers, including accidents or injuries, of using
counterfeit products (Viot, Le Roux, and Krémer, 2014).
Consumer education can help buyers differentiate
genuine and counterfeit products and the better
performance of genuine products (Hamelin, Nwankwo,
and El Hadouchi, 2013). Producers can list authorized
distributors and retailers. They may also list signs of
likely counterfeiting, such as exceedingly low prices,
poor packaging, broken product seals, and absence of
serial numbers on key parts (Berman, 2008). Specific
anti-counterfeiting messages can emphasize penalties

for those reselling counterfeit products and the warranty
service available to owners of genuine products (Stumpf

and Chaudhry, 2010).

General messages can have specific topics or seek
to develop broader anti-counterfeiting attitudes.
General messages on specific topics might note
criminal penalties for counterfeit trade and successful
prosecutions of counterfeiting cases (Stumpf and
Chaudhry, 2010). Such messages might note the number
of persons who were sentenced for counterfeiting, or
the fines that have been imposed for counterfeiting
(Viot et al., 2014). Public messages may emphasize
that counterfeiting is a criminal act. They can seek

to change perceptions that product counterfeiting is
harmless and note its connection to other criminal
activity and terrorism (Wilson, 2017). Such messages
could attach a “human face” to counterfeiting, noting
the poor labor conditions in counterfeit factories

and the unemployment of workers for legitimate
manufacturers (Phau and Teah, 2009). General public
messages could also emphasize themes that as the

best imitation is not close to the original. For counterfeit

luxury products, such messages may emphasize the
social embarrassment resulting from detected use of
counterfeits.

Consumer-directed anti-counterfeiting messages might
incorporate different product-specific and general
elements (Cesareo and Stottinger, 2015). Such messages
may be related to the product (e.g., differentiating genuine
from counterfeit), communication (e.g., creating awareness
of negative impact of counterfeits), distribution (e.g., a list
of authorized distributors and retailers), or price (e.g., on
price gaps between genuine and counterfeit). Strategies
may not be equally applicable. For example, luxury
producers may hesitate to use communication messages
but endorse awareness campaigns and providing websites
and hotlines for consumer information.

Different groups of consumers are also likely to require
different communication strategies (Cesareo and
Stottinger, 2015). For customers who cannot afford the full
price of genuine goods, genuine goods producers may
wish to establish entry-level lines or authorized second-
hand marketplaces. For customers who may own both
genuine and fake products, awareness messages should
focus on the advantages of genuine products. For those
who have been victims of counterfeiting, awareness
messages should focus on how to identify counterfeits.
For those who are most loyal to a brand but wary of
becoming victims of counterfeiting, awareness should
focus making consumers ambassadors for the brand.

Adapting Messages to Different
Markets and Stakeholders

Anti-counterfeiting messages may need to account for
differing locations of counterfeit markets. One study

of Australia, New Zealand, South Africa, Tahiti, and the
United States found substantial variation in the proportion
of consumers who knowingly purchase counterfeit
products, the motives of sellers and buyers of counterfeit
goods, and the perceived effectiveness of differing anti-
counterfeiting actions (Stumpf and Chaudhry, 2010). Most
business executives in Australia and the United States
believed that consumers knowingly purchase counterfeit
goods; most in New Zealand, South Africa, and Tahiti did
not believe this. Business executives in Australia, New
Zealand, Tahiti, and the United States believed counterfeit
markets were seller-driven and that the greatest motive
for sellers was profit; those in South Africa believed the
markets were buyer-driven and the greatest motive for
sellers was weak enforcement. Executives cited product
attributes as the greatest motive for buyers in Australia,
Tahiti, and the United States; those in New Zealand and
South Africa most often cited convenience.
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Figure 3: Percent of Business Executives by Nation Citing Communications Tactic for Anti-Counterfeiting Action
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. Emphasize warranties for genuine product

The differing context of counterfeit markets in each
country led to different emphases on communications
tactics (Stumpf and Chaudhry, 2010). Business executives
cited four communications tactics among possible
anti-counterfeiting actions. These were emphasizing the
benefits of genuine products, emphasizing warranties of
genuine products, providing lists of authorized sellers,
and stressing the harmful effects of counterfeiting
(Figure 3). In Australia, New Zealand, and the United
States, the three most advanced economies of the five
studies, executives most emphasized the benefits of
genuine products. In Tahiti, with less wealth, executives
emphasized providing lists of authorized sellers. In South
Africa, where executives saw counterfeit markets as
being buyer-driven, no communications tactic was seen
as particularly effective.

The proportion of executives in these nations citing
each of these four tactics may have changed in the
past decade. Yet the pattern remains noteworthy. In
some nations, consumers may need to be reminded
of the benefits of genuine goods. In others, they may
need to know where to buy these goods. In still others,
communications tactics may have limited effects.

Recent research on consumers in developing and
developed markets further underscores the need for

South Africa

Provide lists of authorized sellers

Tahiti United States

Adapted from Stumpf and Chaudhry (2010)

B stress harmful effects of counterfeits

differing anti-counterfeiting strategies (Eisend, Hartmann,
and Apaolaza, 2017). Consumers in developed markets will
avoid counterfeit products depending on their propensity
toward risk and personal integrity. Those in developing
markets will avoid counterfeit products based on their
desire for status and in response to positive brand signals.
Put another way, in developed countries, convincing
consumers of the harms of counterfeit products may

be the most effective strategy. In developing countries,
convincing them of the risk that counterfeit products can
pose to their social status may be more effective.

Perceptions of consumers regarding the effectiveness

of anti-counterfeiting messaging can offer guidance

for awareness campaigns. Recent research assessed

how consumers in Brazil, China, India, Russia, and the
United States perceive the effectiveness of five different
messages regarding counterfeits (Chaudhry and Cesareo,
2017). The messages related to fear of prosecution,

role models offering anti-counterfeiting messages, peer
pressure against the use of counterfeits, connections
between organized crime and counterfeits, and educating
customers on the ethics of counterfeiting. Across all five
nations, stressing linkages to organized crime, particularly
how counterfeiting can fund terrorism and human
trafficking, was at least somewhat effective. Variations of
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these messages may boost effectiveness in some areas.
For example, leveraging fear of prosecution may be more
effective where penalties are greater. Role models chosen
to appeal to a specific market might have substantial
effects. Educating customers on safety hazards might have
more effect than discussing the ethics of counterfeiting.
Finally, messages may need to be tailored to consumer
complicity with counterfeits.

Different stakeholders will have different roles in
counterfeit awareness and education (Yang and Sonmez,
2017). The varying effects of tactics underlines the need
for complementary efforts. Manufacturers can warn
consumers about the existence of fakes, but this is

less effective for complicit buyers. They may persuade
governments to enforce anti-counterfeiting laws, but
this may not have much effect in the short term. Media
messages can increase awareness of the severity of
counterfeiting but not affect those who are ignorant

of counterfeiting. Education can reduce ignorance of
counterfeiting but be expensive and only effective in
the long-term. Distributors and retailers could inform
manufacturers of existing counterfeits but this might not
reduce the supply of counterfeits. Customer reporting
can help but would be most effective among those who
are most loyal to a brand. Warning counterfeiters of the
consequences of counterfeiting may also be effective but
would have to be backed by substantial penalties.

The point is not the ineffectiveness of any one strategy
but the need for multiple strategies executed by multiple
stakeholders. Strategies that are ineffective separately
may be effective when combined. Integrated efforts can
address nearly all elements of counterfeiting demand
and supply but require participation of and support from
multiple stakeholders.

Prioritizing Anti-Counterfeiting
Awareness

The classification of products we suggest presents a
hierarchy for messaging. Overarching this hierarchy is the
need to emphasize the criminal nature of counterfeiting,
the other criminal activities that benefit from it, and the
need for appropriate enforcement is one starting point.
Often counterfeiting accompanies other crimes (Macolini,

2019). Combining product counterfeiting cases with these
other cases can present ways to increase enforcement of
counterfeiting statutes—and awareness of the dangers of
product counterfeiting.

Emphasizing the criminal nature of counterfeiting and its
wide-ranging effects, while ultimately necessary, is time-
consuming. More immediately, anti-counterfeiting efforts
should focus on issues of most pressing concern to the
public: counterfeits, such as those of pharmaceuticals,
that pose immediate dangers to users. Consumers

are likely to always want genuine products here, so

will be receptive to messages regarding the dangers

of counterfeits. Efforts can focus on helping buyers
identify where they can purchase genuine goods— and, if
necessary, on persuading these locations to provide only
genuine goods.

For products that may or may not pose immediate
danger, communicating the ultimate danger may suffice
for awareness efforts. Consumers may not, for example,
understand the immediate danger of buying batteries

or automotive parts from online sources that may be
counterfeit. But they likely will understand the danger of
battery explosions or auto parts failures that can lead to
catastrophe.

For products that are less likely to pose immediate

or maybe even any physical danger to the user, anti-
counterfeiting communication must convey the broad,
societal harms that such products can cause. Such
communication can include reminding consumers of how
such products are made, the legitimate jobs they may
eliminate, and the additional criminal activities they may
support.

Anti-counterfeiting awareness must also address issues
beyond those posed by counterfeit products themselves.
Among other issues, this includes opportunities to
convert purchasers of counterfeit products to buyers of
genuine ones, how peers can influence the purchase of
counterfeits, and the socioeconomic characteristics of
places where counterfeit products are produced and sold
throughout the world. Anti-counterfeiting messages will
need to differ by buyer, product, and setting.

Altogether, the challenge in raising anti-counterfeiting
awareness is substantial. But the opportunities for doing
so are numerous as well.
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