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New developments in battery safety 
for large‑scale systems
Joshua Lamb* and Judith A. Jeevarajan, Guest Editors

Battery safety is a multidisciplinary field that involves addressing challenges at the individual 
component level, cell level, as well as the system level. These concerns are magnified when 
addressing large, high-energy battery systems for grid-scale, electric vehicle, and aviation 
applications. This article seeks to introduce common concepts in battery safety as well 
as common technical concerns in the safety of large rechargeable systems. Lithium-ion 
batteries represent the most significant technology in high-energy rechargeable batteries and 
a technology with well-known safety concerns. Because of this, particular attention is paid 
to introduce common concepts and concerns specific to these batteries. An introduction of 
system-level battery issues that may cause problems in larger systems is given. Finally, a 
brief summary of the gaps in emergent technologies is provided. As most of the effort in new 
technologies goes toward improving performance, there are significant gaps in understanding 
safety performance of these new batteries.

Introduction
Battery safety is a difficult concept to quantify. For a typical 
end user, safety is often a binary quality; either their battery 
has operated without incident, or it did not. Generally, users 
do not want to consider the battery at all in general operation; 
the best battery is the one that simply works without giving 
it much thought. Ultimately, when discussing safety, we are 
really discussing the level of risk a user is willing to accept 
for a given application, and the potential consequences of a 
failure. This requires methods to evaluate both the severity 
of potential events and the probability they will occur. Risk 
assessment evaluations are typically conducted following 
matrixes such as those seen in Figure 1. The challenge with 
battery systems is that while severity can often be evaluated 
through laboratory testing, the probability of failure can be 
difficult to determine during the early adoption phase of a new 
technology. This issue will discuss common issues and solu-
tions for understanding and improving the safety performance 
of battery technologies, particularly those of interest to station-
ary, electric vehicle, and aviation applications.

The idea of battery safety is often inseparable from bat-
tery fires and thermal runaway events. Thermal runaway is 
ultimately an inherent risk of the stored energy. In the case of 
batteries, thermal runaway occurs when an external or internal 
condition, causes the energy stored within the battery to begin 

to be released at a rate faster than it can be dissipated result-
ing in an uncontrolled temperature rise of the battery than can 
then result in violent venting, fire, and smoke. If the natural or 
forced cooling of the battery is sufficient to remove this excess 
heat, the event can be stopped before thermal runaway occurs.

The most common means of understanding battery safety 
is through battery abuse testing. Abuse testing refers to tests 
that are off-nominal and abusive in nature and the tests typi-
cally replicate credible but off-nominal conditions that can 
be encountered if the battery is not designed or used cor-
rectly. Abuse tests help to identify the safety limits of the 
battery and design the relevant controls and also provide 
information on the worst case results in the event such an 
off-nominal condition is levied on the battery. Abuse test-
ing manuals and standard testing procedures are available 
from several organizations, with examples in References 
1–5 .This effectively determines the “severity” axis of Fig-
ure 1 by applying various extreme conditions to the bat-
tery to determine the worst-case scenarios for a particular 
battery. The space industry has been able to come up with 
an approach to test cells and batteries to credible off-nom-
inal conditions for human-rated missions.6 The referenced 
article6 also includes the approach that the US Navy took 
during that time period of the article publication. It is imper-
ative that a thorough analysis be performed on the batteries 
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in the environment they are used in and the tests should 
include the relevant configuration. The designer and user of 
any large energy-storage system must be aware of the risks 
they are accepting, and although a significant challenge in 
terms of cost and time, carry out all relevant abuse testing 
to fully understand the consequences of those credible off-
nominal conditions as this will provide adequate information 
to design and deploy the system with a reduced level of risk.

Safety of lithium‑ion cells and batteries
Lithium-ion cell chemistry has the highest energy density 
of all battery chemistries available in the market today that 
also provides a significantly high cycle and calendar life 
as well as a range of rate capabilities. However, associated 
with these advantages is the propensity of cells and batter-
ies of this chemistry to undergo catastrophic failures if not 
designed or used in the relevant and appropriate manner. 
This leads one to conclude that if some of the stringent pro-
cedures of manufacturing and design control are exercised, 
one can reduce the risk posed by Li-ion. For instance, if the 
quality and manufacturing control are followed stringently, 
if the cells and batteries are used well within the manufac-
turer’s specification, if the battery safety controls are set 
stringently and appropriately, and if the relevant charger is 
used, then the risk of failure can be minimized. Some of 
these factors will be discussed next in more detail.

Battery chemistry
The specific chemistry of lithium-ion batteries is often seen 
as a major factor in the safety performance of li-ion. The most 
commonly used cathode materials are the layered metal oxides 
LiCoO2 (LCO), LiNixMnyCoz (NMC), and LiNixCoyAlz 

(NCA). These materials offer high 
potential energy storage, but are 
also unstable under a wide variety 
of conditions. These are most sus-
ceptible to the classic thermal runa-
way scenario. When exploring cath-
ode materials beyond layered metal 
oxides, similar behaviors are often 
observed, but the mechanisms may 
change and the temperatures of var-
ious events can vary significantly. 
Cathode materials such as LiFePO4 
(LFP) and LiMn2O4 (LMO), in par-
ticular, do not typically exhibit ener-
getic cathode breakdown, but will 
still exhibit electrolyte breakdown 
as well as SEI and anode decompo-
sition. Further, the decomposition 
products from common electrolytes 
are typically flammable and present 
a source of energy during thermal 

runaway unrelated to the active materials.7 Sandia National 
Laboratories has previously used accelerating rate calorimetry 
(ARC) as a basis to compare these materials with an exam-
ple of this shown in Figure 2. This shows thermal runaway 
events of various battery technologies compared in terms of 
their observed heating rate as a function of temperature. While 
there is a plethora of information available here, reducing the 
severity of thermal runaway events means reducing both the 
width and height of observed peaks. Noticeable on this scale 
is that the LFP peak here is basically flat compared to other 
chemistries, with orders of magnitude less energy release than 
the layered metal oxide cathodes. However, this comes at a 
cost of reduced specific energy and energy densities, impact-
ing the potential energy-storage performance if chosen for an 
application.

Quality and manufacturing control
Lithium-ion cells require clean room and dry room environ-
ments to manufacture high-quality cells. Lowering the quality 
of the lithium-ion cells not only lowers its performance with 
respect to capacity and internal resistance, but also its cycle 
and calendar life. In addition to this, lowering the quality of 
the manufacturing process can adversely affect the safety of 
these cells. Lack of stringent environmental conditions dur-
ing the manufacturing process can introduce defects such as 
foreign object or native object debris, lack of alignment of the 
electrodes and separator, tears and holes in the electrodes and 
separator, bad welds that can damage the separator, and lack of 
insulation in metallic parts such as tabs used in the construc-
tion of the cell components. Some of these defects may not 
be detected during the manufacturing process and may mani-
fest themselves as failures in the field. Hence, high-quality 
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manufacturing processes along with stringent quality control 
is imperative to reduce the risk of failures during the life of 
the cell or battery.

Usage of cells and batteries within the manufacturer’s 
specification
Lithium-ion cells and batteries should stringently follow 
manufacturer’s specifications for current, voltage and 

temperature to reduce the risk of 
failures. As one exceeds the man-
ufacturing specification for volt-
age, overcharge or overdischarge 
can occur. Overcharge results in 
the formation of lithium dendrites, 
decomposition of electrolyte and 
destabilization of cathode lead-
ing to easy release of oxygen 
from the cathode. And during an 
overcharge, the temperature of the 
cell goes up and this effect along 
with the other reactions just men-
tioned leads to a fire and thermal 
runaway event. Although over-
discharge in itself does not result 
in a catastrophic hazard, it does 
cause electrolyte decomposition 
with gas production and dissolu-
tion of copper. Extreme overdis-
charge causes the cell to become 
a dead cell. Subtle overdischarges 
followed by charge causes the dis-
solved copper to deposit as copper 
metal over the cathode, anode and 
separator. This can then hinder 
the intercalation of lithium ions in 
the anode during the charge pro-
cess causing heat to be produced 
that can then result in thermal 
runaway.8–11

In general, a reduced volt-
age range will help to avoid the 
side reactions that occur at the 
two ends of the voltage range 
and provides a higher margin 
for safety. Studies have also 
shown that reducing the voltage 
range can more than double the 
number of cycles obtained with 
Li-ion.11–13 Traditionally, high-
quality portable electronic equip-
ment are designed with appro-
priate protocols for charge and 
discharge.14 The charger reduces 
the charge current before the end 
of charge voltage is reached and 

there are controls on the battery as well as the device 
that controls the voltage that the battery is allowed to 
discharge to. In addition, the battery management system 
(BMS) installed internal to the battery design monitors 
and controls the voltage of every cell bank, the battery 
level current and in many cases the temperature. Some 
BMSs also perform the function of balancing the cells/
cell banks in a string.
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Figure 2.   Accelerating rate calorimetry showing thermal runaway events of various active 
materials. (a) The peak width of these plots can generally be interpreted as the total energy 
released during thermal runaway with the peak height relating to how rapidly heating is able 
to occur. Other important values include the onset temperature of the peak, showing the 
temperature at which high rate thermal runaway will occur. (b) Select plots are also shown in 
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System‑level battery management
All lithium-ion batteries, irrespective of number of cells, 
voltage and capacity, will typically feature some level of 
control circuitry. Battery management systems (BMS), 
even on larger devices, can vary significantly in the level 
of rigor. All rechargeable battery systems feature some 
level of control and monitoring. Lithium-ion batteries are 
particularly sensitive to out of specification voltage and 
temperature, and as such, are typically installed with a 
more complex BMS. This is particularly true of complex 
batteries featuring several cells in both series and parallel 
configurations, as maintaining voltage balance and appro-
priate temperature of the cells is critical for safe opera-
tion. The greater the hazard, the more complex the BMS 
becomes, with resulting penalties to specific energy and 
energy density.

The BMS can provide protection against overvoltage, 
undervoltage, and external short circuits. There is cur-
rently, however, no widely accepted practice for the detec-
tion of an internal short circuit. Internal short circuit is a 
spontaneous failure of a single cell driven by the devel-
opment of a short circuit between the cathode and anode 
electrodes. Internal shorts can occur in two ways. The first 
is due to a manufacturing defect that was undetected in the 
manufacturing facility and results in a failure in the field. 
The second occurs when internal shorts are created due to 
an off-nominal condition such as overcharge where lithium 
dendrites are formed, overdischarge where copper dissolu-
tion and copper metal deposition occurs and external shorts 
where an intense hot spot is created internal to the cell 
melting the separator causing the shorts. Internal shorts can 
occur due to manufacturing defects such as foreign object 
debris, tears in the separator, metal filings embedded in the 
electrodes, lack of insulation tape over the metal tabs, mis-
alignment of the electrode wind, compression of the edges 
of the electrode wind, etc. Although this type of internal 
short occurs with relatively low frequency, if the single cell 
failure propagates, it could result in a catastrophic thermal 
runaway of the entire battery. The second type of internal 
short that occurs due to improper controls can be avoided 
by designing the controls correctly. The health monitoring 
of fielded batteries typically focuses on voltage, current 
and sometimes temperature monitoring of the pack. This is 
particularly difficult with large packs that feature multiple 
cells in parallel, as the cells in parallel will naturally bal-
ance their voltage, making deviations in voltage due to an 
internal short circuit virtually impossible. Since this can 
lead to a thermal runaway of a single cell, this raises con-
cerns in an application where the consequence of failure is 
high, such as in aviation applications. Without the ability 
to adequately detect and arrest these failures, the design of 
propagation resistant battery packs is the current solution. 
This however, comes at a significant cost in system-level 
energy density.

Propagation resistance
The design of packs of both high energy density and high reli-
ability presents a specific challenge in regards to preventing a 
single-cell thermal runaway from propagating to neighboring 
cells. Also, most consumer-level safety devices are designed 
with low voltage consumer electronics in mind and are often 
inadequate or become the cause of failure in high-energy battery 
packs.14 The principal concern is preventing a single cell failure 
from propagating to the surrounding pack. Randomized single 
cell failures, while rare, are difficult to fully prevent. When a 
system-level failure is an unacceptable consequence, the pri-
mary solution is ultimately designing the system to be robust 
to failure propagation. Propagation resistance is typically tested 
by initiating a single cell within a battery and observing if the 
thermal runaway of the single cell propagates to neighboring 
cells and further through the pack. Various testing organizations 
have developed procedures for performing this test.15–18

Current strategies use a combination of cell selection, spac-
ing of cells,19 and interstitial material to build passive propaga-
tion resistance into the pack. Various organizations are currently 
working on understanding the heat dissipation and conduction 
properties in the batteries to design safer batteries with thermal 
runaway propagation resistance characteristics.

While vehicle original equipment manufacturers (OEMs) 
typically do not have the same reliability requirements seen 
in Space and Defense missions, they have fielded the largest 
numbers of high capacity and high energy density systems to 
date, and in some cases, have developed some strategies toward 
failure propagation mitigation.

Propagation-resistant designs typically focus on cylindrical 
cells such as those previously patented by Tesla, as well as those 
used in batteries designed for NASA space applications.18–21 Jee-
varajan’s21 work also shows the limitations of cell-level safety 
devices, as devices that are used to prevent cell-level failure 
such as positive temperature coefficient (PTC) and current inter-
rupt devices (CID) are nonfunctional at high voltages or can 
even initiate fires in extreme cases. The geometric inefficiency 
of cylindrical cells also limits at least the volumetric energy den-
sity, as significant space is lost in the pack design. Pouch format 
cells offer a much higher energy density (Wh/L), and even a 
higher specific energy (Wh/kg) as they typically are enclosed in 
a lighter aluminized polymer wrapping. The design of terminal 
tabs in pouch cells which are relatively fragile make spacing 
between them more difficult to maintain and the pouch cells 
burst open at pressures as low as 50 psi releasing flammable 
liquid electrolyte and vapors resulting in a larger fire. Hence, 
these are significantly more challenging to design in a system 
that takes propagation resistance into account.

Emergent technologies
Driven by electrification of transportation and grid sectors, 
industries and governments globally have funded the devel-
opment of next-generation high energy density rechargeable 
cells that are either based on silicon-anode or Li-metal anode. 
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Li-ion based on Si anode and Li metal rechargeable cells have 
demonstrated specific energy ~ 400 Wh/kg at 5 h or longer dis-
charge rates. Safety studies on these materials are not widely 
available, however, as safety testing typically requires cells of 
at least 1–5 amp hours in size. This limits the testing of materi-
als developed at the laboratory scale. While some manufac-
turers have begun producing larger format silicon anode cells 
most are reluctant to publish safety testing data on early stage 
product development in a publicly available forum.

Much of the focus of battery safety research has been on 
lithium-ion batteries due to both their broad applicability in 
rechargeable energy-storage systems, as well as well docu-
mented safety vulnerabilities discussed throughout this issue. 
Stationary energy-storage programs, in particular, do not have 
the same specific energy and energy density requirements, but 
do require batteries to be able to provide high reliability for 
a long effective life to be viable. Alternative technologies 
include molten salt chemistries, advanced rechargeable alka-
line chemistries, and flow battery chemistries. While many 
of these technologies are assumed to carry less risk than the 
prevalent lithium-ion technologies, they are also significantly 
less well studied. Recent work by Wittman et al.22 provided a 
perspective on the state of safety research for aqueous battery 
technologies and demonstrated that there are known areas of 
concern that have been poorly studied in large battery systems. 
An overview of the general concerns in aqueous and other 
non-lithium systems is provided as well by Koehler.23 This 
provides discussion on concerns around high-temperature bat-
tery systems as well, which are of interest in large stationary 
storage systems.

System-level improvements are an attractive target for 
improving energy density of batteries while still maintain-
ing high reliability. The notion is that improving safety at the 
system level would allow the use of high energy density cell 
chemistries while still maintaining high reliability. A strategy 
currently being pursued is advanced methods for failure detec-
tion. This is of interest for improving the safety of lithium-
ion systems. The goal is to provide a means for detecting 
single-cell failure during early stages before a catastrophic 
thermal runaway. With demonstrated reliability, these strate-
gies could be an alternative to propagation resistance. Rather 
than ensuring a thermal runaway is unable to propagate, the 
system would detect the onset of failure early and allow for 
intervention. There is current research and development in the 
area of early detection, suggesting a breakthrough is possible 
in the near term. CAMX Power has developed and marketed 
a device claimed to detect internal short circuits.24 While little 
details on the operating principals of the technique are pub-
licly available due to intellectual property (IP) considerations, 
public demonstrations have been promising and the device is 
a size that is suitable for on-board integration.

Electrochemical impedance spectroscopy (EIS) is a poten-
tially powerful method for interrogating batteries, as it can 
provide a snapshot of the electrochemical state of a battery, 
however, the equipment is typically limited to the laboratory 

due to the time and expertise required for making measure-
ments. An overview of applying traditional EIS techniques 
to commercial Li-ion cells is provided by Meddints et al.25 
New techniques and hardware strategies are being explored 
to make it more useful as a diagnostic and monitoring tool. 
Love et al.26,27 as well Srinivasan et al.28–30 have explored 
using single-frequency EIS measurements to detect changes 
in battery temperatures as well to evaluate the health of a cell. 
Single-frequency measurements are comparatively fast and 
easier to evaluate making them ideal for on-board monitoring. 
Idaho National Laboratories, working with Montana Tech,31–33 
developed a tool capable of making full spectrum measure-
ments in a fraction of the normal time. This has been used 
at Sandia National Laboratories to evaluate lithium-ion cells 
under abuse conditions 34 This hardware is currently at the 
laboratory benchtop scale and significant miniaturization is 
needed to make it appropriate for on-board monitoring.

Advanced materials to mitigate cell-to-cell failure propa-
gation are also being explored. Phase-change materials have 
been proposed18,35 by various parties as a potential propaga-
tion barrier. The current technical challenge with phase-change 
materials is that thermal management is also needed for nor-
mal operation. Phase-change materials are typically tuned 
to be active at a specific temperature. Temperatures where 
thermal runaway is a concern are often much higher than the 
normal operating temperatures of a battery, so phase-change 
materials can often be tuned for normal thermal management, 
or thermal runaway mitigation, but not both.

Summary
All stored energy carries an inherent risk, and batteries are 
not immune from this. This is often forgotten, because the 
well-designed batteries out there simply work. They perform 
their jobs quietly and effectively, allowing the use of electronic 
devices that are increasingly hungry for power. The consumer 
electronics industry has seen a large number of recalls in the 
past two decades due to unforeseen challenges that always 
exist with new materials and designs. And when building large 
systems for grid-scale energy storage, vehicle electrification, 
or even electric powered flight we are often commissioning 
increasingly significant amounts of stored energy concentrated 
within a battery system. Large battery systems such as this are 
ultimately a relatively new technology without the benefit of 
the decades of experience with other more established energy 
storage technologies and fuels. This issue will explore active 
research and development activities to better understand, 
predict, and mitigate battery failure and drive toward safer 
energy-storage systems.

In summary, cells and batteries of the lithium-ion battery 
chemistry can cause catastrophic failures if not manufactured 
with a high quality or used within the manufacturer’s speci-
fications. This issue has a range of articles that discuss the 
properties that can affect safety and methods that can be used 
to mitigate the catastrophic failures. In this issue, authors 
will first describe the thermodynamic processes that lead to 
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thermal runaway. An overview is provided of the reaction pro-
cesses that lead to thermal runaway as well as tools that can be 
used to predict this behavior. These understandings can then 
be applied in multiscale approaches to better understand the 
risks posed by cells and battery systems. Hewson, Mukherjee 
et al.36 provide a detailed explanation of the material processes 
that can affect safety, which include the anode–electrolyte and 
cathode electrolyte interactions and use multiscale modeling 
to describe how material properties can be changed to improve 
the safety of systems of this chemistry.

Methods for evaluating the state of health and state of 
safety of batteries are also explored. Articles examine vari-
ous approaches that can be used to understand the electro-
chemical behavior of batteries as they approach failure. 
Thermophysical analysis can also be used to better under-
stand the material properties of cells as they approach failure 
as well as provide an alternate means to investigate cells 
during operation that is not reliant on or influenced by the 
active electrical connection to the battery. Steingart 37 dis-
cusses the thermophysical properties and its relationship to 
the safety of the cells and includes methods to characterize 
and understand the worst-case catastrophic results at the cell 
level. Tanim et al.38 cover the areas of concerns when one 
goes from the cell level to a system level and the disadvan-
tages of extending cell-level safety test data to safety at the 
system level. They also emphasize the need to test at the 
system level to get the comprehensive picture with respect 
to safety of the system.

Finally, in this issue we explore case studies in safety–crit-
ical operations, as well as potential methods for mitigating 
system-level failures. Takahashi39 provides an excellent cov-
erage of the materials that can be used to mitigate or con-
tain a fire and discusses some of the materials tested for their 
properties to provide such protection for lithium-ion systems. 
Viswanathan40 discusses the use of high energy density cells 
necessary for electric powered flight that also provides a study 
of a safety–critical application.
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