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Norfolk Southern Rail Boosts Safety and Efficiency with IP Network

One of North America’s largest freight railways upgrades its microwave communications network
to enhance safety, improve operational efficiency and support future business expansion.

— 7|
——— . .
— m Company Overview | Norfolk Southern Corporation
A

A—

® Based in Norfolk, Virginia, NSC is one of North America'’s
NORFOLK premier transportation companies, with a market cap of
SOUTHERN 30 billion United States dollars and annual revenue of 11.6

billion dollars. Its Norfolk Southern Railway subsidiary
operates approximately 20,000 route miles in 22 states and
the District of Columbia.

As the operator of the most extensive intermodal network
in the eastern United States and a major transporter of
coal, automotive, and industrial products, Norfolk
Southern supports international trade with service to
every major Atlantic seaport, ten river ports, and nine lake
ports. To ensure safety, efficiency and its competitive edge,
Norfolk Southern has upgraded its communications
network to all-IP

Now this leading freight carrier can take advantage of new
and emerging IP-based communications solutions and
applications to enhance safety, increase operational
efficiency and build a competitive advantage to support
future business expansion.
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Challenges

- Support mission-critical applications such as Positive Train Control (PTC) to enhance
safety and efficiency

- Address the need to scale communications for future growth, integrate rail
operations data with the enterprise network, increase bandwidth, reduce the costs of
legacy solutions and enhance security

- Seamlessly and efficiently migrate legacy time-division multiplexing (TDM) and aging
communications infrastructure that cannot support new IP-based applications

- Manage the transition and simplify the procurement process

Solutions

- Nokia 9500 Microwave Packet Radio (MPR), an efficient backhaul networking solution
that reduces the total cost of ownership (TCO) and maximizes spectrum utilization

- Nokia 1830 Photonic Service Switch (PSS) and next-generation dense wavelength
division multiplexing (DWDM) to support synchronous optical networking (SONET),
and as a partial replacement of the legacy equipment already deployed

- Nokia 7750 Service Router (SR) and 7705 Service Aggregation Router (SAR) to
facilitate legacy-to-packet transformation and provide adaptation, aggregation and
routing for Ethernet and IP/Multi-Protocol Label Switching (MPLS) networks

- Nokia 5620 Service Aware Manager (SAM) to enable end-to-end network and service
management across all domains of the converged, all-IP network

- Predictive equipment forecasting software solution to shorten lead times and allow
on-site inventory management

Benefits

« A single unified and converged infrastructure based on IP/MPLS that supports both
mission-critical and less vital services with high efficiency and lower costs

- High network availability and resiliency through native security services provided by
the IP/MPLS solution, including nonstop routing (NSR), nonstop services (NSS), link
aggregation group (LAG) and fast reroute (FRR)

- Smooth migration of TDM services through a range of legacy interface cards
integrated into the IP/MPLS routers

- Aflexible, future-ready network that will support topology and answer
communication needs, while ensuring high performance and resilience
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Why Nokia?

Norfolk Southern now employs a single unified
and converged IP/MPLS infrastructure that
supports both mission-critical and less vital
services. This solution enables the network to
operate more efficiently, and with scale that will
allow the company to easily support future
business expansion. With the Nokia 5620 SAM, the
network fully supports and manages multiple
technologies, such as optical, packet microwave
and IP/MPLS.

"We've found this unified IP/MPLS network
manageable, maintainable and effective at
minimizing service disruptions,’ Carter notes. “We
sought carrier-grade technology, and we selected
a solution from Nokia combined with Bell Labs
innovation that simplified management, reduced
outages and lowered outage-related costs!

Nokia's solution also would allow Norfolk
Southern to migrate its existing networks and
applications to a single IP network without the
need to remove and replace legacy infrastructure.
The solution also addressed Norfolk Southern’s
procurement, logistics and inventory challenges,
with predictive equipment forecasting that
reduced lengthy lead times while increasing ease
and efficiency.

Norfolk Southern’s vision is to “be the safest, most customer-focused and successful transportation company in the world”"With that in mind, its
communications transport group can focus on providing secure, reliable, cost effective services for all of its operations, including PTC, emergency
communications, VHF radio and video protection, as well as business applications. As rail operations have expanded, the need to better integrate
those services with the enterprise network while addressing rising legacy network costs has driven it to take the next step to a state-of-the-art,

all-IP, service-rich communications solution.

“Our new IP/MPLS network provided a pathway to migrate from legacy TDM, ATM and frame relay. As such, it supports current and future
applications including Advanced Train Control, PTC, data telemetry for automatic equipment identification and hot box detectors, highway
crossing monitor systems, remote video, and enhanced land mobile radio communications for dispatchers and vehicle tracking," notes Richard

Carter, Norfolk Southern’s IT manager.

Deployed and enhanced over more than two decades, Norfolk Southern’s legacy communications network was built on a TDM backbone and
hybrid radios, and was not designed to support the new IP-based applications. Still, it represented a considerable investment, so the company
sought an efficient and cost-effective transition to the more advanced IP-based infrastructure that leveraged as much as possible from its current

network.
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The Solutions

Nokia has helped Norfolk Southern establish a 22-state IP/MPLS communications network for its rail operations, featuring more than 225 7750
SRs and 7705 SARs and Integrated Access Devices (IADs), as well as microwave and copper ADSL+. In 2014 Nokia became the supplier of Norfolk
Southern’s microwave equipment, and today the 9500 MPR is in early stages of deployment. Nokia also has developed a microwave-aware card to
go directly into existing IP routers and the 7705 SAR to enable direct provisioning of the radios, eliminating the need for a multiservice switch
shelf and a potential point of failure, while providing an opportunity to reduce equipment costs. The entire network is managed end to end by
the 5620 Service Aware Manager (SAM).

Norfolk Southern's legacy network, comprised of more than 435 TDM nodes, is being migrated to IP/MPLS in phases. This is facilitated by Nokia’s
MPLS routers and switches, which can operate in hybrid modes. The new IP/MPLS infrastructure is able to integrate all services in a single and
unified network, with guaranteed QoS for each application. Applications now supported and enhanced by IP/MPLS include the following:

APPLICATION IP/MPLS SERVICE

Positive Train Control (PTC) EPIPE, Virtual LAN (VLAN)

Crossing & Surveillance EPIPE, Virtual Private LAN System (VPLS)

Closed Circuit television (CCTV) EPIPE (VPLS)

LMR Communications CPIPE & EPIPE (VPLS)

Hot Box & Hot Wheel Detectors Standalone Applications Transmitted Over Same Network
Vehicle Tracking EPIPE (VPLS) or L3 interface

Emergency Voice Communications EPIPE (VLAN) to third-party device

Corporate Voice Communications EPIPE (VLAN) to third-party device

Data Center EPIPE (VLAN)

The Benefits

Norfolk Southern now employs a single unified and converged IP/MPLS infrastructure that supports both mission-critical and less vital services.
This solution enables the network to operate more efficiently, and with scale that will allow the company to easily support future business
expansion. With the Nokia 5620 SAM, the network fully supports and manages multiple technologies, such as optical, packet microwave and
IP/MPLS.

"We've found this unified IP/MPLS network manageable, maintainable and effective at minimizing service disruptions,” Carter notes. “We sought
carrier-grade technology, and we selected a solution from Nokia combined with Bell Labs innovation that simplified management, reduced
outages and lowered outage-related costs!

High network availability and resiliency are achieved through NSR, NSS, LAG and FRR. Traffic engineering and isolation also benefit, since the
converged communications supports all services, with IP/MPLS assuring that critical applications always use the same path on the IP network,
and that multiple critical data flows are never mixed in the same IP session or path. A flexible design enables IP/MPLS to meet any network
topology and answer all needs while providing high performance and resilience.

Legacy support is available in the range of interface cards available in IP/MPLS access routers, which allow the smooth migration of any existing
legacy network without changes to existing equipment such as sensors, radio systems, and analog cameras. Flexible synchronization options
include Synchronous Ethernet (Synck), similar to synchronous digital hierarchy (SDH) and SONET. These system-timing capabilities provide a
quick and easy way to achieve frequency synchronization and the benefits of an Ethernet-network without changing existing TDM-network
applications.

| Nextsteps [N Summay

Since 2010, network deployment has been phased with the
intention of not disturbing critical operations. A full 150-site
microwave radio deployment is to be phased in over the next
four to five years, with Norfolk Southern and Nokia now
performing the detailed network assessment. The microwave
backhaul will play a critical role in delivering a key benefit of
IP/MPLS, and will be particularly beneficial for Norfolk Southern’s
operations because it supports non-line-of-sight operations and
is suitable for installation in areas susceptible to high interference
like cities, airports, and seaports. It also has significant capacity
benefits — up to 1Gbp/s with up to four radios using the IP/MPLS
router’s LAG feature — and is compatible with point-to-point,
mesh and ring topologies, providing service in all situations.

With its converged IP/MPLS communications network
incorporating microwave backhaul, Norfolk Southern is now
operating more safely and efficiently, with higher reliability and
cost savings. The new network is designed to scale easily, and is
ready to support PTC now, and next-generation IP applications in
the years to come. Additionally, Nokia offloaded from Norfolk
Southern the manually intensive procurement and management
functions, making the upgrade easier.
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Why Partner with Infinity?

Infinity Technology Solutions, a part of the data solutions team at MCA, specializes in the development
of broadband and critical communications infrastructure. As a master distributor for Nokia and Radio
Frequency Systems (RFS) in the US.A., we help our channel partners create private wireless networks
4G/5G, microwave backhaul systems, IP/MPLS, and optical networking technology.

Our partners span an array of industries, including transportation, utilities, oil & gas, service providers, public
safety, and federal agencies.

Our mission is to provide the best project deployment support to our channel partners from the early stages
of system planning through implementation and post-sale support.

We provide solutions, services, and support through our highly skilled, in-house staff of critical infrastructure
professionals. Our team includes skilled system engineers, project managers, and technicians with extensive
knowledge of network and system design who connect today's technology with tomorrow's innovations.

Infrastructure Cellular, Data, & loT
IP, MPLS, & Optical Routing/Networking
Microwave Backhaul Systems

Nokia Digital Automation Cloud (NDAC)
Radio Signal Boosters (BDA | DAS)

Coverage Enhancement (BDA | DAS)
Mass Notification Systems (MNS)
Remote Terminal Units (SCADA RTUs)
Routers and Antennas (Cellular)

Data Solutions

Engineering -+ Project Management - Technical Services - System Design & Analysis

Construction - Installation « Consulting « Training « Support « Maintenance - Testing/Tune-Up

The MCA Difference | A Service-First Approach
What does it mean to take a service-first approach?

Large-Scale Support and Local Management

As a family company, MCA furnishes its clients with all the

As a part of MCA, Infinity provides service wherever and
whenever it's needed. We are committed to providing
the best services possible to the thousands of individual
communities and clients we serve nationwide.

Infinity, MCA, and our team of certified professionals offer
an extensive portfolio of services to support the solution
life-cycle from start to finish. As your trusted advisors,
service is woven into the DNA of our company. It is more
than a motto — it is who we are.

management and support advantages of a local business
while also offering a vast array of state-of-the-art security
and communications solutions.

Despite being a large enterprise, we're embedded in the
communities we serve — with teams equipped with the
experience, knowledge, and expertise needed to provide
the most advanced solutions possible.

THIS IS THE MCA DIFFERENCE.

CONTACT US TO ENGINEER YOUR NOKIA COMMUNICATIONS SOLUTIONS TODAY
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https://twitter.com/service1stdna
https://www.facebook.com/MobileCommunicationsAmerica/
https://www.linkedin.com/company/infinity-technology-solutions-llc/
https://www.youtube.com/channel/UCIAKUzRfapx2QQRYqJo-2JQ

