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Introduction

Thank you for considering Global Payments as your payment technology
solution provider. We offer a wide range of reliable and innovative
payment technology solutions that can help your business thrive. With
over 50 years of specialized experience serving Canada and a reputation
as one of the world's largest and most respected payment technology
solution providers, you can trust us to deliver personalized,
comprehensive solutions that meet your specific needs.

At Global Payments, we understand that every business is unique, and
that's why we take the time to listen to your requirements and craft
customized solutions that fit your business perfectly. We're committed to
providing you with the best possible support, and that includes a helpful
guide to navigating our Ecommerce platform. If you have any questions
or need further assistance, our team of experts is always here to help
you.

Below are links to the Ecommerce Portal:

e Access your test account:
https://realcontrol.sandbox.realexpayments.com

e Access your live account:

https://realcontrol.realexpayments.com

globalpayments
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QUICK SEARCH:

Ente:
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DASHBOARD
TRANSACTIONS
CUSTOMERS
TERMINAL

FRAUD MANAGEMENT
SETTLED

REPORTS

PENDING
DELAYED
HELD
VOIDED

FAILED

CLIENT SETTINGS

USER MANAGEMENT

TERMINAL

ORDER DETAILS

Type
Sale

PAYMENT DETAILS

Order ID”
Cardholder Name"

Expiry Date”

Auto generate Order ID
LiJ

[#] Automatically Settle to the Bank ©

Account”

Currency”

Card Number

Security Code”

Amount”

[ [not available
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Your account

Learn how to reset your password.

Reset your password

Navigate to the Ecommerce Portal webpage at:

https://realcontrol.realexpayments.com

1. Click 'Forgot Password’ on the login

screen.

2. Enter your details:

e Client ID - The client ID of the account
can be found in your Welcome Email.

e Username - The username you log in
with and set up when registering.

e Email - Your email address the account

is registered with.

3. Depending on your password reset

preferences (which can be updated via

the User Management section in the
Ecommerce Portal), you will either
receive a password reset email or a

password reset email with

accompanying verification code. The code will be sent via SMS
text message to the mobile phone number you have registered
with your account. To navigate to the Password Reset section, go
to the 'User Management' section in your Ecommerce Portal, find
the user and click on the dropdown arrow. Then click 'Edit User'.

PASSWORD RESET PREFERENCES

NO . YES

abc can reset their own password ©

(® Email and Verification Code @
2 Factor Authentication - Recommended

globalpayments

O Emailonly ©

globalpayments

SIGN IN

Client ID

Forgot Password [ cicnm |

globalpayments

PASSWORD RESET

1f you have forgotten your password and you
provided us with a mobile number on registration,
enter the details below. If you do not know the
information below please contact support.

Client ID
Username

Email

SignIn RESET PASSWORD

CANCEL UPDATE

4. Once you receive the password reset email from Global
Payments, click on the 'Reset My Password' button. The route to
reset passwords varies depending on the verification mode that
was set up for your account. Follow the section below to
complete resetting your password.

‘ Email only Email and verification code

globalpayments

PASSWORD RESET

Hi

You have requested to reset your password.

RESET MY PASSWORD

This fink will be valid for 24 hours

If you did not request for your password to be resat please email
suppari@qiobalpay com to let us know.

Kind regards,
Global Payments Support Team

Email-only verification
mode

If you are set up for email-only
password reset, you will be
redirected to the below screen.
Create a new password and
re-type this password to confirm.

globalpayments

PASSWORD RESET

Hi

You have requested to reset your password.

RESET MY PASSWORD

“This ik wi be vali for 24 howrs

You will also receive a text message (on the mabile registered with the
Ecommerce Portal) with your password reset code.

If you did not request Tor your password to be reset please email
support@giobalpay com 1o let us know.

Kind regards,
Global Payments Support Team

globalpayments
RESET YOUR PASSWORD
New Password
o
Confirm New Password
ved.
4
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Uppercase letter(s)

Lowercase letter(s)

Number(s)

Symbols(s)e.g. ' *& % @ _- + =

Email and Verification
Code verification mode

If you are set up for email and

verification code password reset, globalpayments
you will be redirected to the below
screen. RESET YOUR PASSWORD

Verification Code

You will receive a 6-digit o

verification code via text °
message. Enter the code, then
create a new password and
re-type this password to confirm.
Click 'Reset Password', and log in

with your new password.

Confirm New Password

Password criteria

To successfully reset your password, the password needs to follow the
below criteria:

1. No re-using a previously used password

2. Passwords are case sensitive

3. Passwords must contain at least 10 characters

4. Passwords must contain at least 3 of the following:

© 2024 Global Payments Inc. All Rights Reserved.
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User management

Learn how to add new users, set roles and permissions, and view and
edit existing users. Find out more about the user registration process in
this section.

Access user management

To access user management, you will require the ‘Administrator’ or
‘User Manager' role assigned to your User Login. These roles are

explained in more detail in the 'Setting user Roles and Permissions'
section of this guide.

The ‘User Management' is located under ‘Administration’ within the
navigation menu.

Add new users

1. To create a new User, click on ‘Add New User’' on the ‘User
Management' screen.

2. Onthe 'Add User’ screen, you can add the ‘Automatic Password
Reset’ functionality to the user's role by checking the tick box
option.

This functionality allows the user to reset their password automatically anytime they
wish.

3. You only need to provide the user's email for setup.

The Username, first name, and last name are optional and can be set by the user
during the registration process.

4. Choose the user role within the ‘Roles’ section. The user roles
detailed are explained on the ‘Add User’ screen.

For more information on user roles please see the ‘Setting user Roles and
Permissions' section of this guide.

globalpayments QUCKSEARCH:  Choose Criteria v Enterkeyword Q [
USER MANAGEMENT

oasHBOARD

TRANSACTIONS

CUSTOMERS Users Pending Registration Archived

TeRuNAL

FRAUD MANAGENENT Siartiforn liee B

i RS ——— T

nepoRrs

PenoiNG

HELD
VOIDED
FALED

CLIENT SETTINGS

USER MANAGEMENT

®

oW
8)
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Name: EditedName EditedApellido
Email: valid@Email.com
Automatic Password Resets: OFF

CIEED (IR (T

fraudManager

Name: Jorge Fraudulent
Email m

Name: Fraud Analyst

Email: jorge.desilvestro@realexpayments.com
Automatic Password Resets: OFF

[siiss oo

fraudRuler

Name: Michael G
Email: Michael,

[ SN RESET PASWORD EMAIL ]

[rovenisen L ussnmvoen] o]
D
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Automatic Password Resets: OFF

[ iounstron J saies oo § o wawcen
USERMAGER

Name: jroge asd
Email: jorge.desilvestro@realexpayments.com

Automatic Password Resets: OFF

[rounstoaron J saces o ] o wavncend
(=TI CZEETD
D

newUser

Name: RESET ENABLE - DONT EDIT THIS USER ne.
Email jorge.desivestro@realexpayments.com

I SR |

[rownsresron L saies asewr ¥ o wavae]

Reslex
globalpayments QUICKSEARGH:  Choose Criteria v EnterKeyword Q [
< ADDUSER
DASHBOARD
TRANSACTIONS
[] Automatic Password Reset
cusToNERs
TERMINAL USER DETAILS
FRAUD MANAGEMENT Usemname Email
sermie
ReorTS
First Name Sumame
PENDING
DELAYED
i ROLES

VOIDED
FALED

CLENT SETTINGS

USER MANAGEMENT

[ Administrator - Ful user access rights
[[] sales Agent-Process wransaciions
[ Fraud Manager- Ecit and view Fraud Management

[ Fraud Analyst - Review filered wransaciions

[ Poweruser-Process, void,rebate, view and report on transactions
[] userManager- add and edit users

[ Read only- view and report on wransactions

cances | [ENEEETET
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Set user roles and permissions

Users of Global Payments Ecommerce can be assigned multiple roles
which define the areas and functionality to which they have access. The
following roles can be assigned:

Read Only

Administrator
Power User
Sales Agent

Fraud Manager
User Manager

The table below details the functionality within each user role:

. Power Sales Fraud User
m Adminisirator Read only
v v X v X X

View transaction
details

Generate, view and
download reports

Process sales
Perform refunds

Perform rebate / void /
settle transactions

View the settings
general section

Change your existing
password

Add new RealControl
users

Change the roles of
other Users

Request an
Automated Password
Reset for other Users

View the Fraud
Management section
- View/Edit Rules

globalpayments

v v X v X X
v v X X X

X X X X

v v X X X X
4 X X X X X
v v v v v v
v X X X X v
v X X X X v
v X X X X X
v X X X v X

Note:

All users must be assigned at least one role. Assigning multiple roles

will cumulate the possible actions for the user. User managers cannot

cumulate multiple roles.

User registration process

Once a user is created, a registration email will be sent to the user’s email
address. Users will receive an email from

register.reporting@globalpay.com

Simply click on the registration link in the email to access the registration
page as demonstrated on the right.

Enter the fields to complete user registration.

REGISTER USER

Client Id Username *

mikega

First Name " Surname *
John Smith

Password N ) Confirm Password *

(1]

Mobile Country * Mobile Number *

Select Country Li ]
REGISTER

© 2024 Global Payments Inc. All Rights Reserved.
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View and edit existing users

In the ‘User Management' screen, you can search for users that you
wish to view and/or edit by entering their username, name or email
address in the 'Search for a User’ field.

1. The 'Users' tab will show all registered users in your application.

2. The 'Pending Registration’ tab will show users who have yet to
register on the application and the ‘Archived’ tab will show users
who have had their user access revoked.

Archived users can be re-activated on the application if needed.

3. You will also have the option to view ‘All Users' or to view
‘Locked Users Only'.

Users  PendingRegistration  Archived

Search for a User Show

S ‘ Aisers Locked Usersonly
FND UsER

4. To edit a user, click on the dropdown box located on the user's
details. Click on the ‘Edit’ option as shown below.

m
Archive

Name: Fraud Analyst
Email: jorge.desilvestro@rei Ed't_

Automatic Password Resets: OFF

ADMINISTRATOR | SALES AGENT J§ FRAUD MANAGER
USER WANAGER ] RERD ONLY

FRAUD ANALYST

globalpayments

5. Once you have clicked ‘Edit’, the below screen will appear:

globalpayments

QUICKSEARCH:  Choose Criteria

Realex

Enter Keyword Q EDITEDNAME EDITEDAPELLIDO ~

<
DASHBOARD

TRANSACTIONS
CusTOMERS
TERMINAL

FRAUD MANAGEMENT
SETTLED

REPORTS

PENDING
DELAYED
HELD
VoIED
FALED

CLIENT SETTINGS

USER MANAGEMENT

EDIT USER

Password Reset for this user is currently Disabled - Modify

USER DETAILS

Usemame
fraudanalyst

First Name

Fraud

ARCHIVE USER

Email*

‘ forge desiivestro@realexpayments.com

Sumname

T et

Mobile Country
+353 (Ireland)

Mobile Number
srzions

ROLES "

[ Administrator- Full user access rights

[] sales Agent- Process transactions

[ Fraud Manager - Edit and view Fraud Management

Fraud Analyst - Review fitered transactions

[ Power user- Process, void, rebate, view and report on transactions
[ user Manager- Add and edit users

[ Read only- view and report on transactions

If the user has been set up for automated password resets you will have
the option to ‘Send Password Reset Email’. This option allows you to

send an email to the user’s registered email address containing a link to
reset their password.

© 2024 Global Payments Inc. All Rights Reserved.
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Processing
transactions

To process a transaction in the Global Payments

N ) glebalpaynents
Ecommerce Portal, go to the ‘Terminal’ section to access
the Virtual Teminal function. This section can be found o
within the navigation menu to the left of the dashboard. —
I

This Virtual Terminal function can be used to process
card transactions including the following. Click to navigate
to the corresponding guides

e Sales

e Refund -

e Card verification

sl s

Sales
To process a sale on the Virtual Terminal, follow the steps below:
1. Inthe 'Type' field, choose ‘Sale’ from the dropdown menu.

2. To select a particular sub-account to process the transaction
against, choose the ‘Account’ from the dropdown menu.

3. If the card you are processing does not have a Security Code,
simply tick 'Not Available' and the related input field will be
disabled.

4. If you want to process a pre-authorization (holding funds on a
customer's card without immediately capturing them), uncheck
the 'Automatically settle to the bank' tickbox.

5. All fields marked with an * are mandatory and must be completed
to process the transaction.

6. Once all mandatory fields are complete, click on '‘Process’.

globalpayments

Rl LR - -1 i e -

TERMINAL

uuuuuu

[Jrtwmas

The transaction result will display and the appropriate message
will appear at the top of the Terminal screen.

Blobsayments J— v e q E—

W e o ] VAN T e 1

Vit e

DGER DETALE ey
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Refund

To process a refund, you will need to have been assigned the role of
'‘Administrator’ or ‘Power User' to gain access to this section of the
Virtual Terminal.

1. Select 'Refund’ from the 'Type’ dropdown.

2. To select a particular sub-account, choose the sub-account from
the ‘Account’ dropdown.

3. All fields marked with an * are mandatory and must be completed
to process the transaction.

You will be required to enter your login password as this is a mandatory field.

4. Once all mandatory fields are complete, click on ‘Process’. The
transaction result will display and the appropriate message will
appear at the top of the ‘'Terminal’ screen as seen in the Sale
section above.

Eebalzaments s i - - a R —

Note:
Please note that the refund option is not enabled by default on your

account. For more information on this please contact the
Global Payments Support Team.

globalpayments

You will need the full card number and expiry date to process a refund.
If you do not have these details and the transaction is less than 180
days old, you should process a ‘Rebate’. For more information on
rebates, please navigate to the Rebating a Transaction section of this
guide.

Card verification

The card verification transaction type is used to check that a card is valid
and active without authorizing or holding funds.

1. To process a card verification transaction, select ‘Card
Verification' from the ‘Type’ dropdown.

2. To select a particular sub-account, choose the sub-account from
the ‘Account’ dropdown.

3. All fields marked with an * are mandatory and must be completed
to process the transaction.

4. Once all mandatory fields are complete, click on ‘Process’.

5. The transaction result will display and the appropriate message
will appear at the top of the ‘Terminal’ screen as seen in the Sale
section above.

Bobialpeyments N— - a R -

© 2024 Global Payments Inc. All Rights Reserved.
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Surcharging

Surcharging allows you to recoup your transaction processing costs.

Please note that not all Merchant Category Codes (MCC), products and
card types are eligible for surcharging. You should validate if your MCC
and products are eligible for surcharging.

Please note that Canadian regulations only allow surcharging on
credit cards. The province of Quebec does not allow surcharging.

Surcharging needs to be enabled on your merchant account by our
support team. You will then be able to configure it to the percentage you
are allowed to surcharge (cannot be more than your processing costs).

1. To configure the Surcharge functionality, go to the 'Client
Settings' section and click on the 'Surcharge' tab.

2. Select the account you need to configure by clicking on the
check box next to the account name.

3. Once selected, a new section will let you configure the surcharge
rate (percentage only in Canada) you want to apply.

4. Click the 'APPLY SURCHARGE' button to save the configuration.

5. The screen will now show the configured surcharge rate.

Repeat steps 2 to 4 for each account you need to configure for
surcharging.

globalpayments ~ ucxsemen Choose Criteria v EnterKeyword Q

CLIENT SETTINGS

General  surcharge

a

CANADA UK &I
Aopysrrge forthe 1 ascouns) selete: consumer et carate | 0,00 commercilcredtcrdvte | 0,00

SELECT ACCK

THE LISTTO EDIT SURCHARGE

[Jonlyshow i surcharge 072 accourts have sucharge applied

globalpayments

To process a transaction with a surcharge, go to the 'Terminal’ section
and process a transaction as usual. See the 'Processing Transactions'
section for more details.

Once the card number is provided, the terminal identifies if the card is
eligible for a surcharge and applies the surcharge rate configured.

TERMINAL

ORDER DETAILS SUMMARY

Type Account” GP Sales demo account
sale internet

Merchant ID: 89366742

PAYMENT DETAILS SALE TRANSACTION

15.86 CAD

Amount : 15.55 CAD
Surcharge :0.31 CAD
Amount” 18/12/2023 3t 13:49:07

If the customer does not accept the surcharge fee, do not proc

Order ID* Auto generate Order
Sedcade28i864bc7a61c86a60 1555

Cardholder Name* Card Number® Order ID: Sedc2de28f864bc7a61 c86a6d

John Doe 4263970000005262
— [ ——

Expiry Date” ‘Security Code” VISA John Doe

CUSTOMER SURCHARGE NOTICE

Automatically Settle to the Bank © Apply surcharge &

ADDITIONAL INFORMATION
secure and conven!

Product ID comment [ | decare tha  have nformed
surcharge and they have accepted it.

Customer Number PROCESS >

Important note: If a card is eligible for surcharging, the customer
needs to be informed of the surcharge amount and consent to it. The
agent processing the transaction needs to fill the checkbox indicating
that the customer was informed and consented to the surcharge.

To disable the surcharging while processing a transaction, uncheck the
'Apply surcharge' checkbox.

© 2024 Global Payments Inc. All Rights Reserved.
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Customer management

Learn how to add new customers, add new payment methods and take
payments from a saved customer.

Add a hew customer

To create a new customer profile, click 'Create New' and input the
customer's details.

12 10 0 2

Active Customers Stored Cards Expiring Card:
(01have sche chedules)

s
dules) a

The 'Customer Ref' is used to identify the customer’s profile and must be
unique. All fields marked with * are mandatory.

Click on 'Create Customer' to save the customer profile.

ADD CUSTOMER
CUSTOMER DETAILS

Customer Ref

o
Title First Name * Sumame
Mr
Date Of Birth Company
YY/MM,

CONTACT DETAILS

Email Fax

Home Work Mobile
ADDRESS DETAILS

Address Line 1 Address Line 2 Address Line 3

city County/State/Province Postcode (where applicable)

Country
Select Country

@ ADDITIONAL DETAILS

[ ) creare cusTomer

Once the customer profile has been created, you can add the customer's
card details for making future payments.

globalpayments

Add a new payment method

To add a card, click the 'Add Payment Method' button.

CUSTOMER DETAILS // JOHN SMITH
Customer reference Title First Name Sumame Email
johnsmith01 Mr John Smith john.smith@email.com
Phone (Home) Phone (Work) Phone (Mobile)
® show more Customer Details
25 minutes ago  31/07/2018
PAYMENT METHODS & SCHEDULE ATTACHED

no payment method for this customer yet

Once you have added the card details click 'Save Payment Method' to
update the customer's profile.

ADD PAYMENT METHOD

Customer Reference Title First Name: Surname
johnsmith01 Mr John Smith

ADD PAYMENT METHOD

Card Reference Cardholder Name *

Card Number * Expiry Date

CANCEL ] SAVE PAYMENT METHOD

The card details are now securely stored. You can now process a
payment against the customer by clicking 'Take Payment'.

© 2024 Global Payments Inc. All Rights Reserved.
12



set up recurring payments CUSTOMER / ADD SCHEDULED PAYMENT

Customer Reference Title First Name Sumame
johnsmith01 Mr John Smith
Card reference Cardholder name Card Number Expiry Date
. . , , default John Smith TR o e b 4249 10/20
To set up a scheduled recurring payment, click on 'More' and choose
'New Schedule' from the dropdown menu
p : SCHEDULE DETAILS SUMMARY
Repeats® S ik Ak kk Rk Ak
VISA s242
CUSTOMER DETAILS // JOHN SMITH pomhly : John Smith
10/20
Every SCHEDULE DETAILS
Customer reference Title First Name Sumame Email 1 Month ;
johnsmitho1 Mr e Smith john.smith@email.com John Smith will be charged monthly on day 1 of
the month until cancelled using payment
i’hor\e (Home) i’hone (Work) ?hune (Mobile) on [he. method default
@® Show more Customer Details
© | 1stday of the month Upcoming Payments
oM \TED 19 hoursago 31/07/2018 \ST TRANSACTION - - 01 Sep 2018,01 0ct 2018, 01 Nov 2018
First Sunday
PAYMENT METHODS & SCHEDULE ATTACHED CANCEL PROCESS >
Ends
Card Details Cardholder name Expiry Date TAKE PAYMENT [MORE~ Never
Vs wen wen wenk 4247 (default) John Smith 10/20 New Schedule
No schedule assigned to this card Add Schedule Fat
Delete

PAYMENT DETAILS

Change History

View Transactions Account” Product ID
EE— Select Account
Currency” Amount™ Customer Number
Set up the schedule to run at the required date and frequency. order D Stb Variable Reference
(i}
All fields marked with the * are mandatory. Fomment

Click 'Save' to save the schedule.

The customer profile is now updated with the recurring payment
schedule.

© 2024 Global Payments Inc. All Rights Reserved.
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Transaction
management

Learn how to view, void, rebate, and settle delayed transactions.

View transactions

To view transactions, click on ‘Transactions’, located within the main
navigation menu.

In the ‘Transactions' section, you can search for multiple transaction
types that have been processed.

1. Enter the relevant transaction data in the fields located in the
‘Search for Transactions' section.

2. Within the 'Status’ dropdown, you have the option to filter out
specific transaction types.

For example, if you would only like to view 'Pending’ transactions, choose the

'Pending’ option from the dropdown and this will return all transactions that match
these criteria.

3. The status of the transaction will appear to the right of the
transaction line.

For example, the sample screen below shows all transactions which were
processed on February,3rd, 2015 based on the search criteria entered.

4. To view more details on the transaction, click on the transaction
line.

globalpayments

mikael goardet

globalpayments QUICKSEARCH:  C! v Enterkeyword Q R -
TRANSACTIONS
iTouRs SEARCH FOR TRANSACTIONS
TERANAL Date Order ID Customer Name Card Number
FRANMANNIENENG; 22 Feb 2018 - 22 Feb 2018
REPORTS: @ Show More Search Criteria
A Expand Al ®
VOIDED ) 22/02/2018 08:39:26 VA John Hogan 51e5b678204c473c840. 50.00 EUR PENDING -~
D 22/02/2018 08:21:34 Vs John Smith 3d4624306e44582887. 100.00 EUR PENDING -~
USER MANAGEMENT All imes are set to GMT. Change
8)(®
JoRELEASE
Note: Transactions processed with Installments can be filtered by
checking the 'Transactions with Installments' checkbox.
globalpayments Quick searet:  Choose Criteria v EnterKeyword Q e earoe
TRANSACTIONS
SEARCH FOR TRANSACTIONS
JERMBAL Date & Time Order ID Account
FRAUD MANAGEMENT 14 Feb 2024 00:00 - 20 Feb 2024 23:59 Select Accounts v

SETTLED

REPORTS

PENDING

DELAYED

HELD

VOIDED

FAILED

CLIENT SETTINGS

USER MANAGEMENT

Payment Method
Cards

Card Reference

Card Number & Full Number ~

Customer Number

Customer Name

Customer Reference

Original Transaction Amount €

0.00

Customer IP

Status Auth Code Product ID Variable Reference
All
Batch ID Reason for Last Action Global Payments Identifier

© Show Less Search Criteria

List currently refined by

©  16/02/202412:22:35

©  16/02/202412:21:33

©  16/02/202411:38:18

Date & Time 14/02/2024 00:00 - 20/02/2024 2359 | Status All | Pa

V& John Doe Auth (M)
V& John Doe Auth (M)
V& John Doe Auth (M)

ment Method Cards |

264495132

343647726

901267529

+ | Transactions with Installments

Expand All ©
1,00000 USD BATCHED
1,00000 USD BATCHED
1,00000 USD VOIDED

© 2024 Global Payments Inc. All Rights Reserved.
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The ‘Transaction Details' screen can also display installment plan
details, such as:
e Frequency

e Installment Payment Amount
+ 0
e Total Fees (APR: %)
e Total Including Fees
e Terms And Conditions (including Additional terms hyperlink)
globalpayments Quicksearch: O v | Enterkeyword Q o
< TRANSACTION DETAILS prtreceret | [TTRITITIRSIE | HoLo TRaNsAcTION
PR OVERVIEW FRAUD
REPORTS RESULT
e CUSTOMER AUTHENTICATION
USER MANAGEMENT PAYMENT METHOD Vi& CUSTOMER
476127+**+++0328 John Doe. - N
—
INSTALLMENT PLAN
R Py Toatacao o 143) s

Terms And Conditions

0% Hyou

globalpayments

Void transactions

'Pending’ and 'Delayed’ transaction types can be voided to prevent the
transactions from proceeding to settlement. You can search for ‘Pending’
or 'Delayed’ transaction types within the ‘Transactions’ section.

To 'Void' a transaction, click on the drop-down box located to the right of
the transaction status. Once you have clicked on the drop down you will
have the option to ‘Void' as shown below.

®  22/02/2018 08:39:26 VEa John Hogan 51e5b678204c473c840. 50.00 EUR PENDING  ~
2 — Void
®  22/02/2018 082134 && John Smith 13d4624306€44582887. 100.00 EUR o

You can optionally add comments relating to the transaction in the
‘Comments’ section.

VoID
Date Cardholder Name Order 1D Account Amount
‘Thursday, 22 February 2018 08:39 V& John Hogan 51e5b678204c473cB40fe7e59 Internet 50.00 EUR

VOID TRANSACTION

Why are you voiding this transaction? ©

Reason not given

Comment

[INEEME VoD TRANSACTION

Should you wish to view the transaction details before voiding a
transaction you can click on the transaction line. This will bring you to the
"Transaction Details' screen and the 'Void Transaction’ option will be
present above the transaction details.

TRANSACTION DETAILS

PRINT RECEIPT HOLD TRANSACTION
!

PENDING Date Order ID Account Amount
Thursday, 22 February 2018 08:39 51e5b678204c473c840fe7e59 internet 50.00 EUR

To complete the void, click on the 'Void Transaction’ button. Once a
transaction has been voided it will not be sent for settlement.

© 2024 Global Payments Inc. All Rights Reserved.
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Rebate transactions

If you need to refund a settled transaction, you'll use the rebate option.
Once a transaction has been sent for settlement, it cannot be voided.
Instead, to return funds to the customer, you'll process a rebate.

This transaction refunds the cardholder and debits your bank account.
Since the rebate utilizes the details from the original authorization
transaction, there's no need to contact the customer for their information
to process it.

Note:

Rebate can only be accessed if you have sufficient permissions. You
will need to have been assigned the role of ‘Administrator’' or ‘Power
User' to gain access to this section.

To gain access, contact your ‘Administrator’ User. 3.

Unlike refunds, rebates come with two specific limitations:

e Rebate Amount Limit: You can partially or fully rebate a
transaction, or rebate any amount up to 115% of the original
authorization.

e Time Limit: Rebates can only be processed within 180 days after
the transaction's original processing date. After this period, a
refund will be necessary. For further details on refunds, please
refer to the Refund section.

To process a rebate, follow the steps below:

1. Click on the transaction you wish to rebate. At the top of the
transaction details screen, click on ‘Rebate Transaction'.

< TRANSACTION DETAILS

[LEEAl| REBATE TRANSACTION
Account

Date Amount
BATCHED Wednesday, 21 February 2018 10:13 sooneer

globalpayments

The screen below appears, allowing you to enter further details
before finalizing the rebate. You can add the rebate ‘Amount’,
'‘Customer Number’, 'Variable Reference’, '‘Product ID' and any
additional comments for reconciliation purposes.

REBATE

Name Order 1D Account Amount

Date Cardholder Name
Wednesday, 21 February 2018 10:13 & Giorgio Alpaca PmAdfkNGZ aib

REBATE TRANSACTION

Amount" 50.00 GBP

50.00

Customer Number
w2 | commen 1

Variable Reference
1234

Product ID
1234

Password”

[N REBATE TRANSACTION

Enter your login password to proceed

Click on ‘Rebate Transaction’ to process this transaction. You
can then view the rebated transaction in the ‘Transactions’
section.

© 2024 Global Payments Inc. All Rights Reserved.
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Settle delayed transactions

To find a delayed settlement transaction, navigate to the 'Transactions'
section. Once there, use the search function to locate delayed
transactions. Select 'Delayed' from the 'Status' field and click 'Search’
to view all delayed transactions that match your criteria.

Once you've found the transaction you want to settle, click on it and
choose the option 'Settle Transaction'.

TRANSACTION DETAILS

PRINT RECEIPT VOID TRANSACTION SETTLE TRANSACTION HOLD TRANSACTION
A

Order ID

\ccount Amount
DEEAYED 65fff841a6b1466b81a815fde intemet 25,00 EUR

Date
Thursday, 22 February 2018 08:42

To add additional information relating to the transaction, go to the 'Settle
screen as shown below.

SETTLE

Cardholder Name Order ID Account Amount

Date
Thursday, 22 February 2018 08:42 wisa Jane Doe 65fff841a6b1466b81a815f4e internet 25.00 EUR

SETTLE TRANSACTION
Amount* 25.00 EUR
25.00
Customer Number Comment

Variable Reference

Product ID

CANCEL SETTLE TRANSACTION

Click on ‘Settle Transaction’ to process this transaction. You can then
view this transaction within the 'Pending’ category.

globalpayments

Transaction reporting

Learn more about batched transactions, viewing related transactions,
printing receipts, and downloading reports as an Excel file.

Batched transactions

Once transactions are authorized, they are forwarded to the acquiring
bank for settlement at the end of each day (midnight merchant local
time). At this point, the transactions become settled transactions and are
grouped into daily batches for processing.

Note:

While batches are closed daily by Global Payments, banks only fund
merchant accounts Monday to Friday.

© 2024 Global Payments Inc. All Rights Reserved.
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Batc h ove rVi ew globalpayments QUICKSEARGH:  Choose Crteia v | EnerKeyword ot e

EDITEDNAME EDITEDAPELLIDD ~

i H H . . TRANSACTIONS
To view settled transactions in batches, click on ‘Settled’ from the

navigation menu on the left side of the screen. = il [

'SEARCH FOR TRANSACTIONS.

semen

— @ Show More Search Ciiteria
All settled transactions are grouped under a daily batch ID.
::;vzn Expand All ®
globalpayments KRG, (s S v | Enterkeyword Q. Ewmmmwm:’“‘j‘ ::‘:‘E*: © 2002201821510 T Glorglo Alpaca EWvon27mey 50.00G8P BATCHED
@ 20/02/201821:53:02 £ Glorgio Alpaca Offine. AwpBZUbX2A 50.00 GBP BATCHED
DASHBOARD SETTLED CLENT SETTINGS @ 20/02/201821:4715 VER Giorgio Alpaca GCA7bE6W2k 50.00 GBP BATCHED
TRANSACTIONS EERMEEE @ 200272018 21:46:51 T Giorgio Alpaca jakeDkXjbH 500068 BATCHED
SRTGREE SEARCH FOR BATCHES
L - — o o @ 20/02/2018 19:1406 T Giorgio Alpaca uDbLKJORLhMoLDAyuN. 500068 BATCHED.
FRAUD MANAGEMENT Jan 23 2018 - Feb 21 2018 Select Accounts Select Accounts ®  20/0212018191327 T Glorgio Alpaca JsqGIHPbWEOZIMUIPIF 50.00G8P BATCHED.
REPORTS @ 2000272018 191155 T Giorgio Alpsca 4yuEUBMdG 500068 BATCHED.
@ 20/02/20181911:36 VB Giorgio Alpaca AYgwJd2rGw 50,00 GBP BATCHED
PENDING @ 20/02/2018 185738 T Giorgio Alpaca fUPgBEUAYD 5000 GBP BATCHED.
Y, ]
pm © 2788 205354 A Merchant Sevies - 345345676 000 cer [l sococerfl S e =r— o e —
FALED ® 22478 2115323 AIB Merchant Services - 345345676 (000 cer [ o000cspfl
© 208 185428 AIB Merchant Services - 345345676 (ot 550,00 cee [l
[P ® 24773 06:13:01 AIB Merchant Services - 345345676 (250.00) cer (250.00)cep§
® 224772 06:11:50 AIB Merchant Services - 9435345676 (150.00) evr ] 100.00 eUR ] T 1 d t I b t -t t H | | k th I ( ) H
0 view more details about a transaction, simply click the plus (+) sign
® 220760 054402 AIB Merchant Services - 345345676 (5750 cep B so00cer |
© 20 o] wwarll located on the left of the transaction line. This will expand the transaction
® 24758 054324 AIB Merchant Services - 345345676 (s0.00)68p 0000t | d . d d dt | . f t A| t t | | k
S = IN€ and provide addruonal Information. Alternatively, you can click on
® ferchant Services. 5,00 GBP ! 1 i H 1 H
. S ] sl Expand All' to view extra details for all transactions in the batch at once.
®® © 2wm QU3 A MerchantServices- 345345676 ] P o . . . o
e S Clicking on each transaction line allows you to access individual

transaction details. In the transaction details section, you'll find general

) . ) ) ) information about the transaction.
To view further information on the batch of settled transactions click on

the batch line. The '‘Batch Overview' screen will then be displayed:

globalpayments QueksemRgH  Choose Citera v EnterKeyword & JE
BATCH BREAKDOWN BY ACCOUNT
< TRANSACTION DETAILS
224782 20/02/2018 18:54:28 AIB Merchant Services - 345345676 550.00 GBP. (000 cer [ 550.00 GBP TRANS! s i Date Order 1D Account Amount
assim e ramen sl B i
aib 550.00 GeP il (0.00) ceP [ s550.00 ceP 1 TERMINAL
FRAUD MANAGEMENT OVERVIEW FRAUD
e
REPORTS RESULT
Authorised (00) 48995859 AUTH CODE: PP8888 224782 15191635901641237
If you wish to generate a report based on the transactions within that e s : :
. , , -
batch, click on ‘Generate Report'. PAYWENT METHOD S
424047ww4242 @ Giorgio Alpaca Z
To view all transactions within the batch, click on ‘'View Transactions’, e
. PRODUCT Dce
and you will see the screen below. g T
s There is no DCC (Dynamic Currency Conversion) setup for this account. For further
Comment information around DCC, please contact our support team.
:
HISTORY

(a)(®) ® Tuesday, 20 Fbruary 2018 2153 — (50.00) 8P Authorised (00) PRINT RECEIPT
&)\
@ Tuesday, 20 February 2018 21:53 A 50.00 GBP Authorised (00) PRINT RECEIPT
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Fraud

In the fraud section of the transaction details screen, you can view the
Fraud Score, Security Code and 3D Secure information. You can also
view the AVS Address and AVS Postcode results returned for the
transaction.

Explanation of details within the Fraud section of transaction details:

N

UCAF (AAV/CAVV) This is the Cardholder Authentication Verification Value created

during cardholder authentication.

XID This is a Global Payments generated transaction reference that
the merchant sends to the Access Control Server in advance of
the cardholder authentication.

ACS URL This is the address of the Access Control Server, the card
issuing banks website.
ECI This is the E-Commerce Indicator. For more information on this

field, please see the below table.

Ecommerce Indicator (ECI)

Mastercard /

Full 3D Secure — cardholder Enrolled and

° 2 authenticated
6 ] Merchant 3D Secure — cardholder not enrolled or
attempt to contact ACS server was used
Non 3D Secure transaction.. It is up to the merchant to
7 0 decide whether or not to proceed with a non-3D

Secure transaction. The liability shift no longer
applies.

Note that transactions processed on the Virtual Terminal cannot benefit
from the 3D Secure liability shift. Only customer-initiated ecommerce
transactions can benefit from 3D Secure.

globalpayments

Transaction history

In the history section of the transaction details screen, you can view the
details of the authorization and all subsequent actions that have been
carried out against the order. These may include settle, rebate, and void

details.

Explanation of fields on transaction details screen:

Fos — owoipn

Timestamp

Cardholder Name

Order ID
Account

Transaction
Amount

Customer Number

Product ID

Variable
Reference

Status

Result

Message

Batch ID

Pas Ref

Transaction ID

Card Number

Card Issuer

Card Issuer
Country

The date and time the transaction was processed.
The Cardholder name.
This is the unique identifier for the transaction.

The sub-account that the transaction was processed under.

The value of the transaction.

This displays information sent in the Customer Number field of
the authorisation.

This displays information sent in the Product ID field of the
authorisation.

This displays information from the Variable Reference field.
This shows the current stage of the transaction process.

The result of the transaction which is passed back by the card
holders issuing bank.

This is the result message which is passed back by the card
holders issuing bank.

This shows the Batch ID of the batch that the transaction is
associated with. If a transaction is declined and therefore not
batched, this will display '-1'. In this instance the Batch ID will
be available in the ‘Settled’ section of the application.

This is an internal Global Payments reference, unique to each
transaction.

This is an internal Global Payments reference, unique to each
transaction.

This shows the card type and the card number masked with
X's for security reasons. The first 6 digits and last 4 digits will
be the only characters visible.

This displays the name of the bank that issued the card, if that
information is available.

The country the card was issued in.

© 2024 Global Payments Inc. All Rights Reserved.
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This shows the IP address that the transaction was processed

Originating I.P. through.

Customer I.P. This shows the IP address of the customer.

This is the score that the transaction received by the fraud

Fraud Score (TSS) :
scoring tool.

This shows the result of the Security Code check. Please see

Security Code the Appendix for the possible security code results.

This shows the result of the Address Verification Service (AVS)
check on the information supplied by the customer in the
billing address field.

AVS Address

This shows the result of the Address Verification Service (AVS)

AVS Postcode on the postcode supplied by the customer.

View related transactions

In the ‘Payment Method' section of the transaction details screen you
can view related transactions by clicking on Number or Cardholder
Name. These values will be underlined as below.

For example, if you click on the card number this will display all transactions processed on
this card.

PAYMENT METHOD ¥sa

Cardholder Name
Giorgio Alpaca

Card Number
424240+ 4049 @

lssuing Bank Payment Method Country

View and print receipt

To print a receipt, click on the 'Print Receipt’ button which will appear on
the top right of your transaction details screen. This will open up a new
tab in your browser, containing the receipt. Then use the onscreen
options to save or print the receipt as necessary.

< TRANSACTION DETAILS PRINT RECEIPT
Date order D Account Amount
BATCHED Tuesday, 20 February 2018 21:53 EWvDn27meu aib 50.00 GBP

globalpayments

Download reports to Excel

To generate reports of all transactions, click on ‘Generate Report'.

For example, within the 'Settled’ section, the ‘Generate Report’ button is located within the
pbatch overview screen below.

This will produce a report of all transactions within that batch. This
functionality can be used throughout multiple sections of the RealControl
system wherever the ‘Generate Report’ button is located.

Click on 'Generate Report/, this will schedule the batch report in the

'‘Reports’ section of the application.
BATCH 224782 OVERVIEW

GENERATE REPORT - VIEW TRANSACTIONS

BATCH BREAKDOWN BY ACCOUNT

224782 20/02/2018 18:54:28 AIB Merchant Services - 345345676 550,00 ceP R (0.o0)cerd 550,00 GBP
aib 550.00 6P (0.00)caP i 550.00 e8P [l

To view reports click on the ‘Reports’ section of the main navigation
menu. Click the ‘Download’ icon to the right of the report line to open or
save the file. If you choose to save the file, you can save it as a .csv file
on your local device.

globalpayments QUICKSEARCH:  Choose Crter v Enterkeyword Q| i AME EDITEDAPELLIDO =

REPORTS
DASHBOARD
TRANSACTIONS

This section contains allreports generated for downioad In the last 7 days.
cusTOMERS

TERMINAL

WEDNESDAY, 21 FEBRUARY 2018

1027 Legacy Report Records Generated: 158 &

1026 Legacy Report Records Generated: 157 %
oeLAYED TUESDAY, 20 FEBRUARY 2018

nnnnnn 19:33

1932

GUENT SETTINGS
USER MANAGEMENT 1931 Legacy Report

19:30 Extended Legacy Report

1930 Transaction Report

1929 Transaction Report

1929 Batch Report

prnnnane i

1928 Legacy Batch Report

© 2024 Global Payments Inc. All Rights Reserved.
20



Fraud management
guide

Discover how to establish rules, input transaction data, and manage
suspicious transactions by reviewing, releasing, or voiding them. Learn
methods to block, hold, or restrict transactions, and more.

While selling online offers vast opportunities for business growth and
scalability, it also comes with inherent fraud risks. These risks can be
mitigated by:

e Implementing 3D Secure for all online transactions. This practice
shifts the majority of fraud liability from you to your customer or
their bank. Many acquiring banks mandate the use of 3D Secure
for online transactions.

e Verifying the Security Code and Address Verification (AVS)
results for transactions. Ensure accurate data submission and
proper interpretation of these results to enhance security
measures.

e Global Payments Fraud Management for automated transaction
handling, including passing, holding, or blocking transactions
based on predefined rules and criteria.

What rules can | set up to get started
with Fraud management?

This guide provides a recommended set of Fraud Management rules for
new merchants with limited online selling and fraud management
experience. Configuring these rules adds an extra layer of protection
beyond 3D Secure, Security Code, and AVS, while also enhancing your
understanding of the Global Payments Fraud Management product. This
knowledge empowers you to customize the rules to align with your
specific business requirements effectively.

globalpayments

Note:

This guide is a recommendation only. You must take ownership of your
own Fraud Management rules. Take a look at the other available rules
to see if you feel any other rules would help you mitigate fraud.

Fraud Management Rule Creation

Fraud Management is a Global Payments product that executes a series
of rules, configured by you, at the time the transaction is authorized that
can PASS, HOLD or BLOCK transactions automatically. It helps you
identify suspected fraudulent transactions. It may be difficult for you to
know what rules to configure before you commence processing online
transactions for the first time, so here are some recommendations to get
started with.

Please note that all the recommended rules result in a HOLD or PASS
result. These rules will not automatically BLOCK transactions. Using
HOLD ensures you never lose a sale automatically. A PASS result means
the transaction is accepted, while BLOCK means that the transaction is
stopped and will never be processed. A HOLD result means that if the
transaction is authorized, you will not receive funds for that transaction
until the transaction is reviewed and released by you. Please do not ship
goods until a held transaction is reviewed by you and released.

If you are uncomfortable with Fraud Management automatically holding
transactions that you subsequently need to review, you can set Fraud
Management to PASSIVE MODE. Passive mode means that the Fraud
Management result is for information only and no automatic action,
such as holding the transaction, is taken. See '"What are PASSIVE and
OFF modes used for?' section later in this document.

© 2024 Global Payments Inc. All Rights Reserved.
21



Below are 7 rules we would recommend that you enable before you start
processing transactions.

To configure these rules log in to RealControl and go to Fraud
Management -> Create A New Rule.

You can give each rule a name that means something to you. Your rule
names appear in RealControl when you view detailed information about a
transaction.

Amount

'l want to hold transactions when the amount is greater than £x.
Otherwise, | want to pass transactions.'

You need to determine the amount, once exceeded, for which
transactions will be held. We recommend looking at your average sale
amount and then choose a larger amount where, if seen, you would want
to review before accepting.

Customer

'l want to hold transactions when the cardholder name is marked as
medium risk in my cardholder name data list. Otherwise | want to
pass transactions.'

You need to add cardholder names to your data list as Medium risk for
this rule to trigger. It's unlikely you will have any cardholder names when
you first start processing transactions. Over time you can easily add
names from previous transactions via RealControl. This should be done if
you ever get a transaction that results in a fraud chargeback.

See 'How do | block/hold transactions based on the data in my data

list?' within the Fraud Management Guide section.

globalpayments

Geographic

'l want to pass transactions when the issuer country is marked as
low risk in my issuer country data list. Otherwise | want to hold
transactions.'

You will need to add countries to your payment method country list that
you want to accept.

See 'How do | restrict transactions to a set list of countries?' within the
Fraud Management Guide. Alternatively, you can reverse this rule to
HOLD transactions for a known list of countries and PASS for all other
countries.

Please note that holding transactions where the Billing and Shipping
Countries or Billing and Issuing Countries do not match is also popular. To
use these rules please ensure you are submitting Shipping and Billing
Countries to Global Payments in your transactions.

Card Number

'l want to hold transactions when the card number has been used
more than x times with a different cardholder name. Otherwise | want
to pass transactions.'

You need to replace x with a number indicating how many times you are
comfortable with a card number being used with a different name before
you want to hold the transaction for review

See 'How do | block/hold transactions based on a particular pattern?'

within the Fraud Management Guide.

'l want to hold transactions when the card number is marked as
medium risk in my card number data list. Otherwise | want to pass
transactions.'

© 2024 Global Payments Inc. All Rights Reserved.
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You need to add card numbers to your data list as Medium risk for this
rule to trigger. It's unlikely you will have any card numbers when you first
start processing transactions but over time you can add them securely
from previous transactions via RealControl, especially if you ever get a
chargeback.

See 'How do | block/hold transactions based on the data in my data

list?' within the Fraud Management Guide.

'l want to hold transactions when the card number has been
authorized more than x times in the last 24 hours. Otherwise | want to
pass transactions.'

'l want to hold transactions when the card number has been
authorized more than x times in the last week. Otherwise | want to
pass transactions.'

You need to decide how many times you want to see a card number
authorized in the past 24 hours and in the past week, before holding it.

See 'How do | block/hold transactions based on recurrent use of a card
number within a defined period?' Fraud Management Guide.

The above rules are a recommendation only. Enabling these rules will
give you a good sense of how to use Fraud Management. You can
easily configure additional rules based on the data you send to Global
Payments. For example, if you are submitting a customer number
unique to your business, customer IP address or email address you
can build useful rules relating to this data.

globalpayments

Full list of fraud rules

'l want to Pass/Hold or Block transactions when ...

All categories | ...the data list data* is marked as high/medium/low risk

...the card number has been used more than a number of times in the last
24 hours
...the card number has been authorized more than a number of times in the
last 24 hours
...the card number has been used more than a number of times in the last
week
...the card number has been used more than a number of times with a
different cardholder name
...the card number has been used more than a number of times with a
Card b different customer number

ard numoer ...the card number has been used more than a number of times with a
different variable reference
...the card number has been authorized more than a number of times in the
last week
...the card number has been authorized more than a number of times with
a different cardholder name
...the card number has been authorized more than a number of times with
a different customer number
...the card number has been authorized more than a number of times with
a different variable reference

...the shipping and the billing country is different or the same or missing
one information
...the shipping and the issuing country is different or the same or missing

Geographic ] .
grap one information

...the shipping and the home country is different or the same or missing
one information

Amount ...the amount in a currency is greater than an amount
...the cardholder name has been used more than a number of times with a
different card number

Customer ) .
...the customer number has been used more than a number of times with a
different card number
...the variable reference has been used more than a number of times with a

Product .
different card number

Third party ...the Decision Manager response is (accept/reject/review/error).
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* The data list allows you to specify values that should trigger an action should they
appear within a particular transaction field. The fields for which data can be listed
are:

Card number Shipping Area

Cardholder name Shipping Country
Product ID Billing Area
Variable Reference Billing Country
Customer Number BIN range

Customer IP Address |Issuing Country

How to log in and create a new rule?

1. Access the Fraud Management Page by clicking on 'Fraud
Management' on the left-hand side menu and clicking the
Create New Rule button.

Note:

You must have sufficient privileges to access this functionality. You
must be a Fraud Manager or an Administrator. Fraud Analysts can
review and manage Fraud Filter transactions but not change rules.

Select the relevant category.

Realex

Realex
:  Choose Criteria -

globalpayments QUICKSEARCH:  Choose Criter Enter Keyword Q RN ~
FRAUD FILTER

DASHBOARD

TRANSACTIONS The Fraud Filter is a tool you can use to manage suspected fraudulent transactions. It will automatically action (Pass, Hold or Block) transactions based on one or more Fraud

CUSTOMERS Filter Rules. In this section you can configure which Fraud Filter rules to execute, manage your Fraud Filter Data Lists (which are used by certain rules) and view transactions
that were held or blocked by Fraud Filter.

TERMINAL

o 230 14
"

REPORTS

Transactions HELD Transactions BLOCKED 2
(last 30 days) (ast7 days) R
§
PENDING Total Value Total Value 5 e
DELAYED g ‘
GBP 11,500.00 GBP 700.00 - | |
HELD 5 ‘
VoiED |
0
FALED 15 18 17 18 19 20 21 2
Feb Feb Feb Feb Feb Feb Feb Feb

[ Passed Held [ Blocked
View All Fraud Filter Transactions
CLIENT SETTINGS
USER MANAGEMENT

RULES DATA LISTS

There are no rules configured at the moment

Close Help X
-0OR-
Manage Data Lists Create a New Rule

For Example you can add a card number to your High Risk Card For example you can create a rule to BLOCK transactions based

number list or add an IP Address to your Medium Risk Customer on the number of times the card number was used in the past or

1P Address list. arule to BLOCK transactions that contains a High Risk Customer
1P Address.

To use this data you need to create rules to determine what
action (Pass, Hold or Block) to take when this data is seen ina
transaction.

globalpayments

globalpayments QUICK SEARCH: v Enterkeyword Q T mm—————
B < CREATE A NEW RULE

TRANSACTIONS

CUSTOMERS A rule will allow you to action transactions (Pass, Hold or Block) according to certain statements. To help you create the rule we have grouped them into the different categories below.

TERMINAL

FRAUD MANAGEMENT CARD NUMBER GEOGRAPHIC

Use this for any rule you want to implement relating to card numbers.
You can, for example, perform an action (Pass, Hold or Block) on the frequency of

Use this for anything related to a location o country.
You can, for example, perform an (Pass, Hold or Block) on a transaction if the shipping

SETTLED

REPORTS usage of a card number. You can also create a rule for all High Risk card numbers. and the billing countries are different or on cards from certain countries.
PENDING
DELAYED
P CUSTOMER AMOUNT
Use this for anything to do with your customer number or cardholder name Use this if you want to perform an action (Pass, Hold or Block) when the amount is
VOIED You can, for example, perform an action (Pass, Hold or Block) on a transaction based greater than a defined amount.
FAILED on the number of times the customer number has been seen with different card
numbers.
CLENTSETTINGS
USER MANAGEMENT
PRODUCT DETAILS THIRD PARTY
Use these rules if you want to action (Pass, Hold or Block) transactions when the Use this rule f you want to action (Pass, Hold or Block) transactions depending on the
as You can also create a results coming back from a third party such s Decision Manager.
ule for all High Risk Product IDs. party yet. Go to Client

3D SECURE RESULT
Use this rule If you want to action (Pass, Hold or Block) transactions depending on the
results of 3DSecure authentication.

2. Give the rule a name. This is a name that will be re-used
throughout the application. In our example type in 'card-holder
name and card number".

Create statement - each rule is made up of one or more statements, and
each statement has an action and one or more conditions.
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Realex

globalpayments QUICKSEARCH:  Choose Ciite v Enterkeyword Q EDITEDNAME EDITEDAPELLIOO  +

CREATE A NEW RULE // CARD NUMBER

DASHEOARD
TRANSACTIONS Rule Summary
cusTOMERS

when in data list or list. Otherwise | want to pass

Iwantto
transactions.

SETTLED

Rule Name
REPORTS
Card Number data list

PENDING First Statement

HELD Iwantto
VoIoED Block Transactions

FALED

When the

Card Number Is marked as high risk in my Card number datlst - EDIT LIST ©

CLENT SETTINGS
w
USER MANAGEMENT

oR-

When the
Card Number s marked as medium risk in my Card number data lst - EDIT LIST &

ADD STATEMENT

Otherwise | want to

Pass Transactions @

3. Click the Review and Activate button. Review the rule that you
have just created and edit or activate it.

REVIEW AND ACTIVATE NEW RULE

Card number last 24 hours EDIT
I want to block transactions when the card number has been used more than 5 times in the last 24 hours. Otherwise | want to pass
transactions.
CANCEL |[ai\Zy Vi

It is important to note that activating, deleting or editing Fraud Filter Rules,
will result in a change to the transaction response that is returned by
Global Payments to your system, either via API or via the Hosted
Payment Page. Please ensure your system is capable of handling
changes to the Fraud Filter response from Global Payments to prevent
any impact to your transaction processing.

globalpayments

What do I do once | have my rules
configured?

Firstly, send in a few test transactions to trigger the rules you have set up
to hold the transactions. Then look at those test transactions in
RealControl and understand how to review, release and void transactions.

When you start processing real transactions you must monitor them in
RealControl.

Go to the Fraud Management - Fraud Filter in RealControl to ensure the
transactions that are held are reviewed and either released or voided.

See 'How do | review, release or void a suspected fraudulent
transaction?' within the Fraud Management Guide.

Over time if you feel you are spending too much time reviewing
transactions you can tweak the rules to let more transactions PASS or
BLOCK automatically.

If you find you are getting fraudulent transactions, for example via the
chargeback process, then look at those transactions and identify rules
which can be added or modified to Hold or Block similar transactions.
Add card numbers, cardholder names or other data from chargeback

transactions in RealControl to your fraud data lists. Future transactions
with that card number, cardholder name or other data will be actioned
automatically once the corresponding rule for that data is active.

For detail, review the sections 'How do | add transaction data to my

data list?' and 'How do | block/hold transactions based on the data in
my data list?' within the Fraud Management Guide.
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globalpayments woxsts comecrien v mvekewns Q see the action that would have been taken had your Fraud Filter been in
ACTIVE mode.

< FRAUD FILTER

DASHBOARD
TRANSACTIONS View A iad [socred[raa ] © Sortby [ mosT RECENT FiRST+
QUSTOMERS

ot oewonss  eon s v Once you are confident that your rules are working as expected, you can
- :
then switch to ACTIVE mode.

2018/02/22 21:50:57 Vi Giorgio Alpaca. 234nSE. aib Manual 50.00
REPORTS GBP
2018/02/22 21:50:33 Vi Giorgio Alpaca. aEtr7Ct aib Manual 50.00

GBP.

When the Fraud Filter is in OFF mode, your rules will not be executed but

— Vi Giorgio Alpaca Manual
GBP . . .
oo Woewerses  won. w v they will be retained in case you want to change to PASSIVE or ACTIVE
GBP . . . .
T S| D O o mode in the future. For security, you will be required to enter your
T password to set the Fraud Filter mode to OFF.
USER MANAGEMENT GBP
2018/02/22 19:09:33 WG\orgwo Alpaca bKaPa. aib Manual 50.00
2018/02/22 18:56:26 Ve Giorgio Alpaca Cxy46kK. aib Manual 50.00 °
How do | switch between modes?
2018/02/22 09:25:51 VEa Giorgio Alpaca y7unj3n. aib Manual 50.00 °
GBP
2018/02/22 09:25:28 “Wsa Giorgio Alpaca EHNNg. aib Manual 50.00 1 . 1
You can access the PASSIVE and OFF mode from the 'More Actions
2018/02/22 09:25:07 “Vsa Giorgio Alpaca 2CPrex, aib Manual 50.00 .
button on the top right of the Fraud Dashboard screen.
2018/02/22 09:24:27 “Vsa Giorgio Alpaca ZQMuR. aib Manual 50.00
GBP
globalpayments QUICKSEARGH;  Chioose Crfera > | Enterkeyword Q e
FRAUD FILTER
Vo I d TRANSACTIONS The Fraud Filter is a tool you can use to manage suspected fraudulent transactions. It will automatically action (Pass, Hold or Block) transactions based on one or more
CUSTOMERS. Fraud Filter Rules. In this section you can configure which Fraud Filter rules to execute, manage your Fraud Filter Data Lists (which are used by certain rules) and view

transactions that were held or blocked by Fraud Filter.
Release TERMINAL
FRAUD MANAGEMENT

e 230 14 "

REPORTS
Transactions HELD Transactions BLOCKED 2
(last 30 days) (last 7 days) 2 B
PENDING Total Value Total Value 10
DELAYED

Number of Tran

GBP 11,500.00 GBP 700.00

What are the PASSIVE and OFF modes chhblhaaal

Feb Feb Feb Feb Feb Feb Feb Feb

used for, and how do | switch between e

CLIENT SETTINGS

d , USER MANAGEMENT
modaes: RUES  DATALISTS

Switch To Passive Mode
There are no rules configured at the moment ‘Switch Fraud Fifter Off

Close Help X
What are the I ASSIVE and OI I mOdes used for ° Manage Data Lists Create a New Rule
- For Example you can add a card number to your High Risk Card For example you can create a rule to BLOCK transactions based
number list or add an IP Address to your Medium Risk on the number of times the card number was used Iin the past
Customer IP Address list. or arule to BLOCK transactions that contains a High Risk

Customer IP Address.
To use this data you need to create rules to determine what

By default, Global Payments' Fraud Management tool is in ACTIVE mode. :
This means that as soon as you create your rules, they will be applied to e
all your transactions and the relevant action will be applied.

PASSIVE mode can be used to test your rules before you use them in
ACTIVE mode. When the Fraud Filter is in PASSIVE mode, the rules that
you have set up will be applied but the actions associated with them
(Pass, Hold or Block) will not be executed. However, you will be able to

© 2024 Global Payments Inc. All Rights Reserved.
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PASSIVE Mode Will execute the rules and indicate what action

(Pass, Hold or Block) your rules would have taken without actually
performing that action.

_F'assword'

CANCEL SWITCH TO PASSIVE
RULES RULES
o JEF MODE L)

Note:

The password is your login password.

How do | add transaction data to my
data list?

What is a data list?

The data list allows you to specify values that should trigger an action if
they appear within a particular transaction field. For example, you can
use your data list to block transactions from a particular country or a
specific card number.

Note:

You will need to set up a rule to define the action that should take place
for a listed value.

globalpayments

The data list includes the following list types:
Card number Shipping Area
Cardholder name Shipping Country
Product ID Billing Area

Variable Reference  Billing Country
Customer Number  BIN range

Customer IP
Address Issuing Country

To modify your data list, first access the Fraud Management Page by
clicking on 'Fraud Management' on the left-hand side menu, and then
Add Data to the Data List Panel. There are two ways to add some data to
a data list:

1. From the Transaction Details page — This panel shows the data
collected from this transaction. You can review that data and add
or edit its risk by clicking on 'add' or 'edit'.

Realex

globalpayments QuICKSEARCH:  Choose Crt v EnterKeyword Q A SR
< TRANSACTION DETAILS PRINT RECEIPT | [RTSIREVININY | HOLD TRANSACTION
DASHBOARD
AR e viotis Date orderid Account Amount
T PEONG T sy o - worow
CUSTOMERS
TERMINAL
FRAUD MANAGEMENT OVERVIEW FRAUD
SETTLED
REPORTS Security Code UGAF (ARV/CAVY) ACS URL X0
Matched - - -
30 Secure ECl (Ecommerce Indicator) AVS Address AVS Posteode
PENDING Not 3DSecure - Not Checked Not Checked
DELAYED
HELD GEOLOCATION
VoIDED Originating 1P Customer IP Payment Method Country
. 1921683138 0 -
FRAUD STATUS  NOT EXECUTED
CLENT SETTINGS
USER MANAGEMENT ADD DATA TO DATA LIST
Customer Number 1234 HIGH Risk EDIT
Product ID 1234 HIGH Risk EDIT
Variable Reference 1234 LOW Risk EDIT
Card Number 4240424000424 HIGH Risk EDIT
Cardholder Name Giorgio Alpaca LW Risk EDIT
1P Address 0000 MEDIUM Risk EDIT

HISTORY

@® Thursday, 22 February 2018 09:31 sette 50.00 GBP

@ Thursday, 22 February 2018 09:31 s 50.00GBP PRINT RECEIPT

3
3
5
=
3
5
3

2. From the Data List tab — If you know the data that you want to
add, select the 'Data List' tab from the Fraud Filter screen and
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select the relevant list type. On the list type page, input the data CLEs AT LISTS
that you want to add to the list. If that data does not already exist

|n thls ||St type, |t Wl” be added Stralght aWay, You must asslgn a From this section you can manage the data that is used with certain rules.

For example you can add a card number to your High Risk Card Number list or add an IP Address to your Med Risk Customer IP Address list. You can then create rules to

|eVe| Of I’ISK to the |tem (lOW, medlum or h|gh) |f the data already determine what action (Pass, Hold or Block) to take against this data
exists, it will be highlighted in the list and you can edit its risk level CEOGRAPHIC

I.r re q u | re d Payment Method Country no data No rule attached to this data
Shipping Country no data No rule attached to this data
Shipping Area nodata No rule attached to this data
Realex
globalpayments QuicKseARcH:  Cho v Enerkeyword Q R BHEEAEE -
Billing Country no data No rule attached to this data
FRAUD FILTER Billing Area no data No rule attached to this data
DASHBOARD
TRANSACTIONS The Fraud Filter is a tool you can use to manage suspected fraudulent transactions. It will automatically action (Pass, Hold or Block) transactions based on one or more Fraud IP Address 1 No rule attached to this data
CUSTOMERS Filter Rules. In this section you can configure which Fraud Filter rules to execute, manage your Fraud Filter Data Lists (which are used by certain rules) and view transactions
TERMINAL that were held or blocked by Fraud Filter.
CARD NUMBER
prry 230 1 4 Card Number 1 N rule attached to this data
2
REPORTS
Transactions HELD Transactions BLOCKED 2 BIN Range no data No rule attached to this data
(last 30 days) (last 7 days) 2 3
PENDING! Total Value Total Value E 10 CUSTOMER
DELAYED 3
- T — e P, Cardholder Name 1 No rule attached to this data
E
voeD o e I b B 10 & Customer Number 1 No rule attached to this data
FaLED 5 16 7 18 19 2 21 2
Feb Feb Feb Feb Feb Feb Feb Feb
M Passed Held [ Blocked PRODUCT DETAILS
View All Fraud Filter Transactions
LT sET TGS Product ID 1 No rule attached to this data
USER MANAGEMENT
Variable Reference 1 N rule attached to this data
RULES  DATALISTS

There are no rules configured at the moment

Close Help X
Manage Data Lists Create a New Rule °
For Example you can add a card number to your High Risk Card For example you can create a rule to BLOCK transactions based
number list or add an IP Address to your Medium Risk Customer on the number of times the card number was used in the past or
IP Address list. arule to BLOCK transactions that contains a High Risk Customer

1P Address. L] o

To use this data you need to create rules to determine what
action (Pass, Hold or Block) to take when this data is seen in a H
transaction.

Note:

Instruction here assumes that you have already added a card number
to your data list. Please see the user guide 'How do | add transaction
data to my data list?' for more information.

1. Access the Fraud Management Page by clicking on 'Fraud
Management' on the left hand side menu.

2. Add Data to Data List Panel

3. Create a new rule by clicking the 'Create A New Rule' button on
the Fraud Management Dashboard screen.
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Realex

globalpayments QUICKSEARCH:  Choose Crlterla v | EnterKeyword Q EDITEDNAME EDITEDAPELLIDO =
FRAUD FILTER

DASHEOARD

"TRANSACTIONS The Fraud Filter Is a tool you can use to 10 pe fraudulent twill action (Pass, Hold or Block) transactions based on one or more Fraud

=

PENDING
DELAYED
HELD
VOIDED.
FAILED.

CLIENT SETTINGS
USER MANAGEMENT

Filter Rules. In this section you can configure which Fraud Filter rules to execute, ma
that were held or blocked by Fraud Filter.

230 14

Transactions HELD Transactions BLOCKED
(tast 30 days) (last 7 days)

Total Value Total Value
GBP 11,500.00 GBP 700.00

View Al Fraud Filter Transactions

RULES DATALISTS

inage your Fraud Filter Data Lists (which are used by certain rules) and view transactions

Number of Transactions.

s bk UL
TR
O

W Passed Held [ Blocked

TN FNYTETE | MORE ACTIONS ~

There are no rules configured at the moment

4. Select the relevant category, for example, 'Card Number'.

Realex
globalpayments aviokseaRcH:  Choose oera EnerKeyword Q [
— CREATE A NEW RULE
TRANSACTIONS
p— Arule willallow you to action transactions (Pass, Hold or Block) according to certain statements. To help you create the rule we have grouped them into the different categories below.

TERMINAL

CARD NUMBER GEOGRAPHIC

oy Use this for any rule you want to implement relating to card numbers. Use this for anything related 1o a location or country.
You can, for example, perform an action (Pass, Hold or Block) on the frequency of You can, for example, perform an (Pass, Hold or Block) on a transaction if the shipping
BEPORTS: usage of a card number. You can also create a rule for all High Risk card numbers. and g on cards fr
PENDING
DELAYED
[ CUSTOMER AMOUNT
Use this for anything to do with your customer number or cardholder name Use this if you want to perform an action (Pass, Hold or Block) when the amount is
VoIED You can, for example, perform an action (Pass, Hold or Block) on a transaction based greater than a defined amount.
FALED on the number of times the customer number has been seen with different card
numbers.
CLENTSETTINGS
USER MANAGEMENT

®@®

PRODUCT DETAILS
Use these rules if you want to action (Pass, Hold or Block) transactions when the
You can also create a

has
ule for all High Risk Product IDs.

3D SECURE RESULT

Use this rule if you want to action (Pass, Hold or Block) transactions depending on the
results of 3DSecure authentication.

globalpayments

THIRD PARTY
Use this rule f you want to action (Pass, Hold or Block) transactions depending on the
fesults coming back from a third party such as Decision Manager.

party yet. Go

5. Give the rule a name. This is a name that will be re-used
throughout the application. In our example type in 'Card humber
data list'.

Realex

globalpayments QUICKSEARCH:  Choose Criteria v EnterKeyword Q TS B AERE
— CREATE A NEW RULE // CARD NUMBER
«
TRANSACTIONS Rule Summary
customrs
Iwantto when in dara lstor st Otherwise | want to pass
RN transactions.
seme
Rule Name
REPORTS
Card Number data st

PENDING First Statement
oeLaveD
HELD Iwantto
— Block Transactions &
LD

When the

Card Number is marked as high risk in my Card number datalst - EDIT LIST ©
CUENT SETTINGS
L
USER MANAGEMENT
oR-
When the
Card Number is marked as medium risk in my Card number data list - EDIT LIST &
&

ADD STATEMENT

Otherwise | want to

Pass Transactions ©

6. Create your statements. Each rule is made up of one or more
statements, and each statement has an action and one or more

conditions.

In this case:

| want to block transactions (action)
When the card number is marked as high-risk (condition)

You can add another condition by clicking on the plus icon.

For example, if you also want to block the transaction when the card
number is marked as medium risk, you can add the condition:

When the card number is marked as medium risk

You can add another statement to the rule by clicking on the button. For
example:

© 2024 Global Payments Inc. All Rights Reserved.
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I want to pass transactions
When the card number is marked as low-risk

7. Click on the 'Review and Activate' button.

8. Review the rule that you have just created and edit or activate it.

REVIEW AND ACTIVATE NEW RULE
Card Number data list EDIT

I want to block transactions when the card number is marked as high risk in my card number data list or the card number is marked as
medijum risk in my card number data list. Otherwise | want to pass transactions.

CANCEL ACTIVATE RULE

It is important to note that activating, deleting or editing Fraud Filter
Rules, will result in a change to the transaction response that is returned
by Global Payments to your system, either via XML or via the Hosted
Payment Page.

Please ensure your system is capable of handling changes to the Fraud
Filter response from Global Payments to prevent any impact to your
transaction processing. For full details of the changes see the Fraud
Management Developer Guides.

How do | review, release or void
suspected fraudulent transactions?

1. Access the Fraud Management Page by clicking on 'Fraud
Management' on the left hand side menu.

2. Access the Fraud Filter screen. The first part of this screen gives
you an overview of the transactions that have been recently held
or blocked and their overall value. To access the Fraud Filter
page, click on the link 'View All Fraud Filter Transactions'

globalpayments

Realex
EDITEDNAME EDITEDAPELLIDO  +

globalpayments QUICKSEARCH:  Choose Criteria v EnterKeyword Q

FRAUD FILTER

DASHEOARD

TRANSACTIONS The Fraud Filter is a tool you can use to manage suspected fraudulent transactions. It will automatically action (Pass, Hold o Block) transactions based on one or more Fraud
CUSTOMERS Fiter Rules. In this section you can configure which Fraud Filter rules to execute, manage your Fraud Filter Data Lists (which are used by certain rules) and view transactions
that were held or blocked by Fraud Filter
TERMINAL
T
228 13
E
REPORTS
Transactions HELD Transactions BLOCKED 2
(last 30 days) (last 7 days) g ®
PENDING Total Value Total Value [
DELAVED 3
GBP 11,400.00 GBP 650.00 -
HELD s
voien
0
FAILED w6 17 18 19 20 21 2 2
Fob Fdb Fob Fob Fob Fob Fob Fob
1 passed Held [ Blocked

View All Fraud Filter Transactions
CLIENT SETTINGS

USER MANAGEMENT

RULES DATA LISTS

[N FNYEIEUI | MORE ACTIONS ~

There are no rules configured at the moment

Close Help X
Manage Data Lists Create a New Rule
For Example you can add a card number to your High Risk Card For example you can create a rule to BLOCK transactions based
number lst or add an IP Address to your Medium Risk Customer on the number of times the card number was used in the past or
1P Address list. a rule to BLOCK transactions that contains a High Risk Customer

1P Address.
To use this data you need to create rules to determine what

action (Pass, Hold or Block) to take when this data is seen in a
transaction.

3. Review, Void or Release from the Fraud Filter > List of all
transactions held or blocked.

This screen shows the list of all the transactions that were held or blocked by the
Fraud Filter tool as a result of the rules that you have in place.
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globalpayments woksewon Croosecrien v | onrkewed Q e Failed transactions that were flagged as Held by the Fraud Filter
but also failed authorization are listed.
T < FRAUD FILTER

e e o — e They do not 'require any action but.you might want to review and
TR || CTen || G add transactional data to the data lists.

FRAUD MANAGEMENT oeP

SETTLED 2018/02/22 21:50:57 Vi Giorgio Alpaca Z34nSE. aib Manual 50.00 . .
o _ 4. Fraud Panel - In the fraud panel of the Transaction Details

2018/02/22 21:50:33 wisa Giorgio Alpaca aEtr7Ct. aib Manual 50.00
/ . o screen, you will be able to see the rule (or rules) that caused the
SEOATED 2018/02/22 21:50:08 Visa Giorgio Alpaca CP52jkT. ail Manual 50.00 N
—— i . transaction to be held or blocked. At the top of the page, you are
VOIDED 2018/02/22 21:49:23 visA_ Giorgio Alpaca XMDTJ... ail Manual 50.00

GBP

_ given the option to release or void the transaction.
2018/02/22 19:13:01 VEa Giorgio Alpaca NBGHDb. aib Rule 2:20

Realex
lobalpayments UICKSEARCH:  Choose Crieria v EnterKeyword
GLIENT SETTINGS 2018/02/2219:10:04 & Giorgio Alpaca KCCTW. aib Manual 50.00 g pay “ i Q EDITEDNAME EDITEDAPELLIDO ~
USER MANAGEMENT e8P
2018/02/2219:09:33 Vs Giorgio Alpaca bKaPa. aib Manual 50.00 < TRANSACTION DETAILS (NS VOID TRANSACTION | RELEASE TRANSACTION
GBP DASHBOARD
Date Order D Account Amount
2018/02/22 18:56:26 V& Giorgio Alpaca oxyskk..  aib Manual 50.00 Thursday, 22 February 2018 23:37 Zo2DwWVzF alb 50.006BP
GBP CUSTOMERS
— TERMINAL
2018/02/22 09:25:51 & Giorgio Alpaca yunn..  aib Manual 50.00
cBp FRAUD MANAGEMENT OVERVIEW FRAUD
SETTLED
2018/02/22 09:25:28 Vix Giorgio Al EHNN b Manual 50.00
V= Giorgio Alpaca o ai anual epomre RESULT
GBP
— Response Transaction ID essage Batch 1D Pas Ref
2018/02/220025.07 Ly Gioiglo Alpaca ZCR(EK el Manuel 2090 Authorised (00) 48997006 AUTH CODE: PP8388 4 15193426386635800
GBP -
PENDING
— Auth Code Recurting Flag Reason for Last Action
2018/02/22 09:24:27 V&= Giorgio Alpaca ZOMUR.  aib Manual Z?zsn DELAVED S ) oo
HELD
NHOED, PAYMENT METHOD V& CUSTOMER
FAILED
Card Number Garcholder Name Customer Name Customer Number
e The 'Held' transactions for the last 30 days will be listed. To g s ' 2

CLIENT SETTINGS Issuing Bank

remove a transaction from this list, you must release or void it.
You can do this directly from the Fraud Filter Transaction list or on SRBT bcc

Product ID Variable Reference

the individual Transaction Details screen. T TR R S S R

information around DCC, please contact our support team.
Comment

e The 'Blocked' transactions from the last seven days will be listed. e
You cannot remove these but you can review the transaction SOy

details and data from the transaction to your data list. ®@® R : Zise
L?LEZLZ“ISSLTW @ Thursday, 22 February 2018 23:37 Auth 50.00 GBP Authorised (00)

Held transactions need your attention. You must void or
release them OVERVIEW FRAUD

Security Code UCAF (AAV/CAVV) ACS URL XID
e Matched - - -
| - 3D Secure ECI (Ecommerce Indicator) AVS Address AVS Postcode
Not 3DSecure = Not Checked Not Checked
GEOLOCATION
VO I d Originating IP Customer IP Payment Method Country
192.168.3.161 00,00 -

FRAUD STATUS  NOT EXECUTED

Release

ADD DATA TO DATA LIST

Customer Number 1234 MEDIUM Risk EDIT
Product ID 1234 MEDIUM Risk EDIT
Variable Reference 1234 HIGH Risk EDIT
Card Number 424242554242 HIGH Risk EDIT

Cardholder Name Giorgio Alpaca HIGH Risk EDIT
IP Address 0.0.0.0 MEDIUM Risk EDIT
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ow do | block/hold transactions
ased on a particular pattern?

1. Access the Fraud Management Page by clicking on 'Fraud
Management' on the left hand side menu.

2. Create a new rule by clicking the 'Create A New Rule' button on
the Fraud Management Dashboard Screen.

Realex
EDITEDNAME EDITEDAPELLIDO  ~

globalpayments QUICKSEARCH:  Choose Criteria v EnterKeyword Q

FRAUD FILTER

DASHBOARD

TRANSACTIONS ‘The Fraud Filter Is a tool you can use to manage suspected fraudulent transactions. It will automatically action (Pass, Hold or Block) transactions based on one or more

CUSTOMERS Fraud Filter Rules. In this section you can configure which Fraud Filter rules to execute, manage your Fraud Filter Data Lists (which are used by certain rules) and view
transactions that were held or blocked by Fraud Filter.

TERMINAL

= 230 14
.

REPORTS
Transactions HELD Transactions BLOCKED 2
(last 30 days) (last 7 days) 2 B
PENDING Total Value Total Value o0 I
DELAYED 3 |
GBP 11,500.00 GBP 700.00 i3 5 |
HELD 2 I
|
VoIDED
0
FAILED 5 16 17 18 18 20 21 2

Feb Feb Feb Feb Feb Feb Feb Feb
[ Passed Heid [ Blocked

View All Fraud Filter Transactions

CLIENT SETTINGS

USER MANAGEMENT
RULES DATA LISTS (NN | MORE ACTIONS
Switch To Passive Mode
There are no rules configured at the moment ‘Switch Fraud Filter Off
Close Help X

Manage Data Lists Create a New Rule

N 7N For Example you can add a card number to your High Risk Card For example you can create a rule to BLOCK transactions based

(8) \EI ) number list or add an IP Address to your Medium Risk on the number of times the card number was used in the past

i Customer IP Address list. or a rule to BLOCK transactions that contains a High Risk

@ Global Payments 2018 Customer IP Address.

VATP-S647SNAPSHOT To use this data you need to create rules to determine what
action (Pass, Hold or Block) to take when this data is seen in a
transaction

3. Select the relevant category, in our example select 'Customer’.

globalpayments

Realex
globalpayments QUICKSEARCH:  Choose Criteria v Enterkeyword Q EDITEDNAME EDITEDAPELLIOO ~

< CREATE A NEW RULE

DASHBOARD
TRANSACTIONS
CUSTOMERS A rule will allow you to action transactions (Pass, Hold or Block) according to certain statements. To help you create the rule we have grouped them into the different categories below.

TERMINAL

CARD NUMBER GEOGRAPHIC

Use this for any rule you want to implement relating to card numbers, Use this for anything related to a location or country.

SETTLED
You can, for example, perform an action (Pass, Hold or Block) on the frequency of You can, for example, perform an (Pass, Hold or Block) on a transaction If the shipping
REPORTS usage of a card number. You can also create a rule for all High Risk card numbers. and g on cards fr
PENDING
DELAYED
o CUSTOMER AMOUNT
Use this for anything to do with your customer number or cardholder name Use this If you want to perform an action (Pass, Hold or Block) when the amount is
VOIDED You can, for example, perform an action (Pass, Hold or Block) on a transaction based greater than a defined amount,
FAILED on the number of times the customer number has been seen with different card
numbers.
CLENT SETTINGS
USER MANAGEMENT
PRODUCT DETAILS THIRD PARTY
Use these rules if you want to action (Pass, Hold or Block) transactions when the Use this rule f you want to action (Pass, Hold or Block) transactions depending on the

Variable Reference has been used with different Card Numbers. You can also create a results coming back from a third party such as Decision Manager.
ule for all High Risk Product IDs. You have not configured a third party yet. Go to Client Settings to configure one.

3D SECURE RESULT
Use this rule f you want to action (Pass, Hold or Block) transactions depending on the
results of 3DSecure authentication.

4. Give the rule a name. This is a name that will be re-used
throughout the application.

In our example type in 'card-holder name and card number".

mikael goardet

globalpayments QUICKSEARCH:  Choose Criteria v EnterKeyword Q MIKAEL GOARDET ~

CREATE A NEW RULE // CUSTOMER

DASHBOARD
TRANSACTIONS
Rule Summary
cusTomERS
I want to block transactions when the cardholder name has been used more than 5 times with a different card number. Otherwise | want to pass transactions.
TERMINAL
FRAUD MANAGEME!
SETILED Rule Name
RepoRTS cardholder name and card number
PENDING First Statement
DELAYED
I want to
HELD
| Biock Transactions &
voiED e —
BAILED When the
‘ Cardholder Name has been used more than 5 Al G

Card Number

CLIENT SETTINGS
USER MANAGEMENT ADD STATEMENT

Otherwise | want to

Pass Transactions ©

REVIEW AND ACTIVATE

=

(&) (@)
(8) )
&) &)

© Global Payments 2018
VATP 5645 SNAPSHOT
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5. Create your statements. Each rule is made up of one or more
statements, and each statement has an action and one or more
conditions.

In this case:

| want to block transactions (action)
When the card number is marked as high risk (condition)

For this condition, the number of times the card has been used can be
changed if you require it.

You can add another statement to the rule by clicking on the button. For
example, for a lesser number of recurrences, you may choose to hold the
transaction rather than blocking it:

I want to hold transactions when the cardholder name has
been used more than 3 times with a different card number.

In this case, the number of times the card is used should be lower than in
the previous statement.

6. Click on the 'Review and Activate' button.

7. Review the rule that you have just created and edit or activate it.

REVIEW AND ACTIVATE NEW RULE

cardholder name and card number EDIT
I want to block transactions when the cardholder name has been used more than 5 times with a different card number. | want to hold
transactions when the cardholder name has been used more than 3 times with a different card number. Otherwise | want to pass transactions.
[ISS=M)| AcTivATE RULE

It is important to note that activating, deleting or editing Fraud Filter Rules,
will result in a change to the transaction response that is returned by
Global Payments to your system, either via XML or via the Hosted
Payment Page.

Please ensure your system is capable of handling changes to the Fraud
Filter response from Global Payments to prevent any impact to your
transaction processing. For full details of the changes see the Fraud
Management Developer Guides.

globalpayments

How do | restrict transactions to a set
list of countries?

1. Access the Fraud Management Page by clicking on 'Fraud
Management' on the left-hand side menu.

2. Create a new rule by clicking the 'Create A New Rule' button on
the Fraud Management Dashboard Screen.

globalpayments QUICKSEARCH:  Choose Crlterla v | EnterKeyword Q

Realex
EDITEDNAME EDITEDAPELLIDO  ~

FRAUD FILTER
DASHBOARD
TRANSACTIONS The Fraud Filter is a tool you can use to manage suspected fraudulent fewil action (Pass, Hold or Block) transactions based on one or more Fraud
CUSTOMERS Filter Rules. In this section you can configure which Fraud Filter rules to execute, manage your Fraud Filter Data Lists (which are used by certain rules) and view transactions
that were held or blocked by Fraud Filter

e 230 14
.

REPORTS
Transactions HELD Transactions BLOCKED
(last 30 days) (last 7 days)

PENDING Total Value Total Value
DELAYED
GBP 11,500.00 GBP 700.00

Number of Transactions

HELD
VOIDED.

[
FAILED 15 16 17 18 19 20 21 22
Feb Feb Feb Feb Feb Feb Feb Feb
I Passed Heid I Blocked
View Al Fraud Filter Transactions
CLIENT SETTINGS

USER MANAGEMENT

RULES DATALISTS

There are no rules configured at the moment

3. Select the relevant category, in our example select 'Geographic'.
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Realex

Choose Criteria -
globalpayments QUICKSEARCH:  Choose Criter Enter Keyword Q EDITEDNAME EDITEDAPELLIDO. +
— CREATE A NEW RULE
TRANSACTIONS
P— Arule will allow you to action transactions (Pass, Hold or Block) according to certain statements. To help you create the rule we have grouped them Into the different categories below.
TERMINAL
CARD NUMBER GEOGRAPHIC
i, Use this for any rule you want to implement relating to card numbers. Use this for anything related 10 a location or country.
You can, for example, perform an action (Pass, Hold or Block) on the frequency of You can, for example, perform an (Pass, Hold or Block) on a transaction If the shipping
REPORTS usage of a card number. You can also create a rule for all High Risk card numbers. and g on cards fr
PENDING
DELAYED
. CUSTOMER AMOUNT
Use this for anything to do with your customer number or cardholder name Use this If you want to perform an action (Pass, Hold or Block) when the amount is
VOIDED You can, for example, perform an action (Pass, Hold or Block) on a transaction based greater than a defined amount.
FAILED on the number of times the customer number has been seen with different card
numbers.
CLENT SETTINGS
USER MANAGEMENT

PRODUCT DETAILS

Use these rules if you want to action (Pass, Hold or Block) transactions when the
Variable Reference has been used with different Card Numbers. You can also create a
ule for all High Risk Product IDs.

3D SECURE RESULT

Use this rule f you want to action (Pass, Hold or Block) transactions depending on the
results of 3DSecure authentication.

THIRD PARTY
Use this rule if you want to action (Pass, Hold or Block) transactions depending on the
resuits coming back from a third party such as Decision Manager.

party yet. Go to Cli

4. Give the rule a name. This is a name that will be re-used
throughout the application. In our example type in 'Issuing
Country Exclude'.

globalpayments

QUICKSEARCH:  Choose Criteria - Enter Keyword

B
Q MAcLcoRRoET -

REPORTS

PENDING
DELAYED
HELD
voioep
FAILED

CLIENT SETTINGS
USER MANAGEMENT

CREATE A NEW RULE // GEOGRAPHIC

Rule Summary

I want to pass transactions when the issuer country is marked as low risk in my issuer country data list. Otherwise | want to block transactions.

Rule Name

Issuing Country Exclude

First Statement
Iwantto
| Pass Transactions ©
When the
‘ Payment Method Country is marked as

in my Issuer Country data list - EDIT LIST ©

[ AbD STATEMENT

Otherwise | want to

Block Transactions &

globalpayments

low risk

[EXVEMMN REVIEW AND ACTIVATE

5. Create your statements. Each rule is made up of one or more
statements, and each statement has an action and one or more
conditions.

In this case:

| want to pass transactions (action)
When the cardholder name has been used more than 5 times
with a different card number (condition)
When the issuing country is marked as low risk (condition)

Set the default statement
The default statement determines what will happen if none of the other
statements apply to this rule.

In this case, we would set the default statement to:

Otherwise | want to block transactions

6. Click on the 'Review and Activate' button.

7. Review the rule that you have just created and edit or activate it.

REVIEW AND ACTIVATE NEW RULE

Issuing Country Exclude

I want to pass transactions when the issuer country is marked as low risk in my issuer country data list. Otherwise | want to block
transactions.

ACTIVATE RULE

It is important to note that activating, deleting or editing Fraud Filter Rules,
will result in a change to the transaction response that is returned by
Global Payments to your system, either via XML or via the Hosted
Payment Page.

Please ensure your system is capable of handling changes to the Fraud
Filter response from Global Payments to prevent any impact to your
transaction processing. For full details of the changes see the Fraud
Management Developer Guides.
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How do | block/hold transactions
based on recurrent use of a card
number within a defined period?

1. Access the Fraud Management Page by clicking on 'Fraud
Management' on the left hand side menu.

2. Create a new rule by clicking the 'Create A New Rule' button on
the Fraud Management Dashboard Screen.

Realex
globalpayments QUICKSEARCH:  Choose Criteria Enter Keyword Q EDITEDNAME EDITEDAPELLIO ~
FRAUD FILTER
DASHBOARD
"TRANSACTIONS The Fraud Filter Is a tool you can use to 06 pe fraudulent Ttwill action (Pass, Hold or Block) transactions based on one or more Fraud
CUSTOMERS Filter Rules. In this section you can configure which Fraud Filter rules to execute, manage your Fraud Filter Data Lists (which are used by certain rules) and view transactions
that were held or blocked by Fraud Filter.
TERMINAL

s 230 14
.

REPORTS
Transactions HELD Transactions BLOCKED 4
(last 30 days) (last 7 days) 3 B
]
EENDING Total Value Total Value SR ]
DELAYED i
GBP 11,500.00 GBP 700.00 g 5
HELD 2
VoIDED
o
FAILED 5 18 7 1B 19 20 21 2
Feb Feb Fep Feb Feb Feb Feb Feb
I Passed Held [ Blocked

View Al Fraud Filter Transactions
CLIENT SETTINGS
USER MANAGEMENT

RULES DATALISTS

creaTe ANEWRULE | ESEEIGINEN

There are no rules configured at the moment

3. Select the relevant category, in our example select 'Card
Number".

globalpayments

Realex
globalpayments QUICKSEARCH:  Choose Criteria Enter Keyword Q EDITEDNAME EDITEDAPELLIOO ~
— < CREATE ANEW RULE
TRANSACTIONS
P— Arule will allow you o action transactions (Pass, Hold or Block) according to certain statements. To help you create the rule we have grouped them Into the different categories below.
TERMINAL

CARD NUMBER GEOGRAPHIC
i, Use this for any rule you want to implement relating to card numbers. Use this for anything related t0 a location or country

You can, for example, perform an action (Pass, Hold or Block) on the frequency of You can, for example, perform an (Pass, Hold or Block) on a transaction If the shipping
REPORTS usage of a card number. You can also create a rule for all High Risk card numbers. and the billing countries are different or on cards from certain countries.
PENDING
DELAYED
o CUSTOMER AMOUNT
Use this for anything to do with your customer number or cardholder name Use this If you want to perform an action (Pass, Hold or Block) when the amount is
VOIDED You can, for example, perform an action (Pass, Hold or Block) on a transaction based greater than a defined amount,
FAILED on the number of times the customer number has been seen with different card
numbers.
CLENT SETTINGS
USER MANAGEMENT
PRODUCT DETAILS THIRD PARTY
Use these rules if you want to action (Pass, Hold or Block) transactions when the Use this rule f you want to action (Pass, Hold or Block) transactions depending on the

Variable Reference has been used with different Card Numbers. You can also create a results coming back from a third party such as Decision Manager.
ule for all High Risk Product IDs. You have not configured a third party yet. Go to Client Settings to configure one.

3D SECURE RESULT
Use this rule f you want to action (Pass, Hold or Block) transactions depending on the
results of 3DSecure authentication.

@@

Glabal Payme
P56

4. Give the rule a name. This is a name that will be re-used
throughout the application. In our example type in ‘Card number
last 24 hours'.

Realex

globalpayments QUICK SEARCH: Enter Keyword Q T Tt}
— CREATE A NEW RULE // CARD NUMBER
TRANSACTIONS
Rule Summary
CUSTOMERS
I want to block transactions when the card number has been used more than 5 times in the last 24 hours. Otherwise | want to pass transactions.
TERMINAL
SETTLED Rule Name
RepoRTS Card number last 24 hours
PENDING First Statement
DELAYED
I want to
HELD
Block Transactions &
voioED
FAILED When the
Card Number has been used more than 5 times

CLIENT SETTINGS in the last 24 hrs

USER MANAGEMENT

ADD STATEMENT

Otherwise | want to

Pass Transactions &

REVIEW AND ACTIVATE

Ny
&)
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5. Create your statements. Each rule is made up of one or more
statements, and each statement has an action and one or more
conditions.

In this case:

I want to pass transactions (action)
When the cardholder name has been used more than 5 times
with a different card number (condition)
When the card number has been used more than 5 times in the
last 24 hours (condition)

For this condition, the number of times the card has been used and the
time period can be changed if you require.

You can add another statement by clicking on the 'Add Statement'
button For example:

| want to hold transactions
When the card number has been used more than 3 times in the

last 24 hours

6. Click on the 'Review and Activate' button.

7. Review the rule that you have just created and edit or activate it.

REVIEW AND ACTIVATE NEW RULE

Card number last 24 hours
1 want to block transactions when the card number has been used more than 5 times in the last 24 hours. Otherwise | want to pass
transactions.
CANCEL ACTIVATE RULE

It is important to note that activating, deleting or editing Fraud Filter Rules,
will result in a change to the transaction response that is returned by
Global Payments to your system, either via XML or via the Hosted
Payment Page.

Please ensure your system is capable of handling changes to the Fraud
Filter response from Global Payments to prevent any impact to your
transaction processing. For full details of the changes see the Fraud
Management Developer Guides.

globalpayments

Frequently asked
questions

What are your office hours?
Monday to Friday, 9.00am to 5.00pm EST

Can | get a receipt for each transaction?
Yes. Transaction receipts are available from our Ecommerce Portal. For
details, see the Transaction reporting section.

Will you send our customer an email after each transaction?

No. The Ecommerce portal can generate a receipt for you, but does not
automatically send the receipt to your customers. You can however
download the receipt and send it through your own emailing system.

Do you transfer the money into my business account?

We send the instruction or settlement file to your merchant bank to advise
them to debit the customer's card-issuing bank. Your merchant bank is
then responsible for the transfer of funds.

How long does it take for funds to settle into my account?

The process of settling funds is handled by your merchant bank.
Typically you can expect to receive the funds between 1-5 working days
after the authorisation. For more information please contact your
merchant bank.

Can | process transactions without a merchant ID?
No. A merchant ID is required to process transactions. Please contact a
Global Payments Sales Representative to obtain one.
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How do | take payments over the phone?

Our Virtual Terminal and Ecommerce Portal applications allow you to
securely accept payments from all major credit and debit cards over the
phone. With our Virtual Terminal, you can automatically check the validity
of a card and instantly find a historical transaction while on the phone to a
customer.

How do | process a rebate?

Rebates can be processed through our Ecommerce Portal application or
via remote XML. Simply locate the original transaction in the
'"Transactions' section in Ecommerce Portal. Once located, click 'Rebate
Transaction' button at the top right-hand corner of the screen. You will
then be asked for your Ecommerce Portal password to submit the rebate.

My customer has not received their rebate yet. What can | do?

The length of time it takes for a rebate to process depends on the
customer's card-issuing bank. In most cases, the customer receives their
rebate within 5-10 working days. Some issuing banks may accept rebate
receipts from a merchant in an attempt to expedite the settlement
process.

Do you provide a plugin for my shopping cart?

We provide plugins for most of the world's leading shopping carts and
Ecommerce platforms. We've worked closely with leading developers
who are experts in each shopping cart to ensure that every Global
Payments plugin is feature-rich and of the highest standard. Our plugins
can be found on the respective add-on stores and marketplaces for each
cart. Check out our list on Developer Portal for more information.

Do | get email notification of failed/declined transactions?
No. When processing transactions on the Virtual Terminal, the transaction
result is displayed in real-time in front of you.

globalpayments

I've lost or forgotten my Ecommerce Portal password. How can | reset
it?

You can reset your password by clicking the'Forgot Password' link on the
Ecommerce Portal login screen.
https://realcontrol.realexpayments.com

For help, download instructions for resetting your password here.

Visit the resetting your password section of this guide for detailed
instructions.

What is 3D Secure?

3D Secure is a customer authentication service introduced by Visa,
Mastercard and American Express. The service is individually branded as
Verified by Visa, MasterCard SecureCode and Amex Safekey. It is a
service designed to protect both the merchant and cardholder from
fraudulent e-commerce transactions by adding an extra layer of security
for online credit and debit card transactions. Consumers are prompted to
enter a personal passcode after their card details have been entered.

What is the URL for Ecommerce Portal?
https://realcontrol.realexpayments.com

Where can | get some test card details? What do | enter for expiry
date, name and CVN?

Test card details are available from our Developer Portal. You will be
required to use any future expiry date, any name and any random 3-digit
CVN number to process a test transaction. When testing, please ensure
you use our dedicated sandbox environments. Please contact a member

of Support at ca.ecomsupport@globalpay.com for further information.

Where can | find developer documentation?
All developer documentation and resources are available from our

Developer Portal.
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https://developer.globalpay.com/
https://realcontrol.realexpayments.com
https://help.globalpay.com/-/media/new-pdfs/passwordreset_ie_uk_usa.pdf?modified=20180924081410&la=en-gb&hash=25110A5E0661F57A77931BD76B043F74A5F7605B
https://realcontrol.realexpayments.com
https://developer.globalpay.com/resources/test-card-numbers
mailto:ca.ecomsupport@globalpay.com
https://developer.realexpayments.com/#!/technical-resources/test-card

Call-in support

Contact Global Payments Customer Care Centre at: 1.888.366.5110
9.00am - 5.00pm EST, Mon - Fri excluding public holidays.
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