OTT

OTT netDL - Hinweise zur verschlisselten Datenibertragung

HTTPS Ubertragungsprotokoll

Unterstitzte Verschlisselungsprotokolle: SSL 3.0 sowie TLS 1.0, TLS 1.1, TLS 1.2
Mégliche Schlisselléngen: 512 ... 2048 Bit
Unterstiitzte ,,Cipher Suites” V)

— RSA_WITH_AES_128_CBC_SHA

— RSA_WITH_AES_256_CBC_SHA

— RSA_WITH_AES_256_CBC_SHA256

— RSA_WITH_3DES_EDE_CBC_SHA

— RSA_WITH_RC4_128_SHA

— RSA_WITH_RC4_128_MD5

— RSA_WITH_NULL_MD5

— RSA_WITH_NULL_SHA

Bitte beachten

Der OTT nefDL unterstiitzt keine ECDH? - oder DH? -Algorithmen!
Der OTT netDL unterstiitzt kein SFTP oder FTP-S!
1 standardisierte Chiffrensammlungen fir Verschlisselungsalgorithmen

2 ECDH: Elliptic Curve Diffie-Hellman; kryptografisches Schlisselaustauschprotokoll
3 DH: Diffie-Hellman; kryptografisches Schliisselaustauschprotokoll

OTT netDL - Notes on encrypted data transmission

HTTPS transmission protocol

Supported encryption protocols: SSL 3.0 as well as TLS 1.0, TLS 1.1, TLS 1.2
Possible key lengths: 512 ... 2048 Bit
Supported ,,Cipher Suites” V:

- RSA_WITH_AES_128_CBC_SHA

- RSA_WITH_AES_256_CBC_SHA

— RSA_WITH_AES_256_CBC_SHA256
- RSA_WITH_3DES_EDE_CBC_SHA

- RSA_WITH_RC4_128_SHA

- RSA_WITH_RC4_128_MD5

— RSA_WITH_NULL_MD5

- RSA_WITH_NULL_SHA

Please note

The OTT netDL does not support ECDH? or DH® algorithms!
The OTT netDL does not support SFTP or FTP-S!
1) standardized cipher collections for encryption algorithms

2 ECDH: Elliptic Curve Diffie-Hellman; cryptographic key exchange protocol
3 DH: Diffie-Hellman; cryptographic key exchange protocol
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